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VE M O T H A M B A M MIEM DEO 

Bo Th} Bac*', Nguyin Hieu Minh^ 
'Tru&ng Dgi hoc C3ng nghe Thdng tm vd Truyen thdng - DH Thdi Nguyen. 

^Hoc vien Ky thudt mgt md 

TOM T A T 
Viec phat trien cac ham bSm mdi dap iing yeu cau mem deo cho cac ling dyng va dam bao toe dg 
cao la m6t yeu cau tat yeu trong truyen thong Trong bai bao nay se d^ xult mot ham bam dupc 
xay dung rieng c6 co che xii ly mem deo de phii hop hem cho cac iing dyng khong day, dong thdi 
CO kha nang chong dyng do manh, co hieu qua tich hop cao tren FPGA. No dupc xay dyng theo 
m6 hinh sii dyng cac ham b3m lap quay vong, phan tir dilu khien dupc. Cac tham so dau vao ciia 
ham bam co the dupc tiiy bien bdi ngudi diing nhu. do dai ban tin, do dai khoa, so lan lap ciia ham 
quay vong, do ldn ctia ket qua b5m. Day la nhOng van de rat duoc quan tSm trong bai bao nay 
Tir khoa' hdm bam, phdn tu diiu khiin duac, thudt todn MBM, phan tic chuyen mach phu thupe 
dii li?u, FPGA 

MO DAU 

Trong cac hp thong mang khdng day hien tgi, 
cac ham bam thudng dupc sir dung la hp 
MDx, ho SHA-X hay mpt so cac ham bam 

chuyen dung khdng dugc cdng khai [1,2, 3], 
Chiing thudng duac chia thanh hai logi co 
ban la MAC {Message Authentication Codes) 
va MDC (J^anipulation Detection Codes). 
MDC tgp trung vao viec xac thyc nguon goc 
du ligu va xac thuc tinh toan ven dir lieu, cdn 
MAC dam bao vipc xac thyc ngudi gin va 
loan v?n dii lieu, Moi ddng ham bam dupc 
tiiiet ke dya tren mpt trong cac phuang phap: 
lap, modulo so hgc, mgt ma khoi hay dupc 
thiet ke rieng. Tuy nhien, chiing deu cd nhung 
hgn che chung la phai sti dyng them h^ thong 
ma hda trung gian de hoan tat viec dam bao 
an loan xac thuc ban tin, Dong thdi kich 
thudc khoi du lieu dau vao va dau ra cua cac 
dong ham bam nay khd cd the bien doi Iinh 
hogt. Vi vay cac ham bara tren tiiieu tinh mem 
deo khi dua vao cac iing dyng cu the cd cac 
yeu cau khac nhau. Do do, vipc phat trien cac 
ham bam mdi dap iing yeu cau raem deo cho 
cac irng dung va dam bao toe dp cao la rapt 
yeu cau tat yeu. Xu hudng xay dyng cac ham 
bam mdi dgl duac toe dd cao ket hpp vdi mo 
hinh SIT dyng cac ham bam vdng va cd linh 
mem d^o ve cac tham so dau vao cd the dupc 
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tuy bien bdi ngudi diing nhu: d^ dai ban tin, 
dp dai khda, so lan lap ciia ham quay vdng, dd 
ldn ket qua bam la nhirng van de dang duac 
quan tam 

Trong bai bao nay, chung tdi de xual ham 
bam dugc xay dyng neng cd ca che xii ly 
mem deo de phu hgp hem cho cac iing dung 
khong day. Bin bao cd cau tnic: md dau, md 
ta thuat toan bam de xuat, phan tich va danh 
gia ket qua, ket lugn, 

DE X U A T THUAT T O A N B A M MEM DEO 

Thyc te, khi xay dyng ham bam cac yeu cau 
ngay cang dupc nang cao de phii hop han cho 
cac ling dyng, Ngoai kha nang chong dyng dp 
manh, de img dung, . . thi yeu to quan trpng 
khac la toe do thyc thi va sy mem deo ctia 
hara bam la cac yeu to quan trpng, Chinh vi 
vgy, su dyng co che phy thudc dii lipu trong 
qua trinh thiet ke ham bam da trd thanh mdt 
xu hudng radi. Diem nay the hien ro nhat 
trong cac thuat toan bam dya tren ma khoi. 
Tuy nhien ca che phy thuoc dii lieu trong cac 
thugt toan nay tuong doi phiic tgp va hoan 
toan dua lren cac ham linh toan, cac phep 
bien doi co ban hogc tren mau dii lipu nguySn 
thliy d vdng tinh toan trudc nen lam giam toe 
dp va tiem an nguy co bj tan cong tham ma. 
Thugt toan bam de xuat cd su dung ca che 
phu thuoc dir hpu, tu)' nhien qua trinh nay se 
duac thyc hipn thong qua mdt bang cac so gia 
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ngau nhien. Bang nay dugc gpi la "Bdng truy 
vdn phu thuoc dir lieu", Sau day la chi tiet cac 
van de trong thuat toan bam. 

Muc tieu thiet ke 

Thuat loan bam de xuat duac diiel ke vdi myc tieu 

- Kha nang chong dung dd manh, 

- Sii dung de xac thuc tinh toan ven ciia ban tin; 

- Diing rad hinh ham bara Ij^ quay vdng de tang 
hipu ling lan truyen va do an loan, so lan lap cua 
ham quay vdng dupc ngudi dimg tiiy bien, 

- Ket hop dimg cac phep toan modulo so hpc 
de tang toe do trong qua trinh xir ly; 

- Khda dugc dimg nhu mdt tham so de tac 
dpng vao raoi khoi va moi vdng xii ly dii lieu 
(khda nay la ca sd de sinh ra cac tgp khda 
con, khong can mot thuat toan phiic tap de 
sinh khda con nhu cac thugt loan mgt ma 
khda doi xiing); 

- Khda con dugc sinh ra phu thudc vao dac 
tinh du lieu tai moi lan thuc hien hara lgp 
quay vdng, 

- Ham bam dam bao tinh mem deo va nhieu 
tham so duac tiiy bien bdi ngudi dimg (do dai 
ban tin, do dai khda, so Ian lgp cua ham quay 
vdng,. , ); 

- Dp dai cua gia tri bara cd the tiiy bien de 
dang: 160, 192, 224 bit, . . 

Mo hinh thiet ke 

Md hinh thiet ke thuat toan bam de xuat dugc 
mmh hoa nhu trong hinh I. Tir md hinh cho 
thay ban tin can bam A/se dugc chia thanh n tin 
M„ vdi moi M, lai chia thanh z khoi W,j (d dayy 
= l.z) dua lren phuong phap tao "thong diep 
dem". Tuy nhien phan quan trpng nhat ciia ham 
bam nay lai the hipn d cac doi tugng say 

- Table Lookup: la mpt bang cac so nguyen 
dli ldn ddng vai trd nhu mpt khda, Tir bang 
nay, ket hop vdi cac tham so phii hpp se dua 
ra cac khda con (SubKey: key[/], j=l..z). 
Table Lookup duac goi la "Bang truy van phu 
thuoc dii lipu", cung cap cac khda con trong 
qua trinh ma hda timg khoi du lieu. Dara bao 
dugc viec xac thuc tinh toan vpn ban tin ma 

khdng can diing den mdt he thong ma hoa 
trung gian 

- Co che sinh kcy{j] tir Table Lookup da logi 
bd dugc nhuoc diem phai sii dyng cac thû t 
toan lgp lich sinh khda con (SubKey) trong 
ma khoi. Bp gia tri (160, 192 bit.,.,): ddng vai 
trd nhu mpt tham so dau vao cua ham lap. Bo 
gia tri nay chiu tac dpng tir ham lap va khoa 
SubKey, vi vay bo gia tii nay cung bi phy 
thupe vao cac bien doi dir lieu ciia cac khoi 
trudc do, 

- Ham / ham nay chinh la ham lap quay 
vdng, sii dyng cac phep toan modulo so hpc 
de bien doi du lieu dua tren hai tham so 
truyen vao: khda (SubKey: key[/], ;=l..z) va 
bd gia In (160, 192 bit,.. ). 

- m. la tiiara so dupc dua vao bdi ngudi dung, 
m xac dinh so lan thyc hipn lap lai ham quay 
vdng tren ca raang dii lieu W, Sau khi ca qua 
trinh duoc lap lgi m lan, hara bara se tra ve 
hai gia tn: mpt la thdng dipp Af la thdng diep 
ma hda cua M, hai la bp gia tri (160, 192 
bit,...) chinh la gia tri bam (Hash value). 
Cac thanh phln trong thu^t to^n 

Cdu triic thiit ki ciia Pfjj'32) 
Trong thugt loan bam de xuat cd sii dyng loan 
tir chuyen mach phy thuoc vao dii lipu 
P [32̂ 32) trong vipc tgo ra c 
vao du lieu hieu qua [ 3], 
TTiugt todn bdm MBM 
Thuat toan bam de xuat xay dyng tren co so 
rao hinh ham bam lap quay vdng, Vdi mo 
hinh nay, dau vao la ban ma goc M dugc chia 
thanh cac ban ma M„ vdi moi ban ma M, qua 
ham bam lap quay vdng dya tren bang tniy 
van phu thudc dir lieu. Ket qua thu dugc la 
gia tri bam (G> 160 bit) va ban ma M',-tuong 
ling vdi khoi M,. ThoaX. toan bam lap quay 
vdng de xuat vdi ten gpi MBM md la dudi 
dgng gia ma nhu sau. 
Procedure MBM 

Dau vko: khoi dir lipu vao ciia vdng Ihii 114 
M, dupc mieu ta thanh chuoi cua cac tu 32 bit 
W,: (Wa, tVi,...,W2_i) va cac bien n, R, 
V, Y, V, N 
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Xac djnh kich thudc ciia khoi dU lieu 
vao: S -^—z-, 

Thiet lap bo dem thii nhaty j <_ 6; 

Thyc hien thu tye Initialize khdi tao gia 
tr ibandau/i , r ,W, [/,7, 
Thiet lap bp dem tini hai k k<-0; 
Thuc hien thii tuc ChangeNVUY, 
Thay doi gia \x\ ciia tir 32 bit hien thdi, 
W^ <r- (W^ +32 r ) ® t / ; 
Thay doi gia tri ciia bien R: 

K6t thiic su bien doi ciia tti 32 bit hien 

IhftiW.. l V i ^ P , * * „ C H 

Tang gia tn ciia bo dem thii hai 

k-k^k^\ Neu k^S, tiii chuyen din 

budc thii 5, 
Giam gia tn ciia bo dem thii nhat f 

j = j-l. Neuy / 0, thi chuyen tdi budc 
4, trong trudng hpp nguoc lai Kit thuc. 

Hinh 1. Mo hinh hdm bdm di xudt 
h, = E(M, e A , _ , ) ® M , , 1 = 1 , 2 , - ,,. 

a day E - ham bam dugc xay dung d tren; ho 

- gia tri ban dau nao do, la tham so cua thugt 

toan; cdn h„ - gia tri cua ham bam d dau ra 

(cung goi la ma ham bam, hoac ban tdm luge) 

ciia van ban M. 

b. Thu tuc Initialize: day la thii tye dung de 
khdi tgo cac gia tri ban dau cho cac bien 32 
bit R, V, N, U. Y va dugc rad ta cy the nhu sau: 

I Thi6t lap bd dem i: i <-0 

2, Gan gia tn ban dau cho biln R, I'. N, U,Y 

R*-a.V ^Q,,. N <^Q,„U -^Q,„Y ^Q^, 

Dau ra ' 

- Ban ma JV/', irng vdi khoi M,: h,. = W..,\ ,, 

Wi\ Wo, 

- Gia tri bam: G,:= R\N\V\Y\U; trong dd: 

fl. Hdm bdm lap quay vong h,: dugc xac djnh 

tiieo md hinh ham lap quay vdng [1,2], vdi 

cong thiic sau: 

Trong tini tye nay cac gia tri Q, duoc xac dinh 

nhd thu tuc TableQ. Thy tye nay cdn dugc sir 

dyng trong thu tuc ChangeNVUY. Cy the tini 

tye TableQ nay duac mieu ta ngay sau day. 

c. Tha tiic TableQ: 

Dua tren cac tieu chi ve tieu chuan thiet ke, 

vipc thuc hien truy van bang thong qua truy 

xuat timg nhdm 4 byte dii lieu lien ke tren 

bang dya tren chi sd cua byte tini nhat (gpi n 

la chi so), 0 < tt < 2048. Moi nhdm dii lipu 

dupc truy xuat ra tii bang se cd dgng sau: 

Q.=Z„.s\2„.2\Zn*l\z„ 
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De thay, can bo sung them 3 byte vao bang de 
vdi n=2048 van cd the truy xuat dugc 2̂048 
Do do bang truy van dir lieu phy thuoc cd 
kich cd lil 2051 byte (hinh 2) 

Hinh 2. Hoai dpng bang Iniy vdn phu thupe dir lieu 

Tir y tudng xay dung bang truy van dii lieu 
phu thudc d tren, cd the md phdng thii tuc tgo 
Table Q dudi dgng gia ma nhu sau. 

Thilt lap bd dim ; i <—0 , 
Tinh toan so 32 byte 
g>; = (a^* ' m o d Py m o d G, 

Tang gia tn bien r J •— / +1 Neu / 5t 6 4 , 
thi chuyin tdi budc 2, 
Tao 36 2051 byte S'^ q.'Wq^'Wqo'WQei'W -WQo' 
\6iq2'\qi\qo' = Qo'+2AO 
Chuyen so 5 thanh day cac byte 
Q = iZQ,Zi Zjoso} 

Trong thii ti^c TableQ cac gia tri a, P, G 
dugc xac dinh nhu sau' a=OD; 
P=B25D28A7IA62D775; G= 
98915E7EC8265EDFCDA31E88F24809DD 
B064BDC7285DD50D7289F0AC6F49DD2 
D (bieu dien d he eg so 16): O day G la tham 
so tiiy chinh rat quan trpng trong viec sinh 
bang gia ngau nhien theo y ngudi sii dung, a, 
P, G la cac hang so dugc cho ban dau vdi cac 
khung gia tri bieu dien lan lupt la (1 byte, 8 
byte, 32 byte) Khi dd de dang tiiay a"*' > 
2" va (o^' ^ ' mod / • )" > 2" ' , vi vay (a''"' 
mod Py^ mod R ludn dam bao duoc y nghla 
ve mgt tinh toan so hpc, ddng thai Z', se la 
mpt so gia ngau nhien 

<i 77m tiic ChangeNVUY: tiiii tye nay cd y 
nghia lam thay doi gia In cua cac bien 
N,V,U,Yva cy the nhu sau: 
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1. Thay doi gia \n N. N ^ P ,^ / , ; ( « ) e R 

2 Thilt lap bien tmng gian n n * - .V+nO; 
3 Thay d6i gia tn ciia I 'bing each gan: 

4. Thay doi gia tn bien n rt *-V +11 U: 
5 Thay doi gia tn ciia t/b^ng each 

6 Thay doi gia tn bien n -n *- U +11 0; 
7. Thay doi gia tr) ] ' bSng each: 

PHAN TICH VA D A N H GIA HAM BAM 
DEXUAT 

Vdi thu Iyc TableQ, trpng tam la viec sinh 
cac so gia ngau nhien. Budc 2, vdi a, P, G la 
cac h4ng so dupc cho ban dau vdi cac khung 
gia In bieu dien lan lugt la (I byte, 8 byte, 32 
byte) Dong thdi Q', la mpt so gia ngau nhien. 
Ngoai ra G d la tham so tiiy chinh tao ra su 
mem deo trong vipc sinh bang gia ngau nhien 
theo ngudi dung 

Vdi thu tye ChangeNVYU, viec chpn cac gia 
tn cy tiie ciia cac bi8n A', V, U,Y\kR cho ra 
trgng thai cy the cua co che raa hda ham bam. 
Day la yen to giiip cho ham bam de xuat co 
duoc ca che mem deo. Hipu ung Ihac lu d day 
dupc rad rpng do viec sii dyng ^(32/32)' hieu 
ling thae lii nay cd duac hen quan den ba yeu 
to; 1) moi mpt bit ciia tir se anh hudng tdi 
viec chon cac phan tii tir chuoi gia ngau nhien 
Q, 2) sy bidn dang cua tir W''i; dan din sy tiiay 
doi ciia bien R; 3) su thay doi gia tri hien thdi 
ciia bien R keo theo su thay ddi gia In tiep 
theo ciia nd. Nhu vay, sy thay ddi bat ky 6 
dau vao cua bp bien ddi duac tich IGy vao bp 
luu giii ciia bien R, V, Y, U va N. 
Trong thii tuc ChangeNVYU. Cac bien N, V, 
Y, t/vira ddng vai trd la td hgp tgo nen giatq 
bam, dong thdi la thara so quan trpng tai moi 
lan xii ly ciia ham bam lap quay vdng, Vdi 
timg khoi dii Heu cho thay n, N. V, Q la 
nhiing tham so ddng, bien dpi dya tren dii lieu 
dau vao tgi moi vdng ciia ham bam va bang 
truy van phy ihupc du lieu Dieu dd tao rayeu 
to mem deo thyc su cho thuat loan va ddng 
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vai trd nhu mdt Iham so dpc lap tac ddng cho 
moi vdng bien ddi ciia N, V, Q. 
Thugt loan bam de xual da dugc to chirc sao 
cho cd the de dang md phdng theo kich thudc 
bat ky cua khoi dii lieu dau ra. Vipc tinh toan 
gia tri bam tu van ban nao do 
M = iM^,M^,...,MJ, ma nd dugc trinh bay 
nhu cac khoi M, noi Hen tiep. CJ day cac khoi 
M, cd kich thudc nhu nhau (khi can thiet thi 
khoi du lieu cuoi cimg can dupc bo sung them 
cac bit de trd thanh khoi cd kich thudc tiieo 
tieu chuan). 

HJim bam lap quay vdng MBM: ham dong 
vai Ird nhu mdt ham xir Iy dii lieu cua cac 
ham ma hda hay ham nen. Ham bam lap quay 
vdng (MBM) sit dung dii Iipu dau vao mera 
d^o, Cu the, neu quy dinh kich cd khoi dii 
lieu dau vao la m, thi w = S*mo vdi BJO = 32 
bit, 5 la so tir nhien, 5" > 4. Nhu vgy, m > 128 
de dara bao nhiing tieu chuan dau tien ve an 
loan bao mat trong ham bam va viec dieu 
chinh m trd len rat thuan tien dpi vdi ngudi 
dimg thdng qua bien S Ngoai viec quy dinh 
kich cd mera deo vdi thara so dau vao la khoi 
dii lieu, ham lap quay vdng cdn phai sir dung 
cac tham so dugc sinh ra bdi bang truy van 
phy thudc dii lieu, cu the chinh la cac khda 
conSubkey[7], 

Ham nay tan dyng duac cac dac tinh ve su 
phy thudc dir lieu, lgp quay vdng va toan tii so 
hpc toe do cao. Dieu dgc biet han, la sii dyng 
mpt bp tham so R, V, Y, U, N nhu cac khda 
con (SubKey) de tinh toan d moi lan xu ly 
hi?n tai ciing nhu tac dpng lan truyen sang lan 
tinh toan ke tiep. R, V, Y. U, Nia nhung gia tri 
32 bit dugc ngudi sii dung chii ddng khai bao 
va khdi tao ngay tit dau thong qua ham 
Initialize Day chinh la dac lmh mera deo d 
dau vao cua MBM. 

Ngoai ra ban than trong MBM ludn hudng tdi 
vi?c cho phep ngudi lap trinh can thiep thdng 
qua cae bien ndi bp, cu the cd the thay cac 
bien S, j , v cho phep gan cac gia tri phii hap 
de lac dpng tdi su bien doi va dgc bipt la so 
lan lap cua ham. Trong thuat loan nay, cac 
budc tir 4 den 8 dupc Igp Iai 6*5 lan, trong 

raoi lan do Igi cd z khoi W, dugc xir ly lan 
lugt va tuong tac lan nhau, lam cho 
G=R\V\Y\U\N duac thay doi lien tye vdi raoi 
khoi iV, va ci khoi M, khi duoc truyen vao, 
Dieu nay giup tang hipu iing Ian truyen phy 
thupe dir lieu lan nhau giua W, vdi W,+]. dong 
thdi sy tac dpng qua lgi giiia V. Y, U vdi W, 
(tai cac budc 6, 8 cua thuat toan) da lan truyen 
tdi gia tri ciia R (tai budc 7 ciia tiiuat toan) 
giup viec Iya chpn lgi cac khda Q„ tren bang 
truy v ^ phu thuoc dii li^u dien ra lien tuc va 
ngau nhien trong moi lan ham ChangeNVYU 
dugc goi d budc 4 ciia thuat toan. 
Cach sii dyng bp G=R\V\Y\U\N ciing giong 
nhu tiling cac thanh ghi A, B, C, D trong ham 
bam MD5, tuy nhien G cho phep linh dpng 
luy bien do dai tiianh 160, 192, 224 bit, . de 
dang bang •vipc tiiem mdt bien 32 bit ghep vao 
G ma khdng thay ddi ban chat ciia giai thugt 
chu khdng co dinh 128 bit nhu MD5 Day 
chinh la dgc tinh raem deo dau ra cua MBM. 
Ket qua cua MBM cho ban ma C„ vi vgy khi 
nhin tic gdc dp mpt thugt loan rag hda khda 
doi xiing, MBM ddng vai Ird la mpt giai thugt 
ma hda khda bi mat vdi 
K.ty=G=^R\V\Y\U\N=\6(i bit, Se khdng the 
tinh toan dugc C, neu chl bietiW, va ngupc lgi 
neu cd C, thi se vd cimg khd de tira ra M, bdi 
160 bit la rapt khdng gian qua Idn cho viec 
tan cdng vet cgn hoac tham ma, 
Nhu vgy, ham bam de xuat da iing dung dugc 
nhieu uu diem tir cac phuang phap thiet ke 
ham bam khac nhau do la' ca che ham bam 
lgp, modulo so hgc va dac biel la dugc xSy 
dyng tren eg sd bang truy van phy thuoc dii 
li?u, giiip lang cudng hipu irng lan tmyen, 
nang cao do bao mat cua hara bam. Ham bam 
de xuat da giai quyet dugc van de giam thdi 
gian xir Iy khdng phai lap lich sinh cac 
SubKey ma van t ^ dyng duac nhirng uu 
diem tang cudng bao mat ciia chyng. Dong 
tiidi viec ling dyng ca che ham lgp quay vdng 
da giiip thual toan trd ISn don gian, nhd gon 
han ciing vdi lan dung cac toan lii so hpc lam 
toe dp ham bam duac cai thien dang ke. 
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Hinh 3. Mo hinh md hoa khda bi mdt trong MBM 
Bang each xii ly dii lieu dau vao va dg Idn ket 
qua bam la tiiy bien, ham bam xay dyng da 
khang dinh dugc tinh mem deo khi thao tac. 

Day se la tien dS tot de cd the dua vao cac 
ling dyng tren nhieu hp thong vdi nhiing yeu 
cau khac nhau, 

KET QUA VA B A N L U A N 

De cd them minh chiing danh gia ve ham bam 
de xuat, bai bao da thuc hien thdng ke va t6ng 
hgp cac thdng so ky thuat cua mpt so ham 
bam hien dang dupc sii dung rpng rai hien 
nay trong Bang 1. 

Bang l.iS'o sdnh dp an todn cua thudt todn bam de xudt vdi motsd thugt todn bam thong dying 

Ham bam 

SHA-1 
SHA-2(256) 
SHA-2(384) 
SHA-2(512) 
MBM (160) 
MBM (192) 

Kich thtrffc Kich thirffc 
ban tin khoi 
< 2 " 512 
<2''" 512 
< 2 " " 1024 
< 2 ' ^ 1024 

< 2 ' " 32«z 

Kich thw^ tir 

32 
32 
64 
64 

32 

Sovongl^p 

80 
64 
80 
80 

6*2 

Bang 2. Ket qua thirc hieu ham bam 3e xudt lren FPGA 

Hkm bim Tai neuyen (CLB) T^n>c (MIfe) 

Kich thir^c 
tri bam 
160 
256 
384 
512 
160 
192 

vaso sanh 

gia 
Doantoiui 

80 
128 
192 
256 
SO 

96 

Thone lirtmii (Mb/s) 
SHA-1 [5J 
SHA-2(256) [4] 
SHA-2(384) [4] 
SHA-2(512) [4] 
MBM (160) (dt xuat) 

1004 
1060 
1966 
2237 
1040 

42 9 
83 
74 
75 
72 

119 
326 
350 
480 
1240 

Thdng qua bang so sanh cho thay MBM cd 
uu diera chinh la ca che mem deo trong thiet 
ke doi vdi kich thudc gia tri bam dau ra nhu 
da trinh bay lren, cac thdng so so sanh khac 
cho thay ham bam de xuat tuang duang cac 
ham bam dang duoc sic dung pho bien hipn 
nay. Tinh mem deo cho thay kha nang phii 
hpp cho nhieu iing dung khac nhau vdi cac 
miic dp an loan khac nhau. 
Ngoai ra, chiing tdi cung tien hanh thyc hien 
ham bam de xuat MBM tren FPGA vdi ddng 
tiiiet bi XILINX FPGA Virtex Device 
(v200pq240) de thuc hien so sanh vdi mdt so 
ham bam khac tren ciing ddng thiet bi Ket 
qua thyc hien dugc trinh bay trong Bang 2, 
Thdng qua bang 2 cho thay hiun bam de xuat 
MBM dgl duoc toe dp cao so vdi SHA-1 va 
hp SHA-2, cd chi phi vc tai nguyen ngang 
bing vdl SHA-I va SHA-2 (256) nhung 
thdng lugng cao han gap 10 lan SHA-I va 4 
lan SHA-2 (256), Cuoi ciing, ham bam MBM 
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dl xuat vugt trdi hgn so vdi SHA-2 (256,384, 
512) ca ve chi phi tai nguyen va thong luong. 
Ket qua nghien ciiu tren cho thay MBM co 
the img dung trong vipc dam bao tinh loan 
vpn cua thdng tin trong cac he thong an nmh 
bang mat ma ciia mgng khdng day Nd phii 
hgp trong vipc sir dyng de viec tgo ra ban tm 
tdm luge hipu qua va sau dd cd the diing 
trong thuat loan chu ky so de ky tren ban tin 
tdm luge 
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ABSTRACT 
A FLEXIBLE HASH FUNCTION 

Do Thi Bac^', Nguyen Hieu Minh^ 
Umversityof information and communication technology, 

'Academy of Cryptography Techniques 

Developing new hash functions which meet the flexibility and secure high speed is an essential 
requirement in mass communication This article will propose a new hash function exclusively 
built with a flexible processing mechanism to suit the wireless applications, to be able to sustain 
strong collisions and to have high integrated efficiency on FPGA as well The hash function is 
constructed according to a model which uses the repeatedly rotatmg hash functions and the 
controlled element. The input parameters of the hash function may be customized by users such as-
the message length, the key length, the number of repetitions of the rotating function, the 
magnitude of hash results These are the issues of great interest in this article 
Keywords: hash functions, controlled element, algorithm MBM, swilchable data dependent 
operation, FPGA 
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