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RANSOMWARE: TONG TIEN TREN KHONG GIAN sO

TOM TAT

Nguyén Bing Tién"
Truing Dar koc Ky thudt Hau can C'ang an nhdn din

Trong nhitng nm ghn day, ¢§ mot loai phun mém ma doc khong chi gy ra nhiing thiét hai vé tai
chinh cho ngudi ding Intemet mé con d& lai hiu qua ning né vé tinh toan ven dit ligu khé o thé
khdic phue disge Trong bét bao nay, chiing t3i trinh by vé Ransomware, mét loa ma dgc 43 xuft
hién tr kha Lan nhung dang ¢4 xu huémg phél trién manh tres Lat thn gran gin day Bﬁu t¥én, qud trinh
phat tnén clia Ransumwarc s& duoc dé cip Tlép theo, chiing té1 trinh bay v& mét sb ho Ransomware
phd bién hién nay gm Cerber, Locky va CryptXXX, cic phlmng thirc lay nhiém cua chting cung
nhu céc bién phap phong tranh, Cubi cing, ch\ing 31 XAy d\mg céc doan script trén nén thng he didu
hinh Windows dé n; gin chiin su 14y nhuém vi the thi cia cdc ho Ransomware niy

Tir khéa: Phdm mem téng tién, Ransomware md hoa, Khda R

Cerber Ransomware
MO DAU
Ransomware 12 tir viét tit cia hai 6 Tansom
(tbng tién) va software (phin médm), 13 loai
mé dc co kha ning thuc lién cac hinh thirc
tBng tién théng qua vi€c sir dung cac k¥ thudt
mi hoa [1]. Ban d3u, Ransomware duoc tao
m voi myuc dich ngin can sw truy cdp hop
phép ctia nguin diing vao méy tinh, bt budc
ho phai tra mét khoan tidn chudc dé lﬁy lai
quyén kiém soat. V& sau, céc bién thé cia loai
mi ddc ndy dwoc phat trién da dang hon, mi
hoa cac tip tn hé théng, 4% Léu bing cac
thujt ton phitc tap hon hay thn céng trén da
thiét bi, nén ting. Ransomware dAu tién dugc
ghr nhan tai Nga ndm 2005 voi tén goi
TROJ_CRYZIP.A [1). Khi xdm nhip vio
may tinh, m3 dc s€ 14p trc mi hoa, nén cac
file h¢ théng bing mét khiu, aang thoi tao ra
théng diép v6i ndi dung yéu cAu nan nhén
phai nép mét khoan tén chude nio do. vé
san, Ransomware viton ra ngodi lanh thd Nga,
thn céng tifp v40 cac file van ban, dit liéu nhw
docx, xlsx, jpg hay .pdf... véi cac thi doan
tinh vi va thudt toan ma hoa cao cdp hon [2].
Trdi qua qué trinh hon 10 nim, Ransomware d&
<6 riit ghiéu bién thé méi, phirc tap va tinh vi
hon, duge chia thanh hai dang chinh nhir sau.
- Encrypting Ransomware [2], [3], [4], [5]
{6): s dung cac thudt toan ma héa tién tién,
duoc thiét ké dé ngin can s truy nhip vao
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c4c tip tin dif liéu va hé théng, yéu cdu mot
khoan thanh toan dé cung cip chia khéa giai
mi ¢dc nGi dung br chin. Cac Ransomware
dang nay co thi k& t3n nhw Cryptolocker,
Lacky hay Cryptowall
- Locky Ransomware [7] [8], [91, [10]: Loai
mi doc nay tich sur kidm soat ciia ngudi ding
d6i vdi may tinh va hé diéu hanh. Trong
tradmg hop nay cac tap tin khong bi mi hoa
nhung ké tin céng vin yéu cdu mét khoan
tidn chuéc d& md khoa may tinh bt nhim._
Dién hinh cha Ransomware dang ndy co thé
ké dén nhe Police-themed Ransomware hay
Winlocker.
Trong céc dang Ransomware thi Encryptmg
Ransomware l2 loai phu bién va gay nhidu de
doa nhit dbi v6i cong ddng ngudr sit dung
mang Hinh 2 bidu difn thoi gian phit hién
cae loai Encrypting Ransomware trong 10
nim qua.
Cach hoat dong chung cla cac ho Ransomware
dang nay duoc md t4 ¢ Hinh | nhu sau:
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Hinh 1: Hogt djng cia Ransomware
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Piu tién, hacker phat tin md dbe qua céc dot
thr rac, phuong thire dinh kém email hay cac
trang web dfc hai. Sau khi Ransomware liy
nhiém vao may nan nhin, ching khéi déng
tién trinh truydn théng vé véi may chi. trao
db1 khéa md héa. Buée thir tr, Ransomware
tién hanh tim kiém cdc tép tin quan trong
trong may nan nhin, thuong la cac tép co
dudi md réng JPG, DOCX, XLSX. PPTX,
PDF. Qua trinh ma hoa két thic, thong dicp
cia hacker & duoc hidn thy voi nhing yéu
sach do1 tién chude.

Cing v6i su phat wién cia Intemet, cic hé
ﬂ]éng thanh toan linh hoat va sitc hip din tr
cic khoan tifn chude, téng tén bing
Encrypting Ransomware di va dang la mot
hinh thirc tAn cdng duoe hacker wa chudng,
MQT SO HO RANSOMWARE PHO BIEN
Cerber Ransomware

Gidi thigu

Cerber 12 mét ho Ransomware véi kha ning
méd héa cac tdp Tn cva nguoi ding va cung
cip tinh ning Text-to-Speech dé nan nhén
nhin duce thdng diép vé khodn tdn chudc.
Sau khi ma hoa di¥ liéu, Ransomware niy s&

4¢ lai nhimg théng bao ddi tiédn chude dugi
dang file TXT, HTML hay. VBS tai cic thy
muc ¢6 dif li¢u bi m3 hoa,

Cerber thugc dath muc phdn mém ma die téng
1ién thé hé thit hai va co mét s6 dic diém sau:

- Diz lidu bi ma hoa va di tén file thinh cle
ki tw nghu nbidn véi dudi la cerber, cerber)
hay .cerber3...

- Chi yéu 13y nhidm qua email, cac lidn kit
ddc hai trén wcb hay Umg dung chat.

- Cerber cé thé tin cong ci cac file chia st
cua nhitng may tinh khac trong ¢ling mang,
Cerber 1a dang ma ddc tng tidn som thay déi
Vo1 ddi ngil va k¥ thudt chuyén nghiép, ching
43 tao 1a cac phin mém rit thank cong véi
cac ban cap nhat lién tuc

Qud trinh ma héa

Cerber 12y nhiém vao may tink bing cée hirh
thire lira ddo loi dung sw bét cin cita nguii
ding Trwde khu cai dit 1én hé thdng, Cerber
58 t1én hanh kiém tra va ohiic chén riing né s
khOng cai dit trén cac hé théng st dung bin
phim ngdn ngit Nga nhu 1049-Russian, 1038-
Ukraiian, 1059-Belarusian, 1064-Tajik..

.
CIB Locket ICaress
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Hinh 2. Cdc ho Znerypting Ransomware duge phdt luén trong 10 ndm qua
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Hinh 3. Thong diép dor uén chugc trong file decryptmyfiles.html .
Sau khi kiém tra, Cerber s tw cai dit tai thu muc Y%AppData%, xoa cac ban sao luu va v hiéu

qua ché d6 Safe-boot Mode:

L

Bededat.exe "/set {default) recoveryenabled no"
Bededit.exe "/set {default) bootstatuspolicy ignoreallfailure"

Viée ngan chan ché db Safe-boot Mode lam cho ngudi ding Windows khéng thé khoi dong la
may tinh & ché d6 Safe mode dé cb ging phuc hé1 hé théng.
Cerber sir dung thudt toin ma hoa la sw két hop giita ma hoa dé1 xing va bét doi ximg. No bat

dAu vén mét khéa cong khai RSA-2048 bit duoc

Iru trong chinh né, khéa riéng dugce luu trén

may ch thanh toan Cerber. Tiép theo n tao mét cap khoa RSA-576 bit dé ma hoa tép tin, dir

liéu trén hé thong ciia nan nhin

Sau khi tao xong khoa, Cerber s& lap mot danh sach cac file cn ma héa.

Cu01 clng, Cerber tim kiém va ngit cac uén mnh sau néu n¢ dang hoat déng:

outlook.exe
steam.exe
thebat.exe
thebaté4.exe
thunderbird.exe

Cerber ma hoa hon 200 dm.h dang tep tin khac
nhau, trong d6 ¢ mét s6 tép tin phd bién nhu:
docx, xlsx, .gif, png, dat, .mp3, .mp4,
jpg... Két qua, Cerber ma hoa cac file hé thong,
dbi tén file ngfu nhién voi cdc dudi mé rong
_cerber, .cerber2 hay .cerber3 tity phién ban
Bién phdp phong chéng:

Trong khi Cerber tiép tuc phat trién va nhém
hacker dirg phia sau lién tuc thay d5i phuong
phap dé tranh bi phat hién va giai ma, nguoi
diing cAn ning cao nhin thirc & ty bao vé
bing cac bién phép sau ddy:

- Pinh ky kiém tra va sao luu h¢ thong, dir
hiéu. Cac hé diéu hanh nhr Windows hay céc
phén mém théng thuong déu hd tro sao hru va
phuc héi.

- V6 hiéu hoa tinh nang Macro trong céc tai
liéu Microsoft Office.

- C#p nhat cac ban va 16i méi nhét cho h¢
lhéng, ing dung

Locky Ransomware

Gidi thi¢u

Ransomware nay l4n dau tién duoc phat hién
vao thang 2/2016, dugc dat tén la Locky vi
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céc file bi md héa ¢ phin ma rong la locky.
Ching liy nhim vio méy tinh cia ngudi
dung thong qua céc dot phat tan thu ric [3].
Co ba phwong phap higu qua ma hacker sir
dung dé lay nhim mé dc vao may cua nan
nhén do la:

- Pinh kém cac file Word document macro
von dudi .docm theo email, khi ngudi dung
md file d& xem ndi dung thi ddng thei macro
ciing duoc thue thi.

- Dinh kém cac tip tin nén zip hodic Jar chira
céc doan mi Javascnpt da duoc 1am r6i dé qua
mit nguoi ding va cac chwong trinh diét virus.

- An minh trén cic trang web ddc hay loi
dung 13 héng cua Adobe Flash.

Viéc gidi ma cho Locky gdn nhu bét kha thi.
HE thong chi co thé khéi phuc tir cac ban sao
Iru hojic chdp nhin nép ticn chude.

Qud trinh md héa

Khi lay nhiém vao mzy tinh, ma dgc Locky s&
ty dong sao chep dén %TEMP%\svchust exe
déng thot x6a ludng dir liéu NTES trén 6 dia
cimg. Locky sé dugc khoi chay tir thu muc
Y%TEMP%.

| alert tcp $HOME_NET any -> SEXTERNAL NET $HTTP_PORTS
| (msg: "MALWARE-CNC Win.Trojan.Locky variant outbound co
flow:to_server, established; content:"POST"; http met
fast_pattern:only; http uri; ur:

| content:"/main.php";

Locky sir dung thudt toan ma hoa la su két hgy
cua RSA va A.ES Cap khéa RSA 1a0 ra tir iy
chu didu khién va duge sit dung dé 1o i
AES Sau khi hoan thanh, Locky thay do\ hinh
nén va luén thi thong bao doi tién chude

Bién phdp phong chéng:

MGt s6 bién phap sau day giup nguor ding iy
bao vé minh trrde nguy co bi 1ay nhiém by
Locky:

- Chin cic email spam, cn thin vor cac emal
6 ndi dung va dia chi noi gl dang ngo

- Tit tinh ning Macro tiong bo cong
Microsoft Office.

- Khéng cho phép thuc thi cac file Javasenp!
trén may tinh, Viée v8 hidu hoa co the duoc
thuc thi bang viée dit gia tn "0 cho ban ghi

- Chan sy khot tao cac cudc gol ra ngoal
khong glong nhwr mut 6 Ransomware K
Locky cin su két ndi toi may chu dicu ki
bén ngoal dé trao déi khoa Viéc chin cac
cude goi ra bén ngoai giip cho qua trinh ma
héa khéng thé difn ra dwoc binh thuong Mot
Ignh canh bdo clia Snort cho mét truong hop
duoc viét nhu sau:

content:!"|0D OA|Accept|2D|Language|3A|"; http_header,

content:!"|0D OA|Referer|3A|"; http header;

Trong mot trucmg hop, can co su phat hién va ngin chin Locky trude khx chung kip gay ra thit
hai. Pidu nay dou hoi sur hiéu biét va cac cong cu chinh xée.

CryptXXX Ransomware
Gidi thigu

CryptXXX lan dau xuat hién vao thang 3/2016 va nhanh chong phat trién thanh mét trong nhum

ho Ransomwan: pho bién nhat. CryptXXX cé nhimg déc trung riéng khéng giong vo1 hau hét

loai mi déc tong tién khac, cu thé

CryptXXX la dang Ransomware duy nhit duge phat hién véi dinh dang file DLL (Dynamic Link
Library - Thu vién lién két dong) chir khéng phai 1a mét file thuc thi. Didu nay kuén cho cae

chuong trinh diét virus truyén théng dé bi qua mat.

- CryptXXX khong chi ma hoa di liéu dot tién chude ma con thuc hién danh cap Bitcoin, thing

tin ca nhén cta ngudi ding,
Qud trinh ma héa

CryptXXX sir dung mét s6 thudt toan ma hoa khéc nhau dé ma héa file trén may nan nhin €2

phién ban trrée cua CryptXXX sir dung thuit toan Rivest Cipher 4 (RC4). Sau ki Kasy
dua ra cong cu d¢ gidi m, nhom hacker dimg ding sau CryptXXX di thay doi chudi ma hoa &

nhing vao cac file .dll.
148
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Weite down the informatien to notsboa (exercise book) and reboot the comptas.

Hinh 4. Thong bdo doi tién chuge cia
Ransomware Cryptxxx

cac ho Ransomware c6 mot sé phuong phap
tuong ty nhau, nhung ciing cé cac phuong
phap dic thi ddi véi timg ho .

- G& bo cac tmg dung tiém 4n nguy co bi khai
thic néu khéng thuc sy can thiét nhu Adobe
Flash, Java hay Microsoft’s Silverhight.

- Sir dung céc hé théng DNS Firewalls hay
phat hign xam nhap (IDS) ¢é ngan chan sy
truy nhép va truyén thong téi cdc tén mién

0 budc khdi tao  ban ddu, CryptXXX tao ra  chiama dbe:

mét hat nhin ngdu nhién dua trén thoi gian

cia hé thdng, sir dung né dt: tao ra

RandomInt, két hop véi cac tham sé khac dé

tao nén khéa ma. Khoa mi nay duoc ding dé

mi héa timg khéi dir Ligu.

Bién phdp phong chdng

Trong phan nay, ching t8i dua ra cic bién

phap dé phong chong CryptXXX. Nhin chung
alert tcp SEXTERNAL NET SHTTP_FORTS —-> SHOME _NET any
(msg: "EXPLOIT-KIT Neutrino exploit kit landing page detected";
flow:to_client, established; file data;
content:"join"; within:8;
content:"MSIE |28 5C|d+|5C|.|5C|d+|29 3B|"; distance:0;
content:"navigator("; within:60; within:10;
metadata:policy balanced-ips drop, policy security-ips drop, |

|

- Nhitng IDS nhu Snort ciing rdt higu qua
trong trudmg hop nay dé phat hign bd cong cu
Neutrino. Tuy nhién, ¢én luu ¥ ring Snort chi
hoat déng hi¢u qua néu duoc cung cAp mét bé
dAu hidu ddy di. Mot luat Snort dé phat hién
sw ldy nhiém cia Ransomware qua bd cong
cu Neutrino Exploit duoc ¢du hinh nhu sau:

content: “"return";

content:!"]";

service http; classtype atr.empted user; si :36535. rev: 3 )

CryptXXX la mét Ransomware ning dong vér doi ngu phat trién chuyén nghiép va nhan duoc
nhidu syr tai tro, givp cho no thuong xuyén thay dor dé thich nghi véi cac bién phép phong chéng
XAY DUNG SCRIPT BE PHAT HIEN VA NGAN CHAN RANSOMWARE

Ransomware thudng nham dén cac hé diéu hanh ho Windows boi lueng nguoi ding déng dao co
thé khai thac. Trong phan nay, ching téi trinh bay vé s dung Windows Batch Scnpting dé ngin
cde hanh dong Ransomware trén hé théng, Cac scnpt nay c6 nhiém vu ngin chin Ransomware
quét cic thu muc ctia nan nhan, giri cac file tap tin lén server cta ke tin céng. Hién nay ¢6 mot
gial phap t6t hon duoc cac phan mém diét virus sir dung nhur phan tich hanh vi véi Sandbox

Ta c6 thé chia cac script nay thanh hai loai phuc vu cho hai d6i tuong khéc nhau nhu. Script thir
nhit bao vé may chi chéng lai Ransomware bing cac tap luat duge cai dit boi ngudi ding,
ActivarAntiRansomwareAD bat

2echo off |
Zolor 1A |
:cho "Kich hoat bao ve...Vui long cho trong giay lat.."

reg add "HKLM\Software\Microsoft\Windows Script Host\Settings" /v Enabled /t |
3EG_DWORD /d 0 /£ 2> nul > nul

req add "HKCU\Software\Microsoft\Windows Script Host\Settings" /v Enabled /t ’

{EG_DWORD /d 0 /£ 2> nul > nul
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Doan ddu tién clia seript ¢6 chirc ning tao ra cc ding ky (registry) khoi dong cing h¢ théng
Tiép theo, script tién hanh tac cac ludt giéi han quyén thuc thi trén cac thir muc dac biét,

J—

i
|

acls

"suserprofiles\AppData\Local\Microsoft\Windows\Temporary Internet Files" /de

; ¥5-1-1-Dz {0} (10} (X) 2> nul > nul
! icacls "Suserprofile%\AppData\Local\Microsoft\Windows\INetCache” /deny *5-1-1-

¢ icacls "%ProgramData%” /deny *S-1-1-0:(0I) (I0){X} 2> nul > nul
{ icacls "8Temp$\" /deny *S-1-1-0:(0I}(I0) (X} 2> nul > nul

0:(oI) (I0) (X) 2> nul > nul

{ eche "Bao ve da duoc kich hoat.”

1

!
|
|

Script trén ngan chin su 14y nhifm Ransomware tir cic may trong mang ndi bd hodc cac may
duoc két ndi Internet, duge phat trién dé sir dung trong méi trudng doanh nghigp hoat ddng trén

mdi trwdng Active Directory.
AuntiRansomwareHOME.bat

“echo off

cis
TITLE Antiransomware
Coleor 1A

Fra]

: eche Kich hoat bao ve...Vui long cho trong giay lat.."
' reg add "HKLM\Software\Microsoft\Windows Script Host\Settings" /v Enabled /t

[

REG_DWORD /d O /f 2> nul > nul

"Buserprofilet\AppData\Local \Microsof t\Windows\Temporary Internet Files" /deny

#5-1-1-0: (0T) (I0) (X} 2> mul > nul
icacls -

n’

Script trén lam giam dang ké sy ly nhifm
cic ransomware, han ché thyc thi khac
thuong trong céc thu muc. Script nay thudmg
duoc sit dung cho cdc may tinh ¢4 nhéin, hoat
déng doc lap. Mt vén dé can luu y 14 ché do
Windows Script Host access phai dwoc cdu
hinh cho phép va viéc it chéi mdt sé dich vu
¢ thé han ché mét sb tinh unéng khi truy cip
Intermet

Mot phuong phap khac d# tranh sw 1y nhifm
cuia Ransomware 14 sir dung cdng cu Sandbox
¢ich ly chung voi méi trubmg thit nhuw
Sandboxie hay Cuckoo Sandbox.

KET LUAN

Trong bai bao ndy, ching t6i da trinh bay vé
qué trinh phat trién va phuong thirc iy nhidm
ctia Ransomware, mét loai phin mém ma dgc
dang phét tnién manh va gy tac déng lén dén
vén d¢ an toan dit liéu lign nay. Bt bio ciing
tap trung phn tich qua trinh [dy nhidm vi ma
hoa cia ba ho Ransomware phd bién 20m
Cerber, Locky va CryptXXX dé ngwéi ding
hidu 18 ca ché hoat ddng ciia chiing, Trong
bai, chiing 8 dwa ra mjt s phuong phap

150

ginp ngan cbiin sy ldy nhiém va thue th cho
ba ho Ransomware trén. Trong d6, phuong
phap st dung céc ludt Snort ¢& phat hién sy
18y niudm va ngan chin tién trinh md hoa ciia
Locky va CryptXXX, ciing nhw cic ho
Ransomware ¢6 co ché twong tu, dua trén cic
déu higu dic tnmg d& duge md t3.

Dé phong tranh mi ddc hién qua cao, ta ¢dn
¢6 s két hop cua nhidu <dng cu bao vé nhu
tromg lira, phin mém quét virus, pht hién md
dde. Nhitng bién thé Ransorware mdi vin
dang tiép tuc duoc sinh ra, vé1 nhing tinh
néng cao cép vi thuat toan mi hoa manh mé
hon. Do &, mfi ngedi ding cin ning cao
canh gidc, trang bi kién thic d& tr bao v
mink, ¢ khéng tré thanh nan nhan cta thing
ke tong tidn trén khong gian sB.
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Recently, there are many types of viruses that not only cause financial damages but also threat the
data integrity and privacy of internet users. In this paper, we present Ransomware which appeared
2 ]ung time ago but tend to sngmf cantly develop these days Firstly, the Ransomware’s process of

s -

, we present some popular types of Ransomware such as

Cerber, Locky and Crypt Ransnmware We also describe the popular way of Ransomware
wmfection as well as the method to avoid them Finally, we construct the program to prevent the
infection and the diffusion of these types of Ransomware,
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