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R A N S O M W A R E : TONG TIEN TREN KHONG GL\N SO 

Nguyen DSng Tien' 
Trudng Dgi hpc Kp thugt Hdu cdn Cong an nhdn ddn 

TOM T A T 
Trong nhitng nam gan day, co mdt lo^i phfin mlm m2 doc khdng chi gay ra nhiing thiet hai v l tai 
chinh cho ngudi diing Intemet ma c6n de lai hau qui nang nl vl tinh loan ven dO lieu kho co the 
khac phuc dupc Trong bai bao nay, chiing toi trinh bay v l Ransomware, m$t loai m3 dpc da xuat 
hien tir kha lau nhung dang c6 xu hudng phat trien m?inh trd Igi thdi gian gan day Dau tien, qua trinh 
phat tnen ciia Ransomware s6 dupc dl cap Tilp theo, chiing tdi trinh b^y ve mdt so hp Ransomware 
pho bien hien nay gom Cerber, Locky va CryptXXX, cac phuong thiic lay nhilm cua chiing ciing 
nhu cac bien phap phong tranh. Cuoi ciing, chiing t6i x3y dyng cac doan scnpt tren nln tang he dieu 
hanh Windows de ng3n chan sy lay nhilm va thuc thi ciia cac hp Ransomware nay 
TIT kboa: Pham mim long lien. Ransomware ma hoa. Khda Ransomware, Crypt Ransomware. 
Cerber Ransomware 

MO DAU 

Ransomware l i tir vilt tit ciia hai tir ransom 
(tong tien) va software (phan mem), Ii logi 
ma dpc cd kha nang thuc hiSn cic hinh thiic 
tong tien thong qua viec sii dung cic ky thugt 
ma hda [1], Ban dau, Ransomware duac tao 
ra vdi myc dich ngan can sy tmy cgp hgp 
phap ciia ngudi dung vio miy tinh, bat bupc 
hp phii tri mpt khoan tiln chudc de lay lai 
quyln kilm soit. Ve sau, cac biln thi ciia logi 
ma ddc nay duoc phat triln da dang han, ma 
hda cic tgp tin he thong, du hpu blng cac 
thuat toan phiic tap han hay tan cdng tren da 
thiet bi, nen tang. Ransomware dau tien dugc 
ghi nhgn tai Nga nam 2005 vdi ten gpi 
TROJ_CRYZIP.A [1], Khi xam nhgp vap 
may tinh, ma dgc se lgp tiic ma hda, nen cic 
file hp thong bing mat khau, dong thdi tao ra 
thdng diep vdi noi dung yeu cau ngn nhan 
phai nop mgt khoin tiln chudc nio dd. Vl 
sau, Ransomware vuan ra ngoii lanh tho Nga, 
tan cdng tilp vao cic file van ban, du Iipu nhu 
,docx, .xlsx, .jpg hay .pdf... vdi cic thii dogn 
tinh vi v i thugt toin ma hda cao cap ban [2]. 
Trii qua qui ttinh hem 10 nam, Ransomware da 
cd rat nhilu biln till mdi, phiic tgp va tinh vi 
hon, dugc chia thanh hai dang chinh nhu sau. 
- Encrypdng Ransomware [2], [3], [4], [5], 
[6]: su dung cac thugt toin ma hda tien tien, 
dugc thilt kl de ngan can su tmy nhap vio 

cic tgp tin du lieu vi hp thong, yeu cau mdt 
khoan ihanh loan dl cung cap chia khda giii 
ma cac npi dung bi chan. Cic Ransomware 
dgng niy cd the kl ten nhu Cryptolocker, 
Locky hay CryptoWall 

- Locky Ransomware [7], [8], [9], [10]: Loai 
ma dpc niy tich sy kilm soat ciia ngudi dung 
doi vdi may tinh vi he dilu hinh, Trong 
tmdng hop nay cac tap tin khdng bi ma hda 
nhung ke tan cdng van yeu cau mot khoin 
tiln chudc dl md khda may tinh bi nhiem. 
Dien hinh ciia Ransomware dgng niy cd the 
kl din nhu Police-themed Ransomware hay 
Winlocker. 

Trong cac dang Ransomware thi Encrypting 
Ransomware la Ioai pho bien va gay nhieu de 
dpa nhat doi vdi cpng dong ngudi sii dyng 
mgng Hinh 2 bieu dien thdi gian phat hipn 
cic logi Encrypting Ransomware trong 10 
nam qua. 

Cach hoat dong chung ciia cic hg Ransomware 
dang niy dugc md t i d Hmh 1 nhu sau: 
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Dau lien, hacker phit tan ma ddc qua cac dgt 
thu ric, phuang thiic dinh kem email hay cic 
trang web dgc hgi. Sau khi Ransomware lay 
nhiem vio may ngn nhan, chiing khdi ddng 
tiln trinh tmyen thdng ve vdi may chii. trao 
doi khda ma hda. Budc thii tu, Ransomware 
tien hanh tim kilm cac tpp tin quan trong 
trong may nan nhan, thudng la cic tpp cd 
dudi md rpng JPG, DOCX, XLSX, PPTX, 
PDF. Qua trinh ma hda kit tinic, thdng diep 
ciia hacker se dupc hiln thi vdi nhiing yeu 
sach ddi tiln chudc. 

Cling vdi su phat triln ciia Internet, cic he 
thong thanh toin linh hogt vi siic hap dan tu 
cac khoan tiln chudc, long tien bang 
Encrypting Ransomware da vi dang li mdt 
hinh thiic tan cdng dugc hacker ua chudng. 
MQT SO HO RANSOMWARE PHO BIEN 
Cerber Ransomware 
Gidi thiiu 

Cerber la mot hp Ransomweue vdi kha nang 
ma hda cac tap tin ciia ngudi dimg vi cung 
cap tinh nang Text-to-Speech dl nan nhan 
nhgn duac thdng diep ve khoan liln chupc. 
Sau khi ma hda dii lieu, Ransomware niy se 

dl lgi nhiing thdng bao ddi tiln chu$c diroi 
dang file .TXT, .HTML hay. VBS tai cac thu 
muc cd dii lieu bi ma hda. 
Cerber thuge danh muc phan mlm ma dpc long 
tiln thi hp thli hai va cd mgt so dgc diem sau: 

- Dir lieu bi ma hda va doi ten file thanh cac 
ki tu ngau nhien vdi dudi Ii .cerber, .cerber2 
hay .cerber3... 

- Chii ylu lay nhiem qua email, cic lien ket 
dgc hgi tren web hay iing dung chat. 

- Cerber cd the tan cdng ca cic file chia se 
ciia nhirng miy tinh khic trong ciing mgng. 
Cerber la dgng ma ddc tong tiln sdm thay doi 
vdi doi ngu va ky thugt chuyen nghipp, chung 
da tao ra cac phan mlm rat thanh cdng vci 
cac bin cgp nhgt lien tuc. 

Qui trinh mS hda 

Cerber lay nhiem vao miy tinh b§ng cac hinh 
thiic lira dao Iai dung sy bat can ciia nguoi 
dung Tmdc khi cii dgt Ien hp thong, Ceriier 
se lien hanh kiem tra va chac chin ring no se 
khdng cii dgt tren cac he thong sii dyng ban 
phim ngdn ngu Nga nhu 1049-Russian, 1058-
Ukrainian, 1059-BelaTusian, 1064-Tajik... 
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Hinh 2. Cdc ho Encrypting Ransomware dugc phdt hiin trong 10 ndm q 



p cm JS-HUA HOC & CUNU JNUHlj ie&(UC))' 145- IDI 

CERBER 

• • • n d mNtr tinporlwil nn fiw 

nnp /fdectvptlazxybarc omor\ 

Ifinb 3. Thong diip ddi lien chugc trong file decryptmyfiles.html 

Sau khi kiem tra, Cerber se ty cii dat tai thu muc %AppData%, xda cac ban sao luu va vo hieu 
qui chl dp Safe-boot Mode: 

Bcdedit-exe 
Bcdedit .exe 

" / s e t {default} recoveryenabled no" 
" / s e t {default) boo t s ta tuspo l icy i g n o r e a l l f a i l u r e " 

Viec ngan chan chl dp Safe-boot Mode lam cho ngudi dung Windows khdng the khdi dpng lgi 
may tinh d che do Safe mode de co gang phuc hoi he thong. 

Cerber su dyng thuat toan ma hda l i sy kit hgp giiia ma hda doi xiing va bat doi xiing. Nd bit 
dau vdl mdt khda cong khai RSA-2048 bit duoc luu trong chinh nd, khda rieng dugc luu tren 
miy chu thanh toan Cerber. Tiep theo nd tao mdt cap khda RSA-576 bit de ma hda tap tin, du 
lieu tren hp thong ciia ngn nhan 

Sau khi tao xong khda, Cerber se lgp mpt danh sach cac file can ma hda. 

Cuoi cimg, Cerber tim kilm vi ngat cac tiln trinh sau neu nd dang hogt dpng: 

outlook,exe 

steam.exe 

thebat.exe 

thebat64.exe 

thunderbird.exe 

Cerber ma hda hem 200 dinh dang tep tin khac 
nhau, trong do cd mgt so tpp tin pho bien nhu: 
.docx, .xlsx, .gif, .png, .dat, .mp3, .mp4, 
-jpg... Ket qui, Cerber ma hda cac file he thong, 
doi ten file ngau nhien vdi cic dudi md rdng 
.cerber, .cerber2 hay ,cerber3 tuy phien ban 
Biln phap phdng chong: 
Trong khi Cerber tiep tuc phit trien va nhdm 
hacker diing phia sau Uen tuc thay doi phuang 
phip dl tranh bi phat hien va giai ma, ngudi 
dung can nang cao nhgn thiic de ty bio ve 
bing cac bien p h ^ sau day: 

- Dinh ky kilm tra va sao luu he tiiong, dii 
hpu, Cac he dieu hinh nhu Windows hay cic 
phan mlm thdng thudng deu ho trg sao luu vi 
phuc hoi. 
- Vd hieu hda tinh nang Macro trong cac tai 
lieu Microsoft Office. 

- Cap nhat cic ban va Ioi mdi nhat cho hp 
thong, ling dung 

Locky Ransomware 

Gidi thiiu 

Ransomware nay Ian dau tien duoc phat hipn 
vao thing 2/2016, dugc dat ten Ii Locky vi 
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cic file bi mi hda cd phan md rdng la .locky. 
Chiing lay nhiem vio may tinh ciia ngudi 
dling thdng qua cac dgt phit tan thu rac [3]. 
Cd ba phuong phip hipu qua mi hacker sii 
dyng dc lay nhiem ma dpc vao miy ciia nan 
nhan do Ii: 

- Dinh kem cac file Word document macro 
vdl dudi .docm theo email, khi ngudi dung 
md file de xem npi dung Ihi dong thdi macro 
ciing dugc thuc thi. 
- Dmh kem cac Xap tin nen zip hogc rar chiia 
cac dogn ma Javascript da diroc Iam roi dl qua 
mat ngudi dung va cic chuong trinh dipt vims. 
- An minh tren cac Irang web dpc hay lgi 
dyng Io hong ciia Adobe Flash. 
Viec giai ma cho Locky gan nhu bat kha thi. 
He thong chi cd the khdi phyc tir cic bin sao 
luu hogc chap nhan nop tien chugc, 
Qud trinh md hda 
Khi lay nhiem vio may tinh, ma dpc Locky se 
ty ddng sao chep din %TEMP%\svchost.exe 
ddng thai xda luong dir lieu NTFS tren o dia 
Cling. Locky se duoc khdi chay tir thu rayc 
%TEMP%. 
] alert tep SHOME_NET any -> SEXTERNAL_NET $HTTP_PORTS 
I (msg: "MftLWARE-CNC Win.Tro:)an.Locky variant outbound com 
' flow:to_server,established; content:"POST"; http_method, 
I content:"/main.php"; fast_pattern:only; http_uri; urilei 
I content;!"IOD OAjflccept|2D|Language!3A1"; http_header. 
I content:!"IOD OA|Referer|3A|"; http_header; 

Locky su dyng thugt toin ma hda la su ket hqp 
ciia RSA vi AES. C ^ khda RSA tao ra tir ira\ 
chii dilu khien vi dugc sii dung de tao k\m 
AES Sau khi hoan Ihanh, Locky tiia>' doi hinh 
nln va hien thi thdng bio ddi tien chudc 
Biin phdp phdng chdng: 
Mpt so bipn phap sau day giup ngudi diing tu 
bio ve minh tmdc nguy co bi lay nhicm boi 
Locky: 
- Chan cac email spam, can clian \'di cac email 
cd npi dung va dia chi noi giii dang ngd 
- Tit tinh nang Macro tiong bo cong cu 
Microsoft Office. 
- Khdng cho phep thuc thi cac file Javascnpt 
tren miy tinh. Viec vd hipu hoa co the duoc 
thuc ihi bing viec dat gii tn "0" cho ban ghi 
- Chan sy khdi tao cac cuoc goi ra ngoai 
khdng giong nhu mpt so Kansomwarc khac. 
Locky can su ket noi tdi ma} chu dicu khien 
ben ngoii dl trao ddi khoa Viec chan cac 
cupc ggi ra ben ngoai giup cho qua trinh ma 
hda khdng the dien ra dugc binh tiiudng Moi 
Ipnh canh bio cua Snort cho mdt tmong hop 
dugc vilt nhu sau: 

a thiet Trong mgi tmdng hgp, can cd sy phit hipn va ngan chan Locky tmdc khi chiing kip ga> 
hgi. Dieu niy ddi hdi su hieu bilt vi cic cdng cy chinh xic. 
CryptXXX Ransomware 
Gidi thiiu 
CryptXXX lan dau xuat hien vio thing 3/2016 vi nhanh chdng phit triln thanh mdt trong nhimg 
hp Ransomware pho biln nhat. CryptXXX cd nhirng dgc trung rieng khdng giong \di hau het cac 
Ioai ma dgc tong tien khac, cu the' 
CryptXXX la dgng Ransomware duy nhat dugc phat hien vdi dinh dang file DLL {Dynamic Link 
Library - Thu vien lien kit ddng) chii khdng phai la rapt file thuc thi. Dieu nay khicn cho cac 
chuang trinh diet vims tmyin thong de bi qua ragt. 
- CryptXXX khong chi ma hda dii lipu ddi tiln chudc rai cdn thuc hien dinh cap Bitconi- chong 
tin ca nhan cua ngudi dimg. 
Qud trinh md hda 
Ci^plXXX sii dyng rapt so thuat loan raa hda khic nhau dl ma hda file tren ma\ nan nhan Cac 
phien ban tmdc cua CryptXXX sii dyng thuat toin Rivest Cipher 4 (RC4). Sau khi Kasperskj 
dua ra cdng cy dl giai raa, nhdm hacker diing dSng sau CryptXXX da thay doi chuoi ma hoa de 
nhiing vao cic file .dll. 
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cac hp Ransomware cd mdt so phuang phap 
tuang ty nhau, nhung ciing cd cic phuang 
p h ^ dac thil doi vdi timg hg . 

- Gd bd cic iing dung tilm an nguy co bi khai 
thic nlu khdng thyc su can thilt nhu Adobe 
Flash, Java hay Microsoft's Silveriight, 

- Su dyng cac he thong DNS Firewalls hay 
phit hien xam nhgp (IDS) 4l ngan chan sy 
tmy nhap vi tmyin thdng tdi cac ten miln 
chiia ma ddc: 

- Nhiing IDS nhu Snort cung rat hipu qua 
trong tiTidng hcrp niy de phit hien bg cdng cy 
Neutrino. Tuy nhien, can Imi y ring Snort chi 
hoat ddng hipu qua neu duoc cung cap mdt bo 
dau hieu day du. Mdt luat Snort dl phit hien 
sy lay nhiem ciia Ransomware qua bp cdng 
cu Neutrino Exploit duac cau hinh nhu sau: 

Hinh 4. Thong bdo doi lien chugc cua 
Ransomware CryptXXX 

CI budc khai tgo ban dau, CryptXXX tgo ra 
mdt hat nhan ngau nhien dya ti-gn tiidi gian 
cua he tiiong, sir dyng nd de tgo ra 
Randomint, kit hgp vdi cac tiiam so khic dl 
lao nen khda ma. Khda ma nay dugc dung dl 
ma hda timg khoi dir li6u. 

Biin phdp phdng chdng 

Trong phan niy, phiing toi dua ra cac bien 
phap dl phdng chong CryptXXX, Nhin chung 

a l e r t t ep $EXTERNAL_NE"T $HTTP_P0RTS -> $HOME_NET any 

(msg:"EXPLOIT-KIT Neutrino exp lo i t k i t landing page detected 
f low:to_Glient , e s t ab l i shed ; f i l e_da t a ; con ten t : " re tu rn" ; 
c o n t e n t : " ] o i n " ; w i th in :8 ; 
content:"MSIE |28 5C!d+|5C|. |5C|d+i29 3B|"; d i s t ance :0 ; 
con ten t : "nav iga to r ! " ; wi th in :60; c o n t e n t : ! " ] " ; within:10; 
metadata :pol icy balanced- ips drop, po l icy s ecu r i t y - i p s drop, 
se rv ice h t t p ; c lass type :a t t empted-user ; s id :3 6535; rev:3;) 

CryptXXX la mgt Ransomware nang dpng vdi ddi ngii phit triln chuyen nghiep va nhan duac 

nhieu sy lai trg, giiip cho nd thudng xuyen thay dm dl thich nghi vdi cic bien phap phdng chong 

XAY DUNG SCRIPT DE P H A T HIEN VA N G A N C H A N RANSOMWARE 

Ransomware thudng nham den cac he dilu hanh hg Windows bdi lugng ngudi dung ddng dao cd 
the khai thic. Trong phan nay, chiing tdi trinh biy ve su dimg Windows Batch Scnpting dl ngan 
cic hanh dpng Ransomware tren he thong. Cic scnpt niy cd nhiem vu ngan chan Ransomware 
quet cac thu rayc ciia nan nhan, gui cic file tgp tin len server cua ke tan cdng. Hien nay cd mot 
glil phap tot hon dugc cac phan raem diet vims su dyng nhu phan tich hanh vi vdi Sandbox 
Ta cd the chia cac script nay thanh hai loai phuc vu cho hai doi tugng khic nhau nhu. Script thii 
nhat bio ve miy chu chong lai Ransomware bang cic tap luat dugc cii dgt bdi ngudi diing. 

ActivarAntiRansoniwareAD.bat 
Secho off 
;olor IA 
2cho "Kich hoat bao ve...Vui long cho trong giay l a t . , " 
ceg add "HKLM\Software\MicrosoftWindows Script Host\Settings" /v Enabled / t 
^EG_DWORD /d 0 /f 2> nui > nui 
reg add "HKCU\Software\Microsoft\Windows Script Host\Settings" /v Enabled /t | 
?EG DWORD /d 0 /f 2> nui > nui 
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Dogn dau tien ciia script cd chiic nang tgo ra cic dang ky (registry) khdi ddng cimg hp thong. 
Tilp theo, script tiln hanh tao cic lugt gidi han quyln thyc thi tren cic thu muc dgc biet. 

icacls 
"%userprofile%\AppData\Local\Micro5oft\Windows\Tenporary Internet Files" 
*S-l-l-0:(01)(10)(X) 2> nui > nui 
icacls "%userprofile%\^pData\Local\Microsoft\Windows\IWetCache" /deny *; 
0: (01) (10) (X) 2> nui > nui 
icacls "%PrograinData%" /deny *S-l-l-0:(01)(10)(X) 2> nui > mil 
icacls "%Temp%\" /deny *S-l-l-0:(01)(10)(X) 2> nui > nui 
echo "Bao ve da duoc kich hoat." III 
Script tren ngan chan su lay tihiem Ransomware tu cic raiy trong ragng ndi bd hogc cac may 
dugc kit noi Intemet, dugc phit triln dl sii dyng trong mdi tmdng doanh nghiep hoat ddng trgn 
mdi tmdng Active Directory. 
ADtiRansoinwareHOME.bat 

@echo' off 
els 
TITLE Antiransomware 
Color IA 
echo Kich hoat bao ve...Vui 
reg add "HKLM\Software\Micr 
REG DWORD /d 0 /f 2> nui > 

long cho trong giay lat..' 
•SoftWindows Script Host\S 
nui 

"%userprofile%\i^pData\Local\Microsoft\Windows\Tempor5 
*3-l-l-0:(01)(10)(X) 2> nui 
icacls 

> nui 

ettings' 

i 

/v Enabled /t 

ry Internet Files' /deny 

Script tren lara giim dang ke sy lay nhiem 
cac ransomware, han chl thyc thi khic 
thudng trong cic thu rauc. Script nay thudng 
dugc su dyng cho cic may tinh ca nhan, hogt 
dpng dpc lap. Mpt van de can luu y la chl dp 
Windpws Script Host access phii dugc cau 
hinh cho phep vi vipc tir choi mpt so dich vu 
CO the han che mot so tinh nang khi tmy cap 
Internet 

Mpt phuang phip khic de tranh su lay nhiem 
ciia Ransomware l i sii dyng cdng cy Sandbox 
cich ly chiing vdi mdi tmdng tiigt nhu 
Sandboxie hay Cuckoo Sandbox. 
KET LUAN 

Trong bii bao niy, chung toi da trinh biy ve 
qui tiinh phit triln vi phuang tinic lay nhiera 
ciia Ransomware, mpt loai phan mlm ma dpc 
dang phat tnln manh vi gay tic dpng Idn den 
van de an loan dii lipu hipn nay, Bai bao ciing 
tap tmng phan tich qua trinh lay nhiem va raa 
hda ciia ba hp Ransomware pho biln gora 
Cerber, Locky va CryptXXX de ngudi dung 
hilu ro co che hogt ddng ciia chiing. Trong 
bii, chiing tdi dua ra mpt so phuang phip 
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giiip ngan chan su lay nhiem vi thuc Ihi cho 
ba hg Ransomware tren. Trong do, phuong 
phip sii dyng cac lugt Snort de phit hien s\f 
lay nhiem vi ngan chan tien trinh ma hoa ciia 
Locky va CryptXXX, ciing nhu cac ho 
Ransomware c6 ca chl tuong tu, dua tren cac 
dau hieu dac trung da dugc md ti. 
D I phdng tranh ma dgc hipu qui cao, ta can 
cd su kit hgp ciia nhilu cdng cy bao ve nhu 
tudng lira, phan mlm quet vims, phat hipn raa 
dpc. Nhiing biln the Ransomware mdi van 
dang tilp tuc dugc sinh ra, vdi nhiing tinh 
nang cao cap vi thuat toan ma hda mgnh me 
hem. Do dd, moi ngudi dimg can nang cao 
cinh giic, trang bi kiln thuc de tu bao ve 
minh, de khdng trd thinh ngn nhan ciia nhung 
ke tong tien tren khdng gian so. 
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SUMMARY 
R A N S O M W A R E : RANSOM SOFTWARE IN COMPUTER NETWORK 

Nguyen Daag Tien' 
Academy of Logistics People's Public Security 

Recently, there are many types of viruses that not only cause financial damages but also threat the 
data integrity and privacy of intemet users. In this paper, we present Ransomware which appeared 
a long time ago but tend to significantly develop these days Firstiy, the Ransomware's process of 
development is mentioned Secondly, we present some popular types of Ransomware such as 
Cerber, Locky and Crypt Ransomware. We also describe the popular way of Ransomware 
infection as well as the method to avoid them Finally, we constmct the progi-am to prevent the 
infection and the diffusion of these types of Ransomware, 
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