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P H A T H I £ N , P H O N G C H 6 N G P H A N M E M G I A N D I E P K E Y L O G G E R 

Nguyen Dang Tien 
Ti-iTong Dgi hgc Ky thudt - Hdu cdn Cong an Nhdn ddn 

TOM T A T 

Phan mem gian diep la mdt trong nhCng yeu to gdp phhn gSy mat an ninh msing Viec phat hien 
loai bd nhOtig phan m^m lo^i n^y la mpt trong nhOng nhu clu c^p thiet hi^n nay Trong bai bao 
nay chiing toi trinh biiy qua trinh xay dyng mpt phan mem gian diep Kcylogger, tri^n khai thu 
nghiem tren moi trudng thyc te va sii dung mpt so cdng cy de quan sat hoat dpng. Cac ket qua thyc 
nghiem cho thay phan mem xay dyng duoc c6 kha nSng thu thap dupc thdng tin nhap tir ban phim 
tu may tinh b; theo d5i va chuyen ve cho chii the theo doi Dya tren cac dau hi?u hoat dong, chiing 
tdi tdng ket cac dau hieu phat hien, logi bo phan m^m nay Cac ky thuat ndy se gop phan tich cyc 
vao vice bao ve da lieu ngudi sy dyng, co y nghia quan trpng trong thuc t^ khi co the la nen tang 
de xay dyng cac cong cy phat hi^n va loai trir phan mem gian di§p 
Tir khoa; An todn thong tin, Phan mem gidn diip Keylogger. Wireshark File nhgn ky, Luu lugng mang 

M6DAU 
Mang Internet la kenh thdng tin cd siic lan toa 
nhanh chdng va manh me, giiip ngudi sii 
dung bo sung tin tiic da linh vyc, cap nhat 
kien Ihiic ma i vdi toe dp nhanh chdng va chi 
phi thap. Sy bimg nd cua cdng nghp mang xa 
hpi da d ly mgnh qua trinh liSn ket nhieu 
ngudi, nhdm ngudi vdi nhau, cd cac ca che 
cap nhgt va quang ba tin tiic hieu qua, cung 
cap mpt lupng thdng tin Idn toi ngudi sii 
dung. Hien nay nude ta dang phat trien manh 
me v^ kinh te, van hda, xa hpi va cdng nghe 
thdng tin cd phan ddng gdp khdng nhd trong 
sy phat tnen dd Tuy nhien, di kera vdi sy 
phat trien ciia cdng nghe ragng la cac nguy co 
mat an toan ciia cac he thong thdng tin [3], 
[4], [5], [8], [10]. Viec mat hogc Id lot thong 
tin ludn la chii de nhan duac sy quan tam 
rpng rai tir cdng dong nghien ciiu cung nhu 
cac dan vi img dung. Cac ky thuat tan cdng 
pha hogi hp thong tiiong tin la mdt trong 
nhiing van de ndng va cd tac dpng tryc tiep 
tdi cac to chiic, ca nhan tham gia su dyng 
mgng [6], [7], [9], [ I I ] . Vdi ly do dd, bao ve 
he thong tiiong tin khdi cac cupc tan cdng, 
pha hogi la mpt trong nhirng van de cap bach 
hang dau hipn nay. Trong so cac logi ma dpc, 
phan mem gian diep Keylogger [ I ] , [2] la 
cdng cy thudng dupc sii dyng do tinh dan 
gian va hipu qua cao. Mpt phan mem 
Keylogger cd kha nang bi mgt ghi lgi cac thao 
tac go phira, chiia ten dang nhgp, mat khau, 
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cua cac tai khoan mang xa hdi, tai khoan ngan 
hang, thdng tin bi mgt sau dd tmyen qua 
mgng may tinh de giii ve cho chii sd hiru [10], 
[16], [17]. De bao ve an toan thong tin ngudi 
sii dung tren may tinh ca nhan, can hieu dupe 
CO che lam viec va cac dgc diem hogt dpng 
cua phan raera Keylogger tir dd cd cac bipn 
phap hieu qua de phat hien va logi bd. Trong 
bai bao nay, chiing tdi xay dung mdt phan 
mem gian diep theo ddi hoat ddng ciia ban 
phim de lam ro rapt s6 ca che phat hipn va 
phdng chong phan mem gian diep, tren co sd 
dd de xuat mdt so bipn phap hieu qua de phat 
hien va Ioai trir Keylogger. Chiing tdi xay 
dung mdt chuong Irinh Keylogger vdi myc 
tieu de kiem chiing nguyen Iy hogt dpng ciia 
mdt phan mem theo doi ban phim trong tiiyc 
te, tim ra cac dac diem hogt dpng ciia Ioai 
phan mera nay, tren ca sd do nit ra cac each 
thiic de phat hipn va ngan chgn Keylogger. 
Phan 2 trinh bay qua trinh xay dung rapt phan 
m^ra cimg cac kich ban thu nghiam. Phan 3 
neu mdt so dgc diem de phat hien va loai bd 
Keylogger va dua ra mpt so de xuat de phat 
trien trong tucmg lai. 

XAY DUNG v A THITNGHIEM KEYLOGGER 

Tinh hinh nghien ciru t rong vk ngoai nux3'c 

Cac cdng cy phan m^m gian diep dupc ua 

dung do sy don gian va hipu qua cao. Theo 

thdng tin do Wikileaks tiet lp trong thang 2 

nam 2017 ve hogt dpng cua Cue Tinh bao 

trung uang Hoa Ky cho thay, CIA su dyng rat 

nhieu loai phan mem gian diep khac nhau de 
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theo ddi may tinh. San pham Keylogger ciing 
hipn dien trong danh sach cac phan mem CIA 
sii dung. Bao cao cho thay. cac cdng cy 
Keylogger deu duoc xay dung va cai dat Iheo 
nguyen tac chung raa chiing tdi se trinh bay 
tiong bai bao nay Nhung ciing vdi su phat 
trien ciia cdng nghp, cac phan mem nay dupc 
thiet ke de nang cao kha nang vupt qua dugc 
cac phan mem dipt Virus hien nay, nhara tang 
hipu qua hogt dpng ciia phan raera, lay duac 
nhieu dii lieu ve chii the bi theo doi nhung 
van dam bao kha nang khdng bi phat hien 
[12], [16], [18] Cac nghien cihi hipn nay ve 
ITnh vuc nay deu lap tnmg vao cac ky thuat de 
ne tranh cac phan mem diet Virus Vdi cac 
nghien ciiu d nude ta, chiing tdi chua thay cd 
mpt bai bao nao md ta chi liel cac ky thuat 
Irong ITnh vuc nay. Vi vay, bai bao cua chiing 
tdi se gdp phan vao vipc Iam rd mdt so van de 
lien quan den chii de ciing nhu dua ra bien 
phap tang cudng kha nang tim va diet phan 
mem gian diep theo doi ban phira. 
Nguyen ly hoat dong cua KeyLogger 
Mdt phan mem gian diep theo doi ban phim 
Keylogger dupc cai dat tryc tiep hogc gian 
tiep vao may linh. Qua trinh cai dit dupc dien 
ra khi ngudi sii dung md file dii Iipu dinh kem 
tir email, hoac kich vao dudng link cd file 
chiia phan mem gian diep. Mdt Keylogger cd 
kich thudc nhd khoang vai chyc kilobyte va 
hoan toan cd the dupc nhiing vao ben trong 
cac file nhgc MP3 hoac cac file van ban. Vi 
vay ngudl sir dung hoan toan khdng nhan biet 
duac su hien dien ciia cac phan mem logi nay 
tren may tinh ciia minh Sau khi da cai dat 
trong may, Keylogger thiet lap vi tri cac thu 
myc, tap tin va cac thdng so can thiet dam bao 
cho boat dpng. Khi chuyen sang giai doan 
hoat dpng, Keylogger theo ddi cac su kien 
cua he go phim; ghi lai dien bien vao mpt 
hoac file nhat ky (log) tgi cac vi In da thiet 
lgp. Tai cong doan liep theo, Keylogger giii 
cac file log ra ngoai may tinh bi Iheo ddi 
thdng qua cac ket noi mgng nhu giii thu dien 
tli, trayen file FTP, hoac giri nhan thdng qua 
ling dung lgp tiinh socket [1], [2]. 
Qud trinh hogt ddng 

De thu thap dupc cac thao lac go phim, phan 
mem gpi ng5t Windows d6 bit tryc tiep cac 

thdng tm tir ban phim. Du lieu thu thap dupc se 
dupc lim trong file, va sau dp duoc giii dinh'W 
ra ngoai bing ky thugt lap trinh socket TCP. 
Cac ky thugt duac liet ke nhu sau: 
- Gpi ngat ban phim trpng Windows de bii 
cac ky lu duac nhap vao. 
- Su dung cac giap thiic TCP/IP d6 truyen dii 
lieu qua mgng. 
- Dieu khien phan mem theo doi. 
Hoat ddng ciia mpt Keylogger dupc minh hoa 
o doan gia ma nguon (pseudo-code) sau day: 

FtpConnection ftp = new 
FtpConnectionO; 
while (1) do { 

call(hook); 
data = getKeyboanDataO; 
f = saveToFile(data); 
ftp.send(f); 
sleep(t); ' 

_} 

Ket noi FTP dupc tao lap de tmyen dii lieu ra 
ngoai. Ham hook duac thuc thi de gpi nĝ t 
bim phim, thu thap dii lieu gd phim va ghi 
thanh file tren dTa ciing. Ham sleep(t) ii 
ngung hoat ddng trong rapt thdi gian nhat 
dmh, vipc giii dii heu dupc thuc hi|n theo 
dinh ky de tranh bi phat hien Tham so I c6 
the duac dieu chinh dya theo yeu cau cua 
ngudl dieu khien phan mem Keylogger 
Keylogger theo doi cac thdng diep ma ngucri 
dimg giao tiep vdi he dieu hanh, luu tru d cac 
lap tin vdi dudng dan xac dinh De tranh bj 
phat hien, cac dudng dan, tap tin nay cd mgt 
so dac diem nhu sau: 

- Cd vi tri ma ngudi diing thudng it khi truy 
cap tdi hoac trong cac chuang trinh binh 
Ihudng de tranh bi nghi ngd. 
- Cd cac Ihudc tinh: Hidden, Read only. System. 
- Phan md rdng file la, hoac khdng cd phan 
md rpng. 

- Dupc ma hda phiic tgp. 
Cac phuang thiic de Keylpgger gui cac lap tin 
log, ra ngoai co the la cac dich vu cd san nhu 
tiiu dien tli, dich vy truyen file FTP hoac 
truyen nhgn dir lieu qua giao thirc TCP/IP 
bang lap trinh Socket. 
Ky thudt hook trong Windows 
Windows la mpt he dieu hanh da nhiem, cho 
phep nhieu iing dung cimg thuc thi tren may 

ftp://ftp.send(f


Nguygn Dang Tî n Tap chi KHOA HOC & CONG NGHB 166(06), 95-102 

trong Cling rapt thdi diem. De quan ly qua 
trinh tucmg tac vdi tung doi tupng, Windows 
sii dung sy kien (event) la hanh dpng tac dpng 
vdi timg doi tuang trong mpt thdi diem cu 
the, Khi mpt su kien xay ra, he dieu hanh 
Windows gui mpt thdng diep den doi tupng. 
Cac su kien thudng dien ra lren Windows la 
kich chudt (click, double click), cac sy kien 
ban phim (nhan phim. nha phim) va cac su 
kien vdi timg ciia so chuang trinh (Activate, 
Load, Unload). Trong Windows, hook la khai 
niem de chi viec ngudi lgp trinh he thong 
chan bat cac sy kien tnrdc khi duac giri den 
doi tupng. Ham cho phep thuc hien chiic 
nang nay dugc gpi la hara lpc (filter) hay cac 
thu tuc hook (hook fimction) Windows cd 
danh sach cac ham lpc cho timg logi thii tye 
va dugc gpi la chuoi (hook chain). 
He dieu hanh tim trong hpok chain cac ham 
lpc tucmg img vdi rapt su kien khi nd xay ra. 
Sau khi mot ham lpc thyc hien xong, se 
chuyen quyen dieu khien cho ham loc ke tiep 
trong danh sach va khi ham lpc cuoi cimg 
duac thuc hien thi quyen dieu khien dugc tra 
ve cho he thong. Hinh 2 rainh hpa kien tnic 
hppk trong Windows. 

H o « , « » 

WM_KEYBOARD 

WM^MOUSE 

WM_SHELL 

HOOK C h i n 

DLUEXE 

1 „»..«„ 1 
OLUEXE 

1 „»„.«.. 1 

DLUEXE 

1 „...„.„« 1 

J 
) 
) 

Hinh 1. Klin true Hook trong Windo-^vs [1], [2] 
WHCALLWNDPROC: Cai dgt mdt tiiu tye 
hook de giam sat cac tiiong dipp tnrdc khi he 
thong glil chiing den ciia so dich. Logi hook 
nay chi cho phep kiem tra cac thdng diep ma 
khdng the chinh siia tiiong dipp dd; sau khi bi 
thli tuc hook kiem tra, thdng dipp tiep tye 
dugc trayen den ciia so dich. 
WH_KEYBOARD: Thu tuc hook bit cac su 
kipn nhgn duac tir ban phira nhu nhan phim, 
nhk phim Loai hook nay cd th^ duac gpi 
trong pham vi lupng (thread) da cai dat nd, 
viec gpi nay dugc thyc hipn bing each giii 
mdt tiiong ^ep den cac luong da cai dgt hook. 

Vi vgy, cac luong da cai dat hook phai cd mdt 
vdng l£q} thdng diep 

WH_KEYBOARD_LL: Cai dat rapt tiiii tuc 
hook d miic thap de Iheo ddi cac su kien nhgp 
vao tir ban phim. Cac luong da cai dgt hook 
phai cd rapt vdng lap Ihdng diep. Ban phim 
nhap vao cd the den tir trinh dieu khien ban 
phim cyc bp hpgc tir vipc goi cac hara sy kien 
ban phim. 

Tuy theo cac su kien ma qua trinh hook dugc 
phan logi Ihanh kieu khac nhau. Cd hai loai 
ngit chinh. la: Hook cue bd (thread hook) va 
hook loan cue (global hook). Cac Hook loan 
cyc cd anh hudng tren ca he thdng thi hook cue 
bo chi cd anh hudng vdi mdt ctia so hipn hanh 
Ngoiu ra, de sii dyng dupc hook toan cue tiii 
ham Ioc phai nam trong mot thu vien lien ket 
dpng (Dynamic link library/ DLL) 
Cac giao dien Igp trinh iing dung (API) ciia 
Windows thudng dugc cung cap dudi dgng 
cac thu vien lien kel ddng. Thu vien lien ket 
ddng la nen tang ciia he dieu hanh Windows 
ke tir cac phien ban dau lien Khac vdi thu 
vipn tinh dupc lien ket trong qua trinh bien 
dich chuang trinh tnrdc khi chgy, thu vien 
lien ket dpng dupc chuong trinh lien ket ngay 
trong thai gian chay. Cac iing dyng Windows 
Ihudng cd lien ket vdi ba thu vien lien ket 
ddng quan trpng, 

- Kemel32.dll cai dgt cac ham de quan Iy tien 
trinh, bd nhd va luong, 
- User32.dll cai dgt cac ham thuc hien cac 
nhiem vy giao dien ngudi diing nhu tao ciia 
so, gui thdng diep; 

- GDI32 dll cd cai dat cac ham ve do hoa va 
hien thi ky ty. 

Tap tin DLL cd chiia ca ma may, dii lipu 
(data) va cac tai nguyen (resources) Dinh 
dgng ciia tap tin thu vien lien ket ddng DLL 
ciing giong dmh dgng cua tap tin thyc thi, deu 
cd cau tnic PE (Portable Executable) trong 
Windows 32-bil va 64-bil hoac New 
Executable trong Windows 16-bit 
Windows API la cac thu vien dupc xay dyng 
san de he dieu hanh Windows quan ly, trao 
ddi vdi phan cimg va thiet bi ngoai vi, cac 
hara Windows API nay duac viet va ddng gdi 
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trong cac file thu vipn lien ket dpng nam 
trong thu rauc he thong ciia Windows Cac 
chuang trinh iing dyng cua Windows sii dyng 
cac ham trong DLL dudi dgng ma may ma 
khdng can biet tdi cac thiet ke ben trong ciia 
cac thu vien nay. Chuang trinh se gpi cac 
ham nay trong thu vien lien kel ddng thay vi 
tat ca cac chuong Irinh phai viet Iai ma ciia 
mdt ham moi khi muon sii dyng. Ky thuat nay 
lang cudng tai su dyng (re-use) va gnip liet 
kiem cdng siic va chi phi moi khi xay dung 
mpt chuang trinh iing dung tren Windows, 
Cac tha vien lien ket dpng thudng khdng thuc 
thi true tiep va khdng nhgn cac dii lieu nhgp 
ciia ngudi diing thong qua vdng lgp thdng 
diep nhu cac chucmg trinh thuc thi. Day chi la 
cac tgp tin DLL tach neng thuc hien cac 
nhipm vy khac nhau va chi dugc dua vao hoat 
ddng khi cac chuang trinh gpi mot trong cac 
ham cd trong thu vipn DLL dd hoac quyet 
dinh lai chiing 

Vipc su dung thu vien lien ket ddng DLL cd 
nhiing uu diem sau: 
- Giam khdng gian su dung ciia bd nhd: 

- Cd the ddng gdi va dua vao chuang trinh khac; 

- Tgo ra kha nang tuang tac giiia eac ngon 
ngii lgp trinh khac nhau; 

- De dang ho trg sau khi da chuyen giao iing 
dung eho khach himg. 

Ham SetWindowsHook cai mdt ham Ipc vao 
hook chain trong he dieu hiinh Windows nhu 
minh hpa d doan ma nguon sau. 

HHOOK 

In 
In 
In 
In 

); 

WINAPI SetwindowsHookEx( 
int 
HOOKPROC 
HINSTANCE 
DWORD 

IdKook 
Ipfn, 
hMod, 

•••a 

dwThpeadId 

.AM -liii 
Hara CallNexlHookEx chuyen thdng tin ngIt 
den hiun lpc tiep theo danh sach hook chain 
(Hinh 3). 

LRESULT WINAPI ,CaUNex-
_In_opt_-HHOOK hhfe. 
_ l n _ i n t ntdde'j 
_ I n _ WPARAH wParai . 
_ I n _ LPARAM IParam 

j j : : _ 

Ham bat phim tir thao tac cua ngudi su dyng^ 
LRESULT CKeyexeDlg::processkey(WPARAM w, LPARAM 1) { 

GetKeyNameText(lj buf fer^ 20) ; 
_ s t r l w r ( b u f f e r ) ; 

' i f ( s t r l e n ( b u f f e r ) > l ) { 
subs t ( " sh i f t " / ' <SHIFT>" ) ; 
subs t ( " r i gh t s h i f f ' / ' < S H I F T > " ) ; 
subs t ( " tab" / '<TAB>") ; 
subst { "space" , " " ) ; 
subst("backspace","<BACKSPACE>")J 
subst ( "de le te" , "<DEL>") ; 
subs t ( " l e f t " , "<LEFT>" ) j 
subst("down"j"<DOWN>"); 
subst( "up" , "<UP>") ; 
subst ( " r igh t " , "<RIGHT>") ; 

'/"); substC'num / " 
subst("nuni * " 
subst("nuni - ' 

//ciic phim s6 
subst("num 8" 
subst("num 1 " 
subst("num 2". 

/ / cac phim di^u khien 
subst("num enter"/ '<ENTER>"); 
subst("num de l " / '<DEL>" ) ; 
subst("esc"/ '<ESC>") : 
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:' subst("enter","<ENTER>"); 
subst("caps lock","<CAPSLOCK>"), 

//ghi dQ" li§u ra 6 cimg 
diskfile->Write(buffer,strlen(buffer) 
if(keycount>50) 
{ 

diskfile->Flush(); -.^.'^^ 
keycount = 0; --f- .*^' 

Tat ca cac pbini dteu khien se duoc luu lai a 
dang text ro d6 ngudi nhgn du lieu cd the doc 
duac cac ky tu nhap vao. 
Khi gpi ham processkey(), tat ca cac Ihao tac 
gd phim se dupc chuyen Ihanh ky ty tucmg 
ling, cii cac ky ty dieu khien nhu xda (delete), 
shift, control Tat ca dii lieu dupc lira vao 
Irong file tren o cirng. Cac hook he thong ddi 
hdi hiim lpc phai nam irong mot thu vien hen 
ket dpng (Dynaraic Link Library). Can phai 
gpi ham hook toan cyc trong mdt DLL tach 
biet vdi chuang trinh cd ciu dat ham hook. 
Chuang trinh phai cd tham chieu tdi thu vien 
DLL trudc khi cd the cai dat ham hook. Ham 
LoadLibrary dupc sii dyng de lay dugc tham 
chiey tdi mpt DLL. Khi da cd duac thara 
chieu, hiun GetPrpcAddress dugc sir dung de 
lay con trd tdi hara hook, Cuoi cung, ham 
SetWindowsHookEx dugc gpi de cai dat ham 
hook trong hook chain tirang ling. Ham sau 
de ciii dat su kii:n Hook, 

void CMyDlg::OnHook(){ 
if(hoo ked==t rue) 
i ..••"•^ 

removehook()j 
hooked = false; ^ ,̂  

} else •'-
{ - : 

i n s t a l l h o o k ( t h i s -
>GetSafeHwnd()); 

hooked = t r u e ; 
fn^hook. SGtWindowText( "UnHook 

Keyboard") ; 

} . . 
_Ĵ  ^ 

Truyin nhdn dd- liiu thu thdp duac 
Bp giao tinic TCP/IP duoc coi la ngdn ngii 
chung cua mang Internet. Tat ca cac hp thdng 
ket noi vdi Internet hien nay deu duac thiet ke 
dya tren bd giao thiic nay, cho phep cac may 
tinh chgy tren cac he dieu hanh khac nhau ket 
noi vdi nhau. 

Server nghe ngdng de liep nhan cac yeu cau 
ket noi den. Client thiet Igp ket noi, giii file 
den Server. Ma nguon cho kich ban nay ciing 
duac cung cap trong dia CD tgi. TCP la giao 
thiic dam bao hudng kel noi (Connection-
oriented) tin cgy (Reliability), dieu khien 
luong (Flow Control) de dam bao trayen dii 
lieu day dii vii chinh xac tdi not nhan. Giao 
thiic FTP hoat ddng tren nen TCP d lang giao 
van nen cd kha nang trayen dii lieu ldi may 
chu tin cav vii chinh xac 

Q 
Oiont Seivar 

192.168 1 2 203.162.159.30 

Hinh 2. Tmyin du lieu bdng TCP Socket 
Ngoai kenh ket noi vdi FTP Server, cdn cd 
mdt kenh trayen de giao liep true tiep giiia 
may dieu khien vii may bi theo ddi. Ket noi 
nay ciing duoc xly dyng tren TCP socket de 
dam bao truyen thdng lin cay. Thdng qua 
kenh trayen nay, may dieu khien se giii ma 
Ipnh tryc tiep den may cd chira Keylogger 
Thu" nghiem phan mem 
Thiit Idp moi trucmg thu nghiem 
Phan mem Keylogger dugc dinh kem vao mpt 
dudng link, rapt ngudi sii dung raay linh truy 
cgp Intemet se kich viio dudng link dupc dan. 
Khi ngudl sir dyng md file, Keylogger se bit 
dau hoat ddng ngara trpng miiy tinh. FTP 
Server lii may chu cung cap dich vu tmyen 
file de tiep nhan du hpu do may bi theo ddi 
trayen ve. May theo doi se tray cgp vao may 
chii de tai cac file dii lieu thu thgp dupc. 



Hinh 3. Aid hinh hogt dong cua phdn mem Keylogger 
Thuc Ihl chuong trinh Keylogger 
Md hinh hoat ddng ciia he thong Ihii nghipm 
dugc rainh hga d Hinh 3. Modul chuang trinh 
Keylogger tgi may nan nhan dugc thiet Igp de 
dupc kich hogt moi khi he thong dugc khdi 
ddng. Chuang trinh bit dau theo ddi mpi thao 
tac ban phira, luu thdng tin thu thap dugc vao 
cac tap tin log tgi dudng dan xiic dmh tnrdc. 
Sau moi khoang thdi gian dugc thiet lap 
trade, mdt luong chuang trinh dugc kich hoat 
giii dir heu cac tap tin tdi may chu FTP 
Chuang trinh Keylogger md mdt kenh trayen 
tdi raay tinh cd chuang trinh dieu khien dang 
chd dgi. Keylogger hoat dpng d che dp nhgn 
lenh va giii tra ket qua lgi cho chuang trinh 
dieu khien. 

Modul chuong trinh dieu khien tai may theo 
dpi de dieu khi^n Keylogger tir xa, Khi bat 
dau d che do ling nghe (Listen), chucmg trinh 
chd cac kSt noi den. Khi cd ket noi den, 
chuang trinh dieu khien chap nhgn ket noi vii 
thdng bao cho ngudi diing. Ngudi sit dung 
tuong tac vdi Keylogger bing cac ddng lenh 
nhgp viio tir giao dien phan mem dieu khien. 
Lenh duoc giii den phan mem theo doi, nhgn 
ket qua phan hoi hien thi cho ngudi sii dung. 
Toan bd thong tin thu dugc tir ban phim se 
dugc glil qua ket noi socket tdi mot FTP 
server cd sin. Chu sd hiiu cua phan mem se 
tupng'tac vdi phan mem gian dipp qua server 
nay Chuang trinh theo ddi khdng chi ket noi 
vdi chucmg chuong trinh dieu khien ma cdn 
giii tap tin log len may chu FTP cd dia chi 
dugc dgt trong ma nguon ciia nd. 
Cac phan mem diet Virus hien nay deu cd cai 
dgt cac chitc nang theo ddi vii tira ra cac phan 
mem gian dipp nhu Keylogger. Vi vgy, de thit 
nghiem kha nang hogt dpng cua phan mem, 
chiing tdi cho Keylogger boat dpng d cac che 

dp vdi cac thong so khac nhau Bang each 
thay doi tham sd ve khoang thai gian cgp nhat 
dii lieu ra ben ngoai se cd cac kich ban hogt 
ddng khac nhau. 
Bang 1. Khd nang phdt hiin Keylogger cua mpt ̂  

phdn mem diet Virus 

Phan mem Ket qna 
t = 360QS 
360 Total Security Khdng phat hien dupc M \ 
VirusTotal Khfing phat hien dupc ; | f 
BKAV Khong phat hi$n dupc n^ 
Sophos Khong phat hign dupe ' 

=1200s 
360 Total Security Khong phat hicn duoc 
VimsTotal Khong phat hiSn dupc 
BKAV Khong phat hipn duoc 
Sophos Khfing phat hign duoc 
t = 600s 
360 Total Secunty Khong phat hign duoc 
VirusTotal Khong phat hien duoc 
BKAV Khong phat hien dupc 
Sophos Khong phat hien dugc 

t=300s 
360 Total Security Khong phat hi?n dUQic 
VirusTotal Khong phat hign dupc 
BKAV Khong phat hien dupc 
Sophos Khong phat hien duoc 

t=120s 
360 Total Secunty Khfing phat hi#n dupc 
VirasTotal Khong phat hien dupc 
BKAV Phat hign dupc 
Sophos Phat hien dupc 
t = 30s J L 
360 Total Secunty 
VirusTotal 
BKAV 
Sophos 
t=10s 

BChong phat hi$n dupc ^ B 
khar hien duoc H L 
ftiat tnen aupc H 
Phat hi€n dupc i K 

.m 360 Total Secunty Phat hien dupc 1^ 
VirusTotal Phat hien dupc ' 
BKAV Phat hien dupc 
Sophos Phat hi en dugc J . 

Ket qud 
Sau khi chuang trinh Keylogger da dupc kich 
hogt, SII dyng chuong trinh dieu khien de thu 
dii lieu, Toan bd thdng tin nhan lir ban phiî  
duac chuygn ve FTP server, may tinh theo d^ 
tray cap va lay dupc dii lieu. Chiing toi su 
dung mpt so phan mem diet Viras de quel va 
phat hien Keylogger cai dat tiren may. Tiiv 
tiiupc vao tham so chu ky c ^ nhat du li?u B 
ben ngoai, cac phan mem diet Viras co the 
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khdng phat hien dirge su hien dien ciia phan 
mera Keylogger Bang 1 rainh hga ket qua 
thyc nghipra tmc tiep vdi cac chu ky cgp nhgt 
dii lieu khac nhay. 

Bang I cho tiiay khi chu ky gui dii lipu ra 
ngoai cang nhd thi kha nang hi cac phan raem 
dipt Viras phiit hien cang cao. Dieu niiy cho 
thay vipc giam bdt tan suat cgp nhat khien cho 
viec phat hipn trd nen khd khan hon. Viec cap 
nhgt dir lieu thudng xuyen se cung cap cho 
ngudi tiieo doi tiiong lin kip thdi, tuy vgy di6u 
nay lam tang kha nang cac phan mem diet 
Viras se Ihu thgp dii chiing cii de kel lugn dd 
la phan raera gian diep. 
PHAT HIEN, LOAI BO KEYLOGGER 
Dau hieu cua Keylogger 
Cac dac diem hogt ddng cua Keylogger lii co 
sd de phat hien ra sir hien dien ciia cac phan 
mem Ioai nay tren may bi nhiem. Viec theo 
doi he thong, nhan dien cac hanh vi bat 
Ihudng lil ciich hieu qua de phat hien hogt 
dpng ciia Keylogger. Dac diem ndi bgt nhat 
ciia Keylogger thudng xuyen gpi ngit de 
theo ddi cac su kien bim phim do cac iing 
dung giii den he dieu hanh. Keylogger dinh 
ky giii du lieu thu dugc ra ben ngoai thdng 
qua eac giao thiic TCP/IP Cac bieu hien sau 
day cd the lii dau hieu cho thay cd Keylogger 
dang hogt ddng tren may: 

- May tinh chay cham han so vdi toe dp thdng 
Ihudng; Tdc dp go phim bi cham lai tuy rang 
khdng dangke. 

- Xuat hien file dii lieu la tren may tinh, 
khong the doc npi dung bing cac chuang 
trinh dpc text thong thudng. 

- Mdt so cdng TCP/IP dugc md du da tung 
dupc ddng Igi. 

Phat hien va phdng ch6ng Keylogger 
Dya vao cac dau hieu hoat dpng ciia 
Keylogger, cd the sir dyng mpt so cdng cu de 
phat hien ra phan mem gian diep nhu Task 
Manager hay Process Explorer. Cac lien trinh 
cd ten la, hogc cd ten gan giong vdi cac cdng 
cy ciia he dieu hanh nhung trong phan mo ta 
khdng cd thong tin ro rimg cd the la 
Keylogger. Tuy vay, mdt so phan raem gian 
diep cd the an trudc cac chuang trinh niiy. Vi 

vgy ciic cdng cu theo doi tien trinh cung chi 
dugc sii dyng trong mpt so tradng hpp nhai 
dinh, ngoai ra can cd cac ky Ihuat khac Ky 
thugt phan tich ma la quii trinh theo ddi, phan 
tich ma nguon chuang trinh lir dd nit ra dugc 
nguyen ly hoat ddng, chiic nang va nguon goc 
ciia chuang trinh de phat hipn va hgn che tac 
hai ciia nd. Cac cdng cy theo doi, giam sal 
tien trinh, luu lugng mang nhu TCPView, 
ProcessMon, Wiresharic va ciic phan dich 
nguoc ma nguon chuang trinh (Reverse 
Engineering) cd the duac sii dung de phat 
hien Kevlogaer 

Hinh 4. Wireshark hen ihi lini ihong mang do 
Keylogger ihiet lap . 

Mpt dac diem khac ciia Keylogger la co sd de 
nhan biet la cac phan mem dang niiy phai 
trayen dii lieu ra mang ben ngoai sii dyng ky 
thuat lap trinh socket Tii dac diem nay, sii 
dung cac phan mem Packet Sniffer de quan 
sat mang nhu Wireshark se giiip phan tich luu 
lugng mang va phat hien cac Iim lugng mang 
bat thudng. Sii dyng chiic nang Ipp trong cac 
gdi tin thda man mpt so dieu kien nhat dmh, 
Vi du dgt thudc tinh "IP address = 
203 162.159 30" se cho phep lpc luong dir 
lieu chiia tat ca cac gdi tin cd dia chi IP nguon 
hogc IP dich la 203.162.159 30. Hinh 4 hien 
thi ket qua quan sat luu lugng mgng khi chay 
chuang trinh Keylogger. Khi da phat hipn 
dugc cac tien trinh Keylogger, se tim ra noi 
chiia phan mem vii cd the loai bd dugc 
Keylogger. 
KET LUAN 

Tir cac CO sd Iy thuyet ve phan raem theo ddi 
ban phim chiing toi xay dung dugc mpt phan 
mem cd kha nang theo doi cac thao lac gd 
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phim vil giii dir Iipu thu Ihgp duoc cho chii the 
theo doi qua ciic ket noi TCP socket. Chuang 
trinh cd kich tiiudc nhd gpn, cd the dupc dinh 
kem vao cac file du lieu khiic. Phan mera cd 
kha nang theo doi bim phim hieu qua, giii diJ 
lieu bi mgt ve dia chi dugc thiet lap san. Qua 
thuc nghiem cho thay viSc giii du Iipu theo 
ddi dugc theo dinh ky se giiip phan mem 
Keylogger tranh bi cac phan mera diet Viras 
phiit hipn ra. Tren ca sd cac kJ thuat phat hien 
duac de xual, hudng phat tri^n la ap dyng cac 
ky tiiugl lap trinh phan tich gdi tin (sit dyng 
tcpdump) cd ling dyng ciic ky thuat hpc may 
(Machine Learning) de tu ddng loc cac luu 
tiiong mang nghi ngd, tir do phiit hipn ra cac 
phan mem gian diep. 
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SUMMARY 
DETECTING AND ELIMINATING KEYLOGGER 

Nguyen Dang Tien 
People's Police University of Technology and Logistics, BacNinh, Vietnam 

Keylogger has been exploited widely and poses a senous security threat In this article, we 
introduced our proposed approach to detect and eliminate Keyloggers First, we design and 
implement a soflware Keylogger following basic principles Afterwards, we deploye it in a real 
life scenario to test its capabihty of spying victim computer Experimental results show that the 
software can effectively infiltrate into computers and secrectly transfer data to a designated server 
without being detected by anti-Virus softwares Based on the activities of the software, we propose 
some solutions to detect and eventually eliminate Keylogger, For future work, we are working on 
the improvement of the Keylogger as well as the countermeasures We propose incorporating 
Machine Learning into the detection process, thereby increasing the overall performance 
Keywords: Information Secunty. Malware, Wireshark, Log file. Network traffic 
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