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Hién nay ciing véi sy bing né ctia Internet ciing nhu cAc thiét bj két néi mang, sb  lugng cac vy thn
cbng mang biing céch sir dung ma dfc ngay cang phd bién va tinh vi. M4 dé¢ xudt hién ngay cang
nhi€u véi cac hinh thai phit trién, phlm'ng thitc 13y lan cang tré nén phirc tap. Viée xay d\mg mot
hé thﬁng ty dong phén tich hanh vi ma dgc, tir d6 dwa ra dugc céc phuong 4n xir 1y 12 didu rét cin
thiét trong nghién ciru ciing nhu trong thye tién. Trong bai bdo ndy ching t6i gidi thiéu mot
phuong phip xay dyng mét hé théng fir ddng phén tich hanh vi ma ddc dia trén cdng nghé 4o héa

Virtualbox va bd ma ngudén mé Cuckoo.

T khéa: md déc, phdn tich hanh vi, o héa, Cuckoo

MG DAU

M dbc (malware) [1] 14 nhing phin mém duoc
thiét k& nhim x&m nhap trai phép vao hé théng
méy tinh gy ton hai dén tinh bi mat, tinh toan
ven va tinh sin sing diing cita hé théng.

Mi doc da xudt hign trén thé gigi tr ddu
nhitg nam 1960 va da c6 sy phét trién rit
manh mé tir nhitg nam 80 tré lai day. C6 thé
n6i sy phat trién ciia ma doc méy tinh c6 mét
qua trinh phat trién kha dai, va né luén song
hanh cung s phiét trién ciia cong nghé mang
Va truyén thong. Khi ma céng nghe phin
mém cling nhu phin cimg phét tridn thi ma
ddc ciing phit trién theo. Ngdy nay, ciing voi
sy phat trién bing nd cdc thiét bj két nbi
mang, thi ma doc khong chi xuét hién trong
cac mdy tinh ma con xudt hién trong céc thiét
bj dién tu, thiét bi sb khic nhu dién thoai di
déng, cac thiét bi didu khién tir xa, ... MSi
nam trén thé gidi ma doc gdy thiét hai hang
chyc ti d6 la [2]. M4 djc dang c6 xu huo’ng
gia ting, de doa an ninh théng tin cha cic b
chitc va doanh nghiép. Theo chia s& cia cic
chuyén gia bio mat, viéc mit an todn an ninh
théng tin di vai cdc td chirc va ca nhin
khong con 13 nguy co, rii ro nita ma da & mirc
bio dong do. Pimg trudce tinh hinh do, viée
nghién ctru va xfy dung cac hé théng phan
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tich mi doc, nhim dira ra cac cdng cu phong
chéng ma doe higu qua cd tinh khoa hgc va
thye tidn cao.

Phan tich ma ddc 14 bai todn nghién ciru cdc
phin mém doc hai bing cich phén tich céc
thanh phin khéc nhau ciia n6 va nghién ctru
c4c hanh vi cia né trén hé didu hanh cia mét
mady tinh nuat dinh [3]. Muc dich phan tlch
mi ddc chii yéu dé cung cap céc thdng tin cdn
thiét & xay dung hé théng bao vé va ngin
ngira cac nguy co do ma ddc giy ra. N6 bao
gdm xac dinh chinh x4c nhing gi xay ra khi
ma doc thue thi, vi du: cic tip tin nao duge
mé d6c sinh ra, cdc két ndi ra mang bén ngoai
duoc mad doc sir dung, nhing thay dbi vé
thanh ghi (registry) lién quan dén ma déc, cée
thr vign va vimg nhé lign quan dén hoat dong
cia ma dge. ...Viée phét hién ra hanh vi ma
d6c s& giiip tao ra céc déu hleu nhin dang ma
doc dé ap dung vio phat trién céc phin mém
bao vé mang va mdy tinh.

Théng thudng khi phan tich ma dc ¢6 hai ky
thudt phén tich co ban: phdn tich tinh (Static
Analysis) va phdn tich djng (Dynamic
Analysis) [4, 5, 6).

Phan tich tinh thudmg doi hoi ngudi phan tich
xem xét k§ mad cia mi doc da duge dich
nguge (thuong dwgc chuyén sang dang ¢6 thé
hidu dwge, nhu assembly hay C), hiéu duogc
ludng thyc thi va cdc hanh vi ciia nd théng
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qua mé da dich nguge. Phén tich tinh doi hoi
kién thirc chuyén nganh cao, nim vimg chu
tritc ngdn ngi¥ }ap trinh vi hé diéu hanh.

Phin tich dong 13 phén tich céch hoat déng
clia md ddc bing cach thuc thi trén mt mbi
trudmg 4o hda; quan sat, xem xét nd két nbi
dén dau, l4y lan nhu thé ndo, cai dat nhiing gi
vio hg théng, thay dbi thanh phén ndo, hoat
dong ra sao? Phan tich dong s& gitp hidu tdng
quan, diy dii cach thire ma déc hoat dong, ritt
ngén thdi gian phén tich, gidm duge sy phirc
tap so voi viéc phén tich tinh. Vi vdy, trong
bai bao nay ching 181 gi6i thiéu mét phwong
phép xfy dyng mét hé théng tw dong phén
tich hanh vi m& ddc dya trén cong nghé ao
héa Virtualbox va b§ ma ngudn mé Cuckoo.
Phin con lai cna bai bao t6 chirc nhir sau:
phin 2, trinh bay tdng quan v nguyén 1y phat
hién ma doc; phdn 3, trinh bay mot sb hé
théng phan tich hanh vi ma ddc; phén 4, trién
khai x4y dymg hé théng phan tich tu déng
hanh vi ma doc dya trén mi ngudn md&
Cuckoo vA danh gia thir nghiém; phan cudi
cung la két lufin cac nghién ciru da thue hién.
NGUYEN LY PHAT HIEN MA BOC

€6 hai nguyén 1y phét hién ma dgc: dya vao
dAu hidu dic trung hosc dua vao dic diém bat
thudmg(3, 4].

Duya véo du hiéu dic trung 13 viée st dung
mét tip céc méu nhan dang duoc goi & déu
hiéu (signature) @& 1am cdn cir x4c dinh ma
ddc. Tép céc signature s& duge xdy dung bing
viée cép nhit cdc miu ma doc da dugc kiém
chitng, véi viéc sir dung nhitmg miu dugc xdy
dung chuyén biét bai cac nha nghién ciru.
Phat hién mi doc dya vao dic diém bét
thudng chia lam hai giai doan:1). Giai doan
hoc (Learning), cac bd phan tich (detector) s&
¢b géng hoe nhing trang thai binh thuémg. C6
thé hoc céc trang thai tir cac host, PUL... 2).
Giai doan phat hién (Detection), kiém tra
(Monitoring), dwa vao cac trang thai d dugc
hoc, cac bd phan tich s& x4c dinh duge trang
thai bit thwomg va dua ra canh béo.
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Trong thyc t, cic phin mém diét mﬁfd@c
thudmg dua trén hai phuong phép trén dé xy
dung nén mot s§ ky thujt phat hién mi doc
nhu: Nhan dang theo ma bdm, quét chufi
(scan string), gia 1ap ma (code emulation),
phén tich tinh (static heuristic analysis), chin
céc hanh vi (behavior blocking).

Ky thudt nhan dang theo ma bam, ¢6 thé sit
dung céc thuat toan bim nhu MD35, SHA,
CRC, ... 4 bam toan bb file hojc mot phin
thdng tin quan trong trong file tir d6 so sanh
v6i tap mAu da c6 dé kiém tra. Ky thuit nay
¢6 d6 chinh xdc gln nhu tuyét ddi tuy nhién
qué trinh nhin dang lau néu co s& dit ligu
(CSDL) mAu 16n, qua trinh xdy dung CSDL
mAu khé khan, phite tap. Khé c6 kha ning
nhén dang céc bién thé cia ma doc.

Ky thuat tim kiém chudi 12 mét ky thugt sit
dung mot chudi trich ngang (chui bytes) i
dac trung cia tip tin ma ddc va khong 16n tai
trong céc tap tin sach. Cac chudi nay s& duge
cép nhat vao CSDL mén ding dé nhén dang
ma doc. Uu diém cia ky thufit ndy: nhan dang
chinh xéc, tée d6 nhan dang nhanh hon so véi
k¢ thuét nhdn dang theo ma bam. Tuy nhién
qua trinh xdy dwung va cdp nhit CSDL it
phirc tap, khéng phat hién dugc khi mi
churong trinh bj thay ddi.

Ky thuat phén tich tinh Hewuristic, day 1a
phuong phap phat hién ma doc dya trén co sd
tim kiém cac miu “code” dwge cho 14 giéng
v&i ma doc, thay vi tim kiém chinh x4c timg
méu. Heuristics tinh dwoc thue hién théng qua
2 bude: thu thdp dir liéu va phan tich. Thn
thép dir liéu 13 qué trinh xdy dung cac booster
vA chc stopper. Booster 13 cic ddu higu nhd
thudong thdy & ma doc nhu: vong giadi md
(decryptionloops), tu thay dbi code (Self
modifyingeode), cac chudi lénh bt thudng...
Stopper ngugc lai, 1a cic du hiéu it gip G mi
ddc nhu 1gnh hién thi hop thogi. Phan tich
qué trinh dira ra quyét dinh cudi ciing dua trén

céc booster va céc stopper phét hién duge: Kj *

thuat nay dugc img dung két hop véi viée st
dung tri tué nhan tao trong viée phét hién cic
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loai m& ddc. Viée thu thip céc dic trung cha
mi doc (feature), sau @6 tinh todn va dua ra
cac ngudng lay nhidm (threshold infected) dé
1am cén ctr phét hién ma doe.

Ky thuét ngin chin banh vi 1a k§ thudt cho
phép ngin chin cc hanh vi, cac khéi lénh bj
nghi ngdr 14 ma ddc trude khi ching c6 co hdi
nh hudng dén hé théng. Cac hanh vi bi giam
sit bao gdm: Nhitng nd lyc md, xem, sira dbi
hoic x6a bd cdc tép tin. Nhimg nd Iyc dinh
dang & dia hay ving hoat dong khéng thé khoi
phuc khéc, sira d6i thiét 1ap cua tép tin thuc thi
vi hé théng nhu: thiét 1ap khoi dong,...

Ky thuat gia 14p ma 14 mét k¥ thudt phat hién
ma doc bling vige gia 1ap lai hé théng CPU,
he thong quén ly bd nhg, cac chi thi may I
chp thip,... gibng nhu may quét thuc ¥ Vi
vy, md ddc s€ hoat ddng trén méy 4o ma
khong anh hudmg dén b xi ly that. Hién nay,
ky thudt ndy duoc sir dung két hop rong rai
véi cée ky thudt phan tich khac. Cling véi do,
k§ thugt niy da tro thinh mot thanh phin
quan trong trong cdng nghé Sandbox dé phat
hién ma ddc. Uu diém cuia ky thuft nay, d6 1a
mé doc hoat dong ddc 14p, khong anh hudng
dén hé théng may that. Tuy nhién viéc gia lap
lai céc thong tin hé théng CPU, bd nhg, ... 1a
rét kho khin; viéc cap nhit va van hanh hé
théng gia 1ap yéu chu tinh k¥ thudt cao.

Trén thuc té, cdc hé théng ty dong phén tich
hanh vi mi déc déu duoe xdy dung va hoat
d6ng dya trén ky thudt gia lap ma.

MOT SO HE THONG PHAN TICH HANH
VIMA BOC

Hién nay céc hé théng Sanbox duge sir dung
chit yéu nhim phan tich mét luong 16n céc
miu m3 doc va 13 mét bude diu tién trong
qua trinh phén tich ma dgc hoan chinh. Trude
khi sir dung cac ky thudt g& réi (debug) va bét
dau phan tich mi thyc thi clia méd déc thi
nhitg théng tin thu duge tir Sanbox s& Tt
hitu ich. D& c6 thé phan tich mét lugng 1on
ma déc, didu quan trong 1a qué trinh phén tich
phai du'qc ty ddng hoan toan. Péng nghna véi
viée cin phai ¢6 nhimg cach don gidn aé guri

céc tap tin ma doc vao sandbox, xdc dinh cac
tay chon va tmh ning cho ngudi chay phan
tich va trich xuft ket qua phén tich la mét
trong nhitng didu cAn quan tam dén.

Trén thé gi6i di cong khai mt sb hé théng hd
trg phan tich ma déc tr dong. MBi hé théng
¢6 nhitng wu va nhuge diém khac nhau, tuy
nhién cdc hé théng nay thuémg chi cho ngudi
diing tai 14n lugt ma doc 1én dé phan tich chir
khéng cho phép tiy bién dé phii hop hon véi
cong viéc cha ngudi ding.

MGt sb hé théng phan tich ma doc ty dong:

Hé théng CWSandbox

CWSandbox [7] duge phét tridn bi cac thanh
vién tai dai hoc Friedrich-Alexander,Lién
bang Birc. Pay 13 mot hé théng dwoc thiét ké
v&i ba tinh nang: tinh tir ddng héa, tinh higu
qua va tinh chinh xac trong phén tich mét tip
tin win32. Tuy nhién déy 1a mit hé théng
thwong mai hoa khéng phai ma ngudn ma,
ngudi dimg chi c6 thé nhip m3i 1in mbt ma
doe va doi tra v& két qua phan tich. Thoi gian
tra v& két qua phan tich 14u, d6i khi viée giri
m dc 18n b thit bai do hé théng qua tai[7].
H¢ théng phén tich trr dong ThreatExpert
ThreatExpert [8] 13 mot hé théng phan tich
hanh vi ma doc ty dong duoce cung cép tai dia
chi www.ThreatExpert.com. Hé théng ¢6 thé
phin tich v bao cio v& hanh vi ciia céc loai
virus, worms, trojans, adware, spyware, ciing
nhir cac mbi de doa khéc lién quan dén ma
d6c. Hé théng mdy chi ciia ThreatExpert ¢6
thé dap g dugc viéc phén tich 1000 m3 dbc
trén mdt may chi trong mot ngay{8].

Ngudi ding c6 thé giri cac tép tin thyuc thi
hogic tip .DLL dén ThreatExpert tai dia chi
http://www.threatexpert.com/submit.aspx.
Thong thudng thoi gian phén tich mét mé doc
tén tir 2-3 phit. Sau khi phén tich thanh cdng
mi ddc, ThreatExpert s€ giri béo cdo chi tiét
dén email ngudi ding, M6t nhuge diém cia
hé théng phan tich ThreatExpert dé la thoi
gian phan tich 1au, co khi khong tra vé két qua
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phén tich cho ngudi ding. Va vi diy la hé
théng déng nén ngudi ding khéng thé tiy
chinh gi thém cho muc dich phén tich riéng.
Hé th(‘mg phén tich ty déng Joebox

Joebox [9] 1& mot sandbox duge thiét ké voi
su linh hoat va tiy bién cao (Tdc gid cda
Joebox 13 Stefan Buehlmann). Nguoi diing ¢6
thé givi tép tin dén Joebox thong qua giao dién
web, hodic c6 thé lién hé vai Joe Security dé
biét thém thong tin v& vige mua lai quyén sir
dung cho muc dich riéng, Mot loi thé cha viéc
dung Joebox 1a hé théng sir dung SSDT
(system service descriptor table) va EAT
(export address table) moc ndi v6i nhan dé
theo d&i hanh vi cia m& dc, khic véi cic
sandbox khac 13 méc néi v&i cic ham API
Windows & ché d6 ngudi ding. Tuy nhién
ching ta chi c6 thé giri cing lac mot tip tin
mi doc 16n Joebox ma khong thé giri cing luc
nhiéu tap tin ma ddc, JoeBox khéng lwu ban
sao trye tuyén ciia két qua phan tich ma doc.
Ngudi dung phai gitr lai két qua phén tich
nhén dugc b?mg e-mail néu muén tham khao
lai trong nhitng 1An sau. Néu khéng ngudi
ding phai giri lai t4p tin d& phan tich va nhén
két qua méi[9].

H¢ théng ma ngudn mé Cuckoo

Déi véi cac hé théng phan tich tr dong & trén,
déu 14 cic hé théng m3 ngudn dong. Ngudi
ding khong thé sira dbi, tiy chioh thém cho
muyc dich phan tich cita minh. Vi vy dé thye
hién cho viéc nghién ciru, nhém nghién citu
sit dung ma nguf‘)n mé Cuckoo trong phén
tich hanh vi mi doc.

Cuckoo Sandbox [10] duoc bit diu vao nim
2010, 1a mét dy an trong Google Summer of
Code dugc thiét ké va phat trién bai Claudio
"nex" Guarnieri. Hién tai ph?m mém bao gbm
hon 50000 dong 1énh va dugc l4p trinh boi
bbn ngudi phat trién chinh, Day 1a mét trong
nhitng dy 4n ma ngudn m& da trd nén phd
bién trong nhimg nim gin ddy. N6 duoc st
dung réng rai bdi cac nha nghién ciu ddc lap
cling nhu cho cic cdng ty 16m va céc doanh
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nghiép. Dic biét viéc d€ dang sir dung céc
ham API vi giao dién ngudi ding thén thién
ciing nhw kha nang tr dong héa va cd thé tiy
chinh 13 mdt didu cdn thiét cho cdc chuyén
vién phan tich ma doc[10].

V&i wu thé la sin phdm ma ngubn me,
Cuckoo ¢6 thé tan dung su séng tao va déng
g6p clia toan thé cong ddng dé tao nén mot hé
théng phan tich ma doc én dinh va hidu qua
hon. Ngudi diing hoan toan ¢ quyén didu
chinh, tr xdy dyng cac mo dun riéng déi véi
bAt ky giai doan ndo ciia qua trinh phin tich,
Bén canh d6 kha ning phat hién cac hanh vi
dbc hai ciia ma ddc thong qua cic md dun
nhdn dang ddu hiéu va cac diu higu nay luén
dwgc cdp nhit bai cong déng mang. bidu nay
trai nguoc voi cac cong cu thuong mai, tuy ¢6
nhiu dic tinh va cach tiép cin nhung ngubi
ding lai khong c6 kha nang nim bit va tim
hiéu sfu vao hé théng nhu hé théng ma ngudn
mé& Cuckoo. Mit khac chi phi ciia mét cong
cu thuong mai thuong 13 qua cao va thudng
qua tim chi tiéu cho cdc t& chire, ce doanh
nghiép nho va vira.

Mt Iy do khic dé chon Cuckoo d6 1a sir thiét
ké cac modun phan tich bén trong rit linh
hoat, ngudi ding c6 thé d& dang tity chinh
hodc cap nhat khi c6 ca ban cdp nhét méi.
Cuckoo ¢6 kha nang thye hién phén tich céc
loai tap tin nhu: Céc tép tin thie thi trén méi
truomg Windows, tp tin DLL, PDF, céc tii
liéu Microsoft Office, dia chi website, cic

script PHP,...
TRIEN KHAI XAY DUNG HE
THONGCUCKOOSANDBOX

Cic thanh ph?m ctia Cuckoo Sandbox

Cac thanh phén ctia Cuckoo Sandbox bao obm:
- Thiét 14p tién trinh (Scheduler)

- Tién ich (Utils)

- Phén tich (Analyzer)

- May 4o (Virtual Machine) '
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Hinh 1. Cdc thanh phdn ctia Cuckoo Sandbox
Trong mdi thanh phén trén ¢6 cae modun nhd
dam nhiém céc chirc ning nhét dinh. Cu thé:
“Submission™: Téi cic théng tin cha tép tin
doc hai cAn dugc phan tich. Cac thong tin
nhu: vi tri cila tdp tin doc hai ciing nhv céc
g6i phan tich dwge chi dinh va lua chon thoi
gian cho cho chay tp tin. Cac théng tin nay
duoc luu triy trong mét CSDL ndi bé va ngay
sau khi mft mdy o d sin sang né s& dugc
xtr ly.

“Analysis Pakage”: Mo6dun ndy xic dinh
chinh xac cach mét tép tin duge thyc hién sau
khi tai v may d0. Néu 12 tép tin PE (.exe) tip
tin ¢6 thé dugc bit diu tre tiép trong khi mt
tap tin dang Word hay PDF cdn phai duge
nap vao mdt img dung office nao d6. Ngoai ra
Cuckoo hd trg phin tich URL théng qua viéc
khdi dong trinh duyét “internet Explorer” trén
cac URL duge chi dinh phan tich.

“Cuckoo agent”: Mddun nay dugc cai dat trén
cdc médy 40. C6 nhiém vu nhan céc tap tin cin
phén tich tir Cuckoo Sandbox va thuc hién
cac phén tich trén may do. Thu thip Kkét qua
phan tich va giri trd v& cho Cuckoo Sandbox
“Machine Managers”: Quan Iy cic théng tin
lién quan dén cac méy 4o, quan 1y cic gidi
phap &0 héa, c4c trang thai bt diu, khéi phuc
lzi hay dirng lai ctia may ao.

“Result Server”: Quan Iy céc chu hinh cdc
méy chil fuu trir dir ligu thu duge trong qua
trinh phén tich.

“Processing”: Mddun ny duge khai dong thi
hoan thanh viéc phén tich tip tin trén may &o.
Cac thong tin dugc thu thap: cac tién trinh
gidm sat, cac tal nguyén sit dung, cdc hanh vi

dugc thye hién trén may &o, cac ham APIL
dugc goi, ... Diu ra cha mddun nay sau dé
duge dua tét ca vao mddun“signature” dé so
sanh phat hién hanh vi dang ng& hodic déc hai.
“Reporting™Trong Cuckoo lru trir tt ca
théng tin thu thip vao CSDL va tao ra céc
loai khic nhau cia tip tin ddu ra - ching han
nhu két xuit ra mét tip tin HTML hodc mdt
béo cdo dudi dang cac chubi JSON.

Hinh 2. Tién trink thuc hign phan tich mét tdp tin

Qua trinh thu thi ma doc duge thue hign bén
trong méy 4o bao gdm céc bude:

Budce 1: Thuce thi mddun “Cuckoo agent”

+ Lang nghe két ndi tir may chu.

+Khi ¢6 két ndi tir may cha, chép nhén két ni.
+ Nhan miu mi déc cin phén tich va céc
théng tin ciu hinh yéu ciu.

+ Chay mddun Analyzer.

Budc 2: Mbdun Analyzer duge kich hoat

+ Khoi tao mét sb chic nangeo ban: M& mdt
kénh IPC (inter-process communication),
Dump c¢hu hinh dau tién cia tién trinh (tao
giao thirc Named pipe, dia chi IP, va cbng cia
médun nhan két qua “Result Server™).

+ Chay mgt sb g6i ddc biét lién quan toi cac
ing dung ma mé dge sé sir dung (PDF, DOC,
DLL, EXE...). Cic géi ndy do mddun
“Analysic packages” quan ly.

+ Chén bg thu vién CuckooMon c¢6 trong
médun “Analysic packages”. B§ thu vién
dong CuckooMon 13 thanh phin quan trong
ciia mbdun “Analysic packages” chira cac ban
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ghi vé céc hanh ddng clia mét tién trinh duge
tién hanh trong mdi trudmg ao hoa. Day la
thanh phan do dac thuc té cia Cuckoo
Sandbox dé xdc dinh cac hanh vi cia ma ddc
thdng qua cac k¥ thuét Hooks inline.

Buée 3: Thyc thi mE doe

+ CuckooMon dugc chén va thyc thi du tién
théng qua hdm khéi tao APC(adenomatous
polyposis coli).

+ Khéi tao va chay cac Hooks API ¢6 lién quan
dén ma dge va thong bao cho mddun “Analyzer
“théng qua giao thirc “Named Pipe”.

+ Ma doc bat ddu thuc thi. Trong qua trinh
ma ddc thue thi, CuckooMon ghi lai céc hanh
dong va giri v& méy chi thong qua giao thirc
TCP/IP véi dia chi IP va céng duge khai tao
tir ban diu. Céc théng tin ndy s& duge xi ly
bdi médun “Processing” va sau dé dugce dua
vio mbdun “Signature” dé so sanh phét hién
hanh vi ddng ngd hodc ddc hai va dua ra
thanh béo c46 thong qua mddun “Reporting”
MG hinh hé théng

M hinh trién khai hé théng phén tich ty dong
hinh vi ma dgc trong nghién ciru.

May chent phin
tieh ma doe

My chy
y 192168 56 102
Cuckao + Webserver

@ 192.16% 56 103
Mang, - 192 168.56.104
1lost-only
192,168 56 0:24
Hinh 3. M5 hinh thir nghiém hé théng phan tich tr
déng hanh vi ma djc

Cuckoo Sandbox bao gbm mét phin mém
quan ly trung tdm chay trong may chit Ubuntu
d8 thuc hién xir Iy miu cling nhur phén tich
ma ddc va mdt sb may khach (may 4o dé chay
mi doc).

Miéy chii sir dung CPU64bit, RAM 4GB, &
cimg S00GB.

Méy cha: Chay thinh phdn cbt 16i cua
Cuckoo Sandbox bao gc‘)m nhidu doan kich
ban viét bing Python dé quan Iy toan bd cic
phén tich va qua trinh thyc hién ciing nhu
154

xudt két qua phan tich. Ddng thoi miy chi
chira h¢ théng trang web do nhém tr xdy
dung c6 thé két ndi va truy xult t6i Cuckoo
Sandbox.

Phin mém 4o héa VirtualBox: La mét san
phdm &o héa tr Oracle. Loi thé cia
VirtualBox 12 n6 cé thé cai dat va chay trén
nhiéu nén tang nhw Windows, Linux va Mac.
VirtualBox 13 phin mém ngudn mé va hoin
toan mi&n phi

May khach La nhitng mdy 4o riéng biét chay
trén nén VirtualBox noi dé thuc thi ma dgc
mét cach an toan riéng biét cach ly véi bén
ngodi. Céc méay khach duge didu khién boi
Cuckoo thong qua mét trinh quan ly may do
mé nguon md. M4y khéch bao gdm be miy
chay Windows XP SP1, Windows XP SP3,

Windows 7. M&i mdy 40 c6 dung luwong 15
GB, Ram 512Mb

Hé théng trang Web dugc cai dit trén may
chi Ubuntu: Cho phép két ndi chung CSDLvéi
phin mém Cuckoo, cho phép thao téc 1én
Cuckoo thong qua giao dién Web, hién thi céc
bio céo chi tiét v& qua trinh phan tich, lién két
mét sb website phén tich ma ddc online,

Két qui thir nghiém

Thir nghiém 1: Phén tich mjt ma djc (hidu
keyloger) tiw xdy dung

Nhém xdy dung mot md déc (keyloger) cé
kha ning ghi lai nhat ky ban phim va g

théng tin ndy ra ngoai.

Budc 1 Kidm tra trén  website
https://www.virustotal.com. Két qua c6 10/53

phén mém diét Anti-virus khong phat hién ra
mi déc trong d6 c6 phin mém Bkav.

Bude 2: Két qua Phan tich ma dée bing Cuckoo

Théng tin chi tiét ma déc:

Rhthobetiptin - 673752bytss

s TG

i IDTL0AHITHNASIHO 52

SHAZSH il
stz

@ w3t

Sleep InViFouPVBURSHRNLOEES i

Hinh 4. Thong tin chi tiét vé ma dée
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Hinh 5. Cdc ddu hiéu nhan dang
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Hinh 6. Dja chi mdy chii dit diéu ma déc gir vé

Quan sat qué trinh tw dong phén tich, c6 thé
thiy qua dau higu nhén dang hé thong dua ra
hé théng da phéat hign duge hanh vi cia mi
doc: ghl lai nhat ky ban phim, dia chl dir ligu
glti vé, cac Registry ma doc tham vén t6i, .

Ti m'm{g hop 2: Thir nghigm hé tlumg voi
mpt s6 md djc tir sinh

Chuin bj bd ma doc bing cich sir dung hai
cong cu sinh ma dc tu dong: phin mém sinh
mai ddc JPS (Virus Maker 3.0) va TeraBIT
Virus Maker 3 .2.

Két qua thu duge:

TénMadje  Kha niing cita ma doc

Kha niing phat hign
trén Cuckoo

Ty 1§ phét hign
trén virustotal.com

Chan mé Notepad

Ol.exe Tt Task Manager Coé 45/55
M cacthu muc

02.exe Chizin viéc Copy, Move trong window (o) 47/53

03.exe Chin m& MsConfig Cé 49/55

04.exe Thém 30 taikhoan vio Window Co 51/55

05.exe Ludn ludn Log off Cé 46/53

06.exe Poéng Internet Explorer sau 10s Co 47/53

07.exe Xoéa cac file trén Desktop Cé 48/55
Xéa Windows Fonts .

08.exe Xéa tht ca cac file window Document cé 48/55
Tat chirc ning Command Prompt

0.exe Tét chirc nang Printer i cé 49154
Tat Regedit

10.exe Tht Task Manager Co 48/55
Tit Firewall

1l.exe Format tat ca céc 6 cimg Cé 37/142
Tao ban phim g& sai .

12.exe Tao con Ehu(}t%i chuyén inh tinh cé 47154
An Desktop Icons

13.exe An Forder Option Menu Co 47/54
An Taskbar

14.exe Khéa cac Driver, Forders Cé 48/54

15.exe Mute, open/close CD, Play beep Sound (o] 47/52
Xoa g dung Run tir Start Menu .

16.exe o St Buzon co 47/54

17.exe Dimg SQL Server Khéng 47/54

18.exe Tat mdy tinh sau 5 phut Cé 47/54
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Trugng hop 3: Tich hgp mi-dun khi ning
chdng lgi si phit hign mbi trieomg o ciia ma
djc do nhom tdc gid xdy dyng vio hé thing
Dbi voi mot sé ma doc, trude khi chay s&
kiém tra phat xem méi trudng thyre thi ¢6 phai
1a may 4o hay khong, Néu 1a méy o, ma doc
s& nging thyc thi.

DE kiém tra kha niing chéng 4o héa, sir dung
phin mém pafish.exe. Pay 12 phin mém dé
kiém tra c4c dc tinh riéng dé phat hign may zo.
Khi chay phén m&m trén hé théng khi chua tich
hop mé-dun chéng 40 héa. Pafish da phat hién
duge moi truang 40 (phén bdi d5)

Hinh 8: Ddu higu phdt hién mi trieomg do héa
Phin mém pafish da phét hién méi truomng ao
thdng qua mdt s6 thuge tinh:

+ Scsi port

+ Khéa Registry "SystemBiosVersion"

+ Khda Registry VirtualBox Guest Additions
+ Céc Drivers file VBoxMouse.sys

Sau khi tl'f:h hqg Mé-dun chéng lai sy 40 héa
véo hé thong, kiém tr’a thue thi file pafish.exe,
trén méi truong 4o két qua thu duge:

Hinh 9: Ddu higy ngdin chdn sy phat hién do héa
ctia hé thong Cuckoo
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Nhu vy ngoai kha nang phan tich hanh vi ma
ddc, hé thong con c6 kha nang chéng lai sy
phat hién mdi Lru'ung 20 hoa ctia ma dée.

Khi mot ma doc cb ging tim céc déc tinh lién
quan dén méi truomg do héa, Cuckoo s gii
cée phin hdi dé ma doc khong phat hién ra va
thue thi.

KET LUAN.

Bai bao da trinh bay cac Kkét qua nghién ciru
va xiy dung mot hé théng phan tich ty dong
hanh vi ma doc dya trén phan nguon md
Cuckoo, tich hgp thém mé-dun chong lai sy
phat hién mdi trudmg éo.

Két qua thiy nghigm cho thiy, hé théng 6 kha
néng nhin biét t0t, dwa ra dugc cic phén tich
chi tiét, r& rang céc hanh vi clia ma déc. C6
kha ning ngin chin sw phét hién a0 hoa cia
mi dde.

Bén canh d6 véi s hd tro, phat trién manh
mé tir cong ddng, hién nay hé théng Cuckoo
khéng chi ¢6 kha ning phén tich duge cic file
thyc thi trén Windows, ma con c6 kha néing
phén tich cac file nhidém ma doc khac nhir
DLL, PDF, Microsoft Office Documents,
URLs, PHP scripts, ...

Ngodi ra véi kha néng tly bién cao, hé théng
Cuckoo dang ngay cang dugc hoan thién,

phét tnen va la lua chon hang ddu cho cac ci
nhén, t§ chirc nghién ciu v& linh vire m dée.
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SUMMARY
BUILDINGA VIRTUALIZED ENVIRONMENT
FOR AUTOMATIC ANALYSIS OF MALWARE BEHAVIOR

Van Cuong Nguyen"" K Hieu Mmh Nguyen B Thl Bac Do*
Le Quy Don Untversity, 2College of Inf and -TNU

Along with the explosion of the Internet and networking devices, the number of network attacks
using malicious code is i ingl! and sophisticated. The construction of a system that
automnatically ly the behavior of malici code is ial in the study as well as in
practice. We needto build a malware analysis system that would allow us to analyze malware
easily without compromising our system. In this paper, we introduce a method to build a system
that automatically analyzes the behavior of malicious code based on virtualization technology and
the open source Cuckoo Sandbox.

Keywords: Malware, behavior analysis, virtualization; Cuckoo
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