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Preface

Cloud computing is the latest trend in computing field, where the user uses the
resources of remote machine for computation of complex tasks which cannot be
completed on local machines. The best part of using cloud computing is a pay-per-
use model, where users are required to pay only for those resources which they have
for a period of time rather than getting paid for the complete year or month.
Multilayered cloud computing provides a collaborative environment, where differ-
ent resources in the form of data center support various services. In multilayered
cloud computing, data centers are distributed at different geographical locations and
are the heterogeneous set of resources that have varying computational power,
architecture, and performance. This varying structure of resources creates an
unreliable environment, where it is very difficult to define which resource to be
chosen even if they have the same configuration but different performance. There-
fore, there is a need for an intermediate layer of the broker to maintain a knowledge
bank about the past performance of the resources which can be data center, host, or
virtual machine in that case. The broker will be responsible for evaluating the
performance and providing a rating to each resource that can be used to make a
decision at various levels like selecting a suitable resource for scheduling, load
balancing, or migration. One of the reasons for the existence of such mechanism is
faulty behavior of the system at every level that can be software failure, network
failure, storage failure, and processor failure that may result in degrading the
performance of the system.

Trust models are the best suitable mechanism to manage reliability in the cloud
environment. This book is all about various mechanisms and ways, where trust
model can play a significant role in different multilayered cloud service models.
Trust models can be a third party agent to evaluate the performance of the service
providers or resources in the cloud environment. The trust model is allowed to
interact and grasp all the performance parameters of various service providers.
Trust models are also important because various service providers may not share
their performance history with each other; in that case, a reliable third party is
required to manage a secure and reliable environment between service providers



vi Preface

with appropriate service level agreement. Trust models are basically an agent which
keeps an eye on all the activities and events by a service provider that may be any
form of failure or number of tasks completed when, where, and with what QoS. The
agent is responsible for finding a relationship between all the performance parame-
ters and comes up with a single grading scale to grade the services provided by a
service provider over a period of time. The evaluation may be done after every small
interval of time to keep them updated.

If we talk about feedback based trust models or relative trust models then one
thing that comes into mind is that such models have many flaws and may provide
incorrect results for many other trust models of SaaS, PaaS, and IaaS in the cloud.
Trust models are responsible for defining a mathematical model which defines the
relationship between the performance parameters. Various mechanisms discussed in
this book covers all such aspects. If we talk about reliability of the system which is
inversely proportional to fault, then the study of fault is also required to have an idea
of how reliability is affected by various faults in the system. The work covers various
types of fault mechanism and fault-aware techniques to improve the reliability of the
system by intelligent allocation and load balancing mechanism in cloud models.

This book is organized in such a manner that it covers the trust-based mechanism
for scheduling of workflow and independent task. This book also covers the fault-
based mechanisms to improve the reliability of the system and further divided into
nine chapters. A brief description of each chapter is discoursed below.

In Chap. 1, we have discoursed a brief introduction to the cloud with its properties
that defines cloud computing. This chapter provides an introduction to the cloud with
its service models and cloud-layered architecture which gives a brief overview of all
the functional units of multi-cloud architecture. The work also discusses various
issues in the cloud and approaches to solve the problem in the cloud.

In Chap. 2, the importance of trust models in multilayered cloud architecture is
showcased. This chapter discourses various trust models and trust mechanisms to
evaluate trust irrespective of where the trust value may be used. Here, a categoriza-
tion of various trust models provides the reader with a better understanding and
overview of how to fit a trust model and find a suitable trust model for a problem.
This chapter focuses on various parameters affecting the trust model functioning and
its performance. Some of the related works which propose the trust model for the
cloud are also discussed here with a comparative analysis of existing approaches.

In Chap. 3, the importance of trust model for task scheduling has been discussed
with the role of the trust model in task scheduling for improving the performance of
the multilayered cloud. This chapter discourses all the performance parameters
affecting the performance of a task scheduling and trust model in the cloud. The
work also discusses existing work in the field of cloud computing. This chapter also
adds a few proposed approaches to trust-based task scheduling in the cloud and
showcases a comparative study of proposed and existing approaches.

Chapter 4 discusses an introduction to trust models of SaaS and PaaS layer with
their importance and how the various trust models can improve the performance of
the multilayered cloud. The work defines the framework of SaaS and PaaS with its
layered architecture to identify the issues in these architectures. The work also shows
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the various trust-related parameters that need to be focused on the improvement of
security, reliability, and resource management in the cloud environment.

Chapter 5 discusses trust models for workflow scheduling in multilayered cloud.
Here, workflow scheduling is considered to be one of the important issues in the
cloud. To overcome scheduling of dependent task in a heterogeneous environment,
trust and workflow scheduling plays an important role. In this chapter, an introduc-
tion to workflow scheduling with parameters affecting workflow scheduling which
differs from basic task scheduling is discussed. This work also discusses the existing
workflow scheduling algorithms in the cloud along with their issues. At last, the
chapter proposes some of the new approaches for workflow scheduling in the
multilayered cloud environment.

In Chap. 6, we have discussed fault-aware task scheduling in the multilayered
cloud to improve the reliability in the multilayered cloud environment. This chapter
discusses the existing fault-aware mechanism for task scheduling in the multilayered
cloud with a brief introduction to fault mechanism and type of faults in the multi-
layered cloud. The chapter also proposes some more approaches for task scheduling
in the multilayered cloud and compares them with existing work. A detailed
comparative study has been showcased.

In Chap. 7, fault-aware techniques for workflow scheduling in the multilayered
cloud have been proposed with some more advanced approaches to overcome the
issues of existing fault-tolerant algorithms. This chapter also discusses some of the
existing work in the field of workflow scheduling in the multilayered cloud
environment.

In Chap. 8, we have discussed various tools which are used to perform various
simulations in the multilayered cloud environment along with different simulation
parameters. This chapter showcases many simulation environments for various
multilayered cloud and parameters which can be turned to get specific analysis.
The tool is categorized based on fault simulation, scalability simulation, and many
more. This work helps the novice and researchers to identify a simulation environ-
ment according to their requirement. The chapter defines various open-source cloud
platforms that can be used for installing real multilayered cloud and even making
changes in the existing cloud environment.

Finally, Chap. 9 represents various open issues and research problems in a
multilayered cloud environment which focus on various issues of security and
privacy. Here, we have also considered the advanced role of cloud computing that
can be an extension toward fog computing and Internet of Things. This advancement
in cloud computing opens a number of issues pertaining to these domains and
presents major threats and research problems that can be worked out in the near
future.

Further, we believe this book will be of interest to graduate students, teachers, and
active researchers in academia, and engineers in industry who need to understand or
implement multilayered cloud computing. We hope that this book will provide a
reference to many of the techniques used in the field as well as generate new research
ideas to further advance the field.
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