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LOI CAM OGN

To1 xin gui 101 cdm on to1 truong Pai hoc CNTT & TT, Vién CNTT Viét Nam,
noi cac thiy c6 di tin tinh truyén dat cac kién thirc quy bau cho t6i trong sudt qua
trinh hoc tap. Xin cdm on Ban Gidm Hi¢u nha trudong va cac can b da tao diéu kién
tdt nhat cho ching t61 hoc tap va hoan thanh dé tai tot nghi¢p cuia minh. Pac biét,
t61 xin gui toi TS Bui Van Thanh, thdy di tan tinh chi bao t6i trong sudt qué trinh
thuc hién dé tai 101 cam on va biét on siu sic nhat. Bén canh nhirng kién thirc khoa
hoc, thdy d3 giup t6i nhan ra nhitng bai hoc vé phong cach hoc tip, 1am viéc va
nhing kinh nghiém séng quy bau. Tdi xin bay t6 long biét on téi gia dinh, ban be,
dong nghiép va nhitng nguoi than dd dong vién khich 18 tinh than va giup do dé toi
hoan thanh luan van nay.

Théi Nguyén, ngay 10 thang 10 nam 2012

Hoang Vin Quyén
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DANH MUC CAC KY HIEU, CAC CHU VIET TAT

STT | Ky hiéu/ Chir viét tit Viét day da
1 RSA Rivest - Shamir - Adleman
2 DES Data Encryption Standard
3 AES Advanced Encryption Standard
4 NIST National Institute of Standards and Technology
5 FIPF Farm Innovation and Promotion Fund
6 NSA National Security Agency
7 THPT Trung hoc phd thong
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LOI CAM DOAN

T6i xin cam doan, toan bd ndi dung lién quan téi dé tai duge trinh bay trong
luan van 1a ban than toi tu tim hiéu va nghién ctru, dudi sy hudéng dan khoa hoc cia
TS Bui Van Thanbh.

Céc tai liu, s6 liéu tham khéo duge trich dan dﬁy du nguén géc. T61 xin chiu
trach nhi¢m trude phap luat 161 cam doan cua minh.

Hoc vién thuc hién

Hoang Vin Quyén
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MO PAU

Thé ky XXI 1a thé ky cong nghé thong tin. Cong nghé thong tin di va dang
tac dong truc tiép dén moi mat hoat dong kinh té xa hoi trén thé gi61. Thong tin co
vai tro hét sitc quan trong, vi vay can phai dam bao dé thong tin khong bi sai 1éch,
khong bi thay doi, hay bi 16 trong qua trinh truyén tir noi giri dén noi nhan. Véi sy
phat trién rit nhanh cta cong nghé mang mdy tinh, dic biét 1a mang Internet, khdi
lwong thong tin ngay cang dugc truyén nhan nhiéu hon.

Vén dé kho khin dit ra 1a 1am sao giit dugc tinh bao mat cta thong tin, thong
tin dén dung duoc dia chi can dén va khong bi stra d6i. Hau qua sé khé ludng néu
nhu thu dugc gtiri cho mdt ngudi nhung lai bi mot ngudi khac xem trom va stra doi
n6i dung burc thu trai voi cha ¥ cia ngudi gui. Té hai hon nita 1a khi mot hop dong
dugc ky, guri thong qua mang va bi ké xdu stra doi nhitng diéu khoan trong do.
Nguoi giri thu bi hiéu nham vi ndi dung birc thu bi thay d6i, con hgp dong bi pha v
bdi nhitng diéu khoan da khong con nhu ban dau. Piéu nay gy ra nhing mat mat
ca vé mat tai chinh va quan h¢, tinh cam, v.v... va con co thé néu ra rat nhiéu tinh
huéng twong ty. M& hoa thoéng tin 1a mot trong cac phuong phap co thé dam bao
duoc tinh bao mat cua thong tin. MA ho4, trong mot mirc d6 nhat dinh, c6 thé giai
quyét cac van trén; mot khi thong tin dd duoc ma hod, ké x4u rat khé hoic khong
thé giai ma dé co dugc ndi dung thong tin ban dau.

Khi mi hoa, thong tin dugc bién ddi (dwoc mi hoa) bing thuit toan ma hoa
thong qua viée sir dung “khoa”. Chi c6 ngudi dung ¢ cung “khoa” méi phuc hdi lai
dugc thong tin ban du (giai mi). Do vy “khoa” can dugc bao vé nghiém ngit va
duogc truyén tir ngudi giri dén ngudi nhan trén mot kénh an toan riéng sao cho nguoi
thir ba khong thé biét dugc khoa. Phuong phap nay duoc goi 1a ma hoa bang khoa
riéng hodc mat ma khoa ddi xtng. C6 mat s6 chuén thuat toan khoa dbi xung, vi du
nhu DES, AES, v.v... Nguoi ta da chiing minh dugc kha nang bao mat cao cua cac
thuat toan ddi ximg chudn noi trén va chung da duoc kiém dinh qua thoi gian. Tuy
nhién, van dé ndy sinh vo1 céac thuat toan ddi xung la vi¢c trao ddi khoa. Cac bén
tham gia giao tiép doi hoi duge chia s¢ mot bi mat 1a “khda”, “kh6a” can dugc trao
d6i gitta ho qua mot kénh thong tin an toan. An toan cta thuit toan khoa ddi xtimg
phu thudc vao do mat cia khod. Khoa thuong c6 d dai hang tram bit, tuy thudc vao

thuat toan duogc sir dung. Vi thong tin ¢ thé trung chuyén qua cac diém trung gian

S6 héa boi Trung tam Hoc liéu — Pai hoc Thai Nguyén http://www.Irc-tnu.edu.vn



