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MO PAU

Trong nhitng nim gan day, viéc xam nhap, tin cdng mang cua hacker va téi pham
mang nhiam vao cac hé thong may tinh & Viét Nam va trén thé giéi co xu huéng ngay
cang gia ting, gdy nhiéu hau qua nghiém trong vé kinh té va chinh tri.

CAc cudc tin cong vao cac hé théng may tinh co thé duoc tién hanh bang nhiéu k§
thuat khac nhau. Trong d6, dic biét co cac cudc tin cdng thong qua khai thac 15 hdng bao
mat cua hé thdng va ung dung. Do mét sé eng dung hién nay thuong st dung cac ma
ngudn m& nén cé nhiéu 13i s& gy ra céac 16 hdng, din dén cac hé thdng sir dung cac phan
mém nay c6 thé bi tan cong.

Chinh vi vay, viéc tim kiém, phat hién cac 16 hong trén hé théng may tinh dé hiéu
duge co ché va ky thuat xam nhap ching 1a can thiét trong phong chéng su tin cong caa
hacker vao hé théng.

Pay 1a Iy do dé ching tdi lya chon dé tai: “Nghién citu co ché tham nhdgp hé
théng may tinh théng qua 16 héng bdo mdt va i#ng dung trong céng tic dam bdo an
ninh mang”.

1. Muc tiéu cua dé tai

Tim hiéu cac 16 hong bao mat cua hé théng va ang dung, ban chat qué trinh tham
nhap tan cong cua hacker vao hé thong may tinh théng qua khai thac 156 héng bao mat va
dua ra phuong phap phong tranh dam bao an ninh may tinh va mang may tinh.

2. Noi dung nghién cau

Nghién ctiu, tim hiéu mot s 16 hong bao mat phé bién trén hé thong may tinh nhu:
16 hong bao mat wng dung Web, Internet Explorer, Window Microsoft,..

Nghién ctru cac phuong phap tham nhap hé théng may tinh trén co so khai thac cac
16 hong bao mat nhu: Buffer Overflow (tran bd dém), tin cong tir chéi dich vy, tan céng
Injection,...

Viét chuong trinh thir nghiém tan cong bang két hop phuong phép gy tran by dém
va cai dat vao may can tan cong thdng qua 16 hong bao mat.

Nghién ctru cac phuong phap, cong cu dé do tim, phat hién 16 hong bao mat théng
qua céc céng cu bao mat nhu: Retina, Backtrack,...

Dé xuat mot s6 phuong phap kiém tra va phét hién sy xam nhap.
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3. Phuong phap nghién ctru

Phuong phap tong hop: thu thap tai liéu, dbi chiéu, so sanh, phan tich, liét ke, dbi
sanh, truc quan, thuc nghiém,...

Phuong phéap chuyén gia: tim hiéu cac hé thng may tinh, xay dung hé théng hoan
chinh, cac phan mém phét hién 16 hong bao mat, tham nhap hé théng.

Nghién ciru ngdn ngir 1ap trinh dé viét chuong trinh gay tran by dém.

Phuong phap thuc nghiém: st dung mang may tinh dé thuc hanh xam nhap théng
qua 15 hdng bao mat.
4. CAu trac luan van

Chwong 1: TONG QUAN VE BAO MAT HE THONG MAY TINH

1.1. An toan bao mat thong tin

1.1.1. Khéi ni¢m an toan bado mgdt thong tin

Ngay nay, véi su phat trién bung nd caa cong nghé théng tin, hau hét cac thdng tin
cua to chirc, doanh nghiép nhu chién lugc kinh doanh, cac thong tin vé khach hang,... diéu
duge luu triv trén hé théng may tinh. Clng voi sy phat trién cia cac co quan, t6 chuc,
doanh nghiép la nhirng doi hoi ngay cang cao cua moi treong lam viéc nhanh chong, hiéu
qua nén thong tin can duoc chia sé cho nhiéu dbi tuong khac nhau thong qua madi truong
Intranet hay Internet. Viéc mat mat, ro ri thdng tin c6 thé anh huong nghiém trong dén tai
chinh, danh tiéng,... cia cc co quan, to chic.

Céc phuong thtc tan céng thdng qua mang ngay cang tinh vi, phic tap c6 thé dan
dén mat mét thong tin, tham chi c6 thé 1am sup d6 hoan toan hé théng théng tin cua to
chac. Vi vay an toan bao mat thong tin 12 nhiém vu rat ning né va kho doan trude duoc.

An toan bao mat (an ninh) théng tin 1a cach bao vé, dam bao cho tat ca cac thanh
phan cua hé théng may tinh bao gém dir liéu, thiét bi, co s& ha tang mang, va dam bao
moi tai nguyén duoc sir dung twong tng véi mot chinh sach hoat dong dwoc an dinh va
Véi chi nguoi c6 tham quyén twong Gng.

An toan bao mat thdng tin gém 3 huéng chinh sau:

- bam bao an toan théng tin tai may chu

- Bao dam an toan théng tin phia may tram

- Bao dam an toan thong tin trén dudng truyén

An toan bao mat thdng tin bao gom:
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- X4c dinh chinh sach céc kha nang, nguy co xdm pham hé thong may tinh, céc su
cb rui ro dbi véi thiét bi, dix liéu trén hé théng dé cd giai phap phu hop dam bao an toan
cho hé thdng.

- Panh gia nguy co tin cong cua hacker tac dong dén hé thong, su phat tan virus..
An toan bao mat hé thdng thdng tin 14 mot trong nhitng van dé cuc ky quan trong trong
cac hoat dong, giao dich dién tr va trong viéc khai théc, sir dung tai nguyén cua hé thong.

- X4c dinh chinh xac cap do an toan, danh gia nguy co, cac 16 hong khién hé théng
c6 thé bi xdm pham théng qua céch tiép can c6 cau trac. Xac dinh nhitng nguy co in cap,
pha hoai may tinh, thiét bi, nguy co virus, bo gian diép,.. nguy co x6a, pha hoai CSDL, an
cip mat khau,... nguy co ddi voi su hoat dong cuaa hé théng nhu nghén mang, nhidu dién
tir... Khi danh gia duoc hét nhitng nguy co anh hudng téi an ninh mang thi méi ¢é thé cé
duoc nhitng bién phép tot nhat dé ¢éam bao an toan cho hé théng.

- Str dung hiéu qua cac cong cu bao mat (nhu Firewall...) va nhirng bién phap,
chinh sach cu thé chit ché.

1.1.2. H¢ théng va tai san cia hé théng may tinh

Hé thdng 12 mot tap hop cac may tinh gom céc thanh phan phan ctng, phan mém
va dix liéu lam viéc duoc tich lily qua thoi gian.

Tai san cua hé théng bao gom:

- Phan ciing

- Phan mém

-Dir liéu

- C4c truyén thong giita cac may tinh cua hé thong

- Méi treong lam viéc

- Con nguoi

1.1.3. Ddc trung ky thudt cia an toan bao mgt

- Xac thyre (Authentification): Kiém tra tinh xac thuc cua mét thuc thé giao tiép trén
mang. Mot thyuc thé c6 thé 1a mot nguoi st dung, mot chuong trinh may tinh, hoiac mot
thiét bi phan cang. Céc hoat dong kiém tra tinh xéac thuc duoc danh gia 1a quan trong nhat
trong cac hoat dong cua mot phuong thirc bao mat. Mot hé thdng thong thuong phai thuc
hién kiém tra tinh xac thuc cta cac phuong thirc bao mat dya vao 3 mé hinh chinh sau:

+ P6i twong can kiém tra phai cung cap nhitng thong tin truéc, vi du nhu
password, hoic ma s6 thdng tin ca nhan PIN (Personal Infomation Number).

+ Kiém tra dya vao mo hinh nhiing thong tin di c6, d6i tugng kiém tra can phai
thé hién nhitng théng tin ma ching sé hitu, vi du nhu Private Key, hoac s6 thé tin dung.
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