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MO PAU

1. Ly do chon d@ tai: Hién nay, bao mat thong tin dang dong mot vai trd
thiét yéu trong moi hoat dong lién quan dén viéc ung dung cong nghé thong
tin.

Trong d6 Web Server ludn 1a nhimg ving dat mau m& cho cac hacker
tim kiém céac thong tin gia tri hay gy réi vi mot muc dich nao d6. Hiém hoa
c6 thé 1 tin cong tir chéi dich vu, quang céo cac website ¢6 noi dung khdng
lanh manh, x04, thay d6i ndi dung cac file hay phan mém chita ma nguy hiém
vv... Céc nha quan tri mang ludn phai dau dau, lo ling tim cac phuong phap
dé bao vé Web server va an toan thong tin cho toan b hé thong.

Xuat phat tir nhitng nhu cau trén, hoc vién quyét dinh lya chon dé tai
“Nghién ctu giai phap bao vé Web Server dua trén Reverse Proxy” mong
mudbn nghién ctru, danh gia kha nang bao vé Web Server va lya chon mét tng
dung dé ciu hinh va cai dit tha nghiém mé hinh cu thé. Uu diém cua giai
phap nay 1a chi phi dé xay dung hé théng bao vé Web Server 1a thap.

2. Poi twong va pham vi nghién ceu: Trong nhitng nam vira qua, hang
loat cac vu tan cong vao hé théng Web Server cta cac trang mang xa hoi tao
ra nhitng quan tam réat I6n trong cac nha quan tri hé théng mang thong tin.

Str dung Reverse Proxy la mot cach bao vé Web Server. Reverse Proxy
dung gitra mot Server va tat ca Client ma Server phai phuc vy, hoat dong nhu
mot tram kiém soét, cc request tur Client bat budc phai vao Reverse Proxy.
Tai Reverse Proxy sé kiém soat, loc bo cac request khong hop 1& va luan
chuyén cac request hop 18 dén dich cubi cung la cac Server.

Viéc bao vé Web Server ¢ nhiéu bién phap khac nhau, do do doi tuong

nghién ctru cua ludn van chi tdp trung vao viéc nghién ctru giai phap bao v¢
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Web Server dya trén Reverse Proxy. Sau d6 cdu hinh va cai dat thir nghiép
bang phan mém ma ngudn md NGINX.

3. Hwéng nghién ciu cia dé tai: Viéc nghién ctru va danh gia cac van
dé trong dé tai dua trén cac co sé khoa hoc va phuong phap luan nghién ctu
sau:

Hé thong ly thuyét tong quan vé bao mat trén Web Server; SSL; HTTPS;
Reverse Proxy.

Nghiém ctu md hinh trién khai hé théng mang bao mat cho Web Server
va cau hinh va cai dat thir nghiém Reverse Proxy bang phan mém NGINX.

4. Phwong phap nghién cttu: Thu nhap hé théng ly thuyét tong quan vé
bao mat trén web server; SSL; HTTPS; Reverse Proxy. Tham khao céac tai
liu lién quan ¢ trong nudc, nudc ngoai va trén Internet; st dung phuong
phap phan tich, liét ké, thuc nghiém,...

5. 'Y nghia khoa hoc ciia @é tai: Nghién ctu tim hiéu giai phap bao vé
Web Server dya trén Reverse Proxy, cdu hinh va cai dat thir nghiép bang phan
mém ma ngudn mé NGINX.

Vi diéu kién thoi gian c6 gidi han va ndng luc cia ban than, mdc di da
Co gang nhung dé tai chac co thé chira di sau phan tich hét cac khia canh, chi
tiet co lién quan. Kinh mong Thay hwéng ddn va Héi dong bao vé ludn van tot

nghiép cho Y kién déng gdp thém dé dé tai dwoc hoan thién hon.
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CHUONG 1:
TONG QUAN CAC GIAI PHAP BAO VE WEB SERVER

1.1.Téng quan Web Server

Web Server 1a may chu c6 dung lugng 16n, toc do cao, duogc dung dé luu
trir thong tin nhu mot ngan hang dit liéu, chira nhitng website da duoc thiét ké
cung véi nhitng thong tin lién quan khac (cac ma Script, cac chuong trinh, va
cac file Multimedia).

Web Server giri dén Client nhimng trang Web thong qua moi trudng
Internet qua giao thirc HTTP, HTTPS; giao thirc dugc thiét ké dé gui cac file
dén Web Browser va cac giao thirc khac.

Khi may tinh két n6i dén mot Web Server va guri dén yéu cau truy cap
cac thong tin tir mot trang Web nao do, Web Server s& nhan yéu cau va gui lai
nhitng thdng tin yéu cau. Giéng cac phan mém khac Web Server ciing chi 12
mot tng dung phan mém. N6 duoc cai dat, chay trén may tinh ding lam Web
Server, nho ¢6 chuong trinh ndy ma ngudi sir dung cd thé truy cap dén cac

théng tin cua trang Web tir mot may tinh khac ¢ trén mang Internet, Intranet.

e
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Hinh 1.1 M6 hinh hoat dong Web Server
Web Server con c6 thé duoc tich hop véi Database hay diéu khién viéc
két ndi vao Database dé cd thé truy cap va két xuat théng tin tir Database Ién
cac trang Web va truyén tai chung dén nguoi ding. Web Server phai hoat
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dong lién tuc 24/24 gio, 7 ngdy mot tuan va 365 ngay mot nim, dé phuc vu
cho viéc cung cap théng tin truc tuyén.

C6 nhiéu Web Server khéac nhau, viéc lya chon mot web server phil hop
s& dua trén céc tiéu chi danh gia. Kha ning 1am viéc véi hé diéu hanh, cac
ting dung khéc, thiét 1ap cac chuong trinh tng dung phia server, bao mat di
lidu, xuat ban trang web, céc cong cu hd tro khi xay dung céc trang web.

Hjén nay, c6 2 loai web server thong dung nhat 1a : Internet Information

Services (11S), Apache Web Server.

1.1.1. Internet Information Services (11S)

Internet Information Services (11S) la mét dich vu tuy chon caa Windows
Server cung cap cac tinh nang vé Web site.

Giai phap pho bién nhat ciia Microsoft cho mot web site 1a chay 1S trén
nén Windows Server. 1S 14 dich vu thdng tin Internet do Microsoft phat
trién, san pham nay duoc tich hop ciing véi hé diéu hanh Windows. Phién ban
méi nhat hién nay 1a IIS 7.0 dugc chay trén hé diéu hanh Windows Server
2003, 2008... Phién ban nay duoc Microsoft thiét ké lai dudi dang module,
vira ké thira wu diém caa nhiing phién ban trudc,vira ting cuong tinh bao mat
va on dinh. Nhiing diém dang chi y trong IS 7.0 bao gom:

11S 7.0 cung cap 2 cbng cu quan tri, mot dudi dang d6 hoa va mot dudi
dang dong Iénh. Nhirng cdng cu quan tri nay cho phép ban:

- Quan ly tap trung 11S va ASP.NET;

- Xem thdng tin, chan doan, trong d6 bao gdm cac thong tin real-time;

- Thay doi quyén trén cac ddi tuong site va tng dung;

- Uy quyén cdu hinh cac déi tuong site va @ng dung cho cac thanh vién

khdng c6 quyén quan tri;
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Hinh 1.2 Phan mém 11S7

Thay ddi cach thire lwu trir théng tin cau hinh 11S 7.0 va ASP.NET
vao mét vi tri, tir d6 cho phép:

- Cau hinh 11S va ASP.NET véi mot dinh dang théng nhat

- D& dang sao chép céc file cau hinh va néi dung cua site hoic tng dung
dén mot may tinh khac

D& dang chan doan va khic phuc sw ¢6 nhd vao thong tin real-time va
hé théng file log & mirc do chi tiét

IIS 7.0 dwoc thiét ké dwéi dang module, cho phép b sung ciing nhu
loai bo cac thanh phan tir Web Server khi can.

Kha ning twong thich cao ddi véi céc tng dung di trién khai trong cac
phién ban IIS trudc. Khi d6 trién khai 11S 7.0 ¢6 thé chay céac tng dung ASP
hoic ASP.NET 2.0 di duoc xay dung tir trudc ma khéng can phai thay doi ma
ngudn.

Trong 11S bao gém nhiéu dich vu dich vu nhu: dich vu Web Server, dich
vu FTP Server ... O ddy chi dé cap dén dich vu Web Server. 11S Web Server
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dap tng moi yéu cau chu yéu caa mot Web Server nhu: d6 tin cay, hiéu nang,
kha ning theo ddi giam sat, tinh bao mat va tinh kha thi trong viéc phat trién
cac dich vu ttng dung. T4t ca cac cai tién nay 1a két qua 1 su két hop chit ché
cling Véi cac tinh ning méi dugc cung cap trong hé diéu hanh Windows.
Nguoi ding c6 thé trién khai lién tuc cac tng dung mang 1én cac Server
véi noi dung mai nhat. 1S hd trg day du cac hé théng ngdn ngit lap trinh nhu
Visual Basic, Visual Basic Script, J scriptV" duoc phat trién boi Microsoft va
Java Conponent, ung dung CGI danh cho cac ngbn ngt lap trinh Web co s,

ISAPI mo rong va céc bo loc.

1.1.2. Apache Web Server

Apache Web Server dugc xem nhu mot su nd luc rat 16n trong viéc phét
trién va duy tri mot Web Server ma nguon ma cho cac hé diéu hanh, bao gom
Unix, Linux va Windows. Pay 1a mot Web Server hoi tu tat ca cac tinh ning:
bao mat, hiéu suat, mo rong va phat trién cung cap cac dich vy Web duoc
ddng bo trong cac chuan Web hién hanh.

Ciac dic diém néi bat caa Apache:

- Apache c6 thé chay két hop gitra ché do da xir ly va ché do da chi lénh.

- Hd tro nhiéu giao thirc: Apache duoc phét trién dé co thé phuc vu trén
nhiéu giao thuc khac nhau.

- Ngay cang hd tro tot hon cho cac hé diéu hanh khac nhu: Linux, OS va
Windows.

- Ngay cang phat trién va hoan thién cac APl (Application Program
Interface).

- H& trg IPV6.

- H tro nhiéu modul dung dé loc cac dong dit liéu dén hoic di tir server.
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Hinh 1.3 Phan mém apache

- H tro nhiéu ngdn ngix hién thi cac thdng béo 15i.
Ngay cang don gian va dé dang thiét 1ap cac tham s6 cho Web Server

qua céc file cau hinh.

1.2. Mét s6 phwong thwre tin cong web server

1.2.1. Authentication attacks

Authentication dong mot vai tro rat quan trong trong viéc dam bao tinh
an ninh ciia mot web application. Khi mot user cung cdp login name va
password dé xac thuc tai khoan ctua minh, web application cAp quyén truy
xuat cho user dya vao login name ma user nhap vao di duoc luu trong co s
dit liéu. HTTP ¢6 mdt sd phuong thurc xac thuc:

- Basic

- Digest

- Form-based.

- NTLM.
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- Negotiate.

- Client-side.

- Microsoft Passport.

Kiéu tin cong nay khong dua vao 16 hong an ninh trén hé diéu hanh va
phﬁn mém cta server. N6 phu thudoc vao muac do an ninh va phuc tap cua
password duoc luu trir va murc d§ kho khan dé cho attacker co thé tiép can
duoc server. Khi thuc hién tan cong nay, hacker co thé vuot rao xac thuc va
vao hé thong voi quyén truy xuat ma minh mong muén. V&i quyén ding nhap
cao nhat admin, hacker c6 thé toan quyén diéu khién hé thong web bi tin
cong.

Giai phéap t6t hon cho van dé nay 1a sir dung mot vai hinh thirc “multi-
factor authentication” (chimg thuc str dung nhiéu yéu t).

Vén dé & day 1a sttc manh tinh toan cua cac may tinh ngdy ndy ngiy
cang tang. Chung c6 kha nang xu 1y mot luong 16n dir li¢u chi trong mot
khoang thoi gian ngan. Mot “password” chi 1a mot chudi céc ky tu (co trén
ban phim) ma mot ngudi cin ghi nhé va cung cip cho may tinh khi can thiét
(nhu dé dang nhap vao mdy tinh, truy cap tai nguyén trén mang...).

That khong may, cac mat khau ma qua phuc tap dé ghi nhé dbi véi con
nguoi thi lai dé dang bi do ra boi cac cong cu “pasword cracking” trong mot
khoang thoi gian ngan dén kinh ngac. Céac kiéu tan cong nhu “dictionary
attack”, “brute fore attack” va “hybrid attack” thuong dugc str dung dé doan
va bé khoa mat khau.

Phuong thirc bao vé duy nhit chong lai nhitng “threat” nhu véy 13 tao ra
cac mat khau manh “strong password” (d6 dai cia mat khau thuong tir 8 ky
ty trd 1én, trong d6 bao gém ca chit cai in thuong/in hoa, chir s, ky tu dac
biét) va sir dung thém céc yéu t6 khac (van tay, smart card, vong mac mit,...)

cho viéc chung thuc.
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Nhung ngay ca khi ngudi ta ¢ thé nhd duge cac “strong password” (tit
nhién d6 phirc tap cta “password” ndy cin ¢ muc vira phai) nhu dai tir 12 dén
16 ky tu, thi van con céc van dé khac ma cac hé théng chung thyc chi dya vao

“password” phai doi mat.

1.2.2. HTTP Response Splitting

Ldi HTTP Response Splitting tin cong vao tng dung web va dién ra khi
n6 khong thé xir Iy dung cac thong tin ddu vao ngudi dung nhap.

Ké tdn cong tir xa co thé giri mot yéu cau HTTP dic biét lam cho may
cht web dinh dang yéu cau nham tudng rang nod chira 2 yéu cau HTTP chir
khong phai mot. Chi yéu cau thtr nhat duge xtr Iy boi nguoi st dung. HTTP
Response Splitting cho phép tién hanh mot luong 16n cac cudc tan cong kicu
nhu web cache positioning, deface, “cross-user defacement”, chin va an cip

thong tin nguoi dung va Cross site Scripting.

1.2.3. File Inclusion Attacks

Khi mdt trang web st dung cac 1énh include, require,... dé goi dén mot
file khac, so ¥ dé nguoi dung co thé thay d6i file can goi dén. Nhu vay
Website d6 dang dimg trudc nguy co bi tan cong File Inclusion. Tuy vao mirc
dd bao mat cua Server, hacker c6 thé include dén file trén Server d6 hoic
include dén file trén Server khac (remote include). Vi timg murc d6 hacker c6
thé c6 nhiéu cach dé up shell. Néu server kém bao mat thi ké tan cong co thé
doc duoc file cua toan bo hé thong, file cua cac Website khac trén cing may
chu do.

L3i nay dung dé tin cong local kiéu tdn cong may chu, website qua mot
site bi 18i trén may chu. Néu c6 quyén ghi, tat ca cac file co thé bi thay doi:
deface trang chu, chén mi doc dé thu thap thong tin ding nhdp, 4n dau

backdoor dé 1an sau vao tiép,...C6 thé iy thong tin truy nhap co s& dit liéu
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