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LOI CAM DOAN

T6i xin cam doan luan van “Nghién ciru thiét ké, img dung khéa dién tir
dam bdao an toan théng tin trong cdc giao dich dién t” nay la cong trinh
nghién ctru cua riéng t6i. Cac sb lidu sir dung trong luan vin 13 trung thyc.
Cac két qua nghién ctiru duoc trinh bay trong luan van chua timg duoc cong

bb tai bat ky cong trinh nghién ciru nao khac.

Tran Minh Khuong.
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DANH MUC CAC Ki HIEU, CAC CHU VIET TAT

AES Advanced Encryption Standard

DES Data Encryption Standart

DSA Digital Signature Algorithm

EEPROM Electrically Erasable Programmable Read-Only Memory
IDEA International Data Encryption Algorithm

ID Identification

IP Internet Protocol

IDEA International Data Encryption Algorithm

MD Message Digest

MIPS Mega Instruction Per Second

NIST National Institute of Standards and Technology
PIC Programmable Intelligent Computer

PIN Personal Indentification Number

PKI Public Key Infrastructure

RISC Reduced Instructions Set Computer

RSA Rivest — Shamir — Adleman

SHA Secure Hash Algorithm

USB Univeral Serial Bus
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MO DAU

Ngay nay, v6i su phat trién nhanh chong ctia cong nghé va cic mang
giao dich toan cau, viéc luu trir dit lidu va trao d6i théng tin ngdy cang don
gian va thun tién hon nhung bén canh do ciing nay sinh nhitng yéu cau cao
hon vé bao mat thong tin trong cac hé thong va tmg dung dién tir. Mat mi 1a
phuong phap an toan va hiéu qua nhat dé dam bao an toan, bi mat théng tin. C4c
két qua cua khoa hoc mat mi ngay cang duogc trién khai trong nhiéu linh vuc
khac nhau cta doi sdng — xa hoi, trong d6 phai ké dén rat nhiéu nhiing tmg
dung da dang trong linh vuc dan sy, thuong mai... Cac ing dung ma hoa
thong tin c& nhan, trao ddi thong tin kinh doanh, thyc hién cac giao dich di¢n

tr qua mang... dd ngay cang trd nén gan giii va quen thudc vi moi nguoi.

Céc thiét bi mang tin da dang vé chiing loai va ngdy cang dugc str dung
phd bién (USB, thé nhé, 6 cung di dong, mdy tinh xach tay...) rat thuan tién
trong st dung, nhung ciing dé mat an toan nhu bi thét lac, bi sao chép trom...
Céac phan mém gian diép, ma doc hai c6 thé 14y cap dir liéu da trd nén ngay
cang pho bién, dic biét 13 trong an ninh qudc phong nhu phan mém doc ban
phim (Keylogger) dé dang trg giup cho viéc ldy cdp mat khau, ma khoa....
Mot van dé khac 1a viéc mat an toan khi giri/nhan thu dién tir (email), khi sao
chép, in an hodc khi két ndi mang ciing thuong xuyén xay ra. Mot trong
nhing van dé chinh hay gip trong thuc té ctia cac hé thong ma héa hién nay la

van d¢€ an toan trong viéc sinh khoa, bao quan va st dung ma khoa.

Khoa dién tir (khoa ctng) 1a mot san pham sir dung chuan két ndi tuan
tu da dung USB (Univeral Serial Bus), c6 nghia 1a giao tiép vi may tinh
thong qua cong USB. Khong nhu cac USB luu trir dir liéu thong thudng, cac
san pham nay dugc ché tao boi nhiéu kiéu kién trac phan ctimg khac nhau, co

thé 1a chip EEPROM, hay Smartchip,... c6 chirc ning chinh 13 bao vé ban
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quyén phan mém, bao vé sourcecode, license ctia san phdm phan mém va ma
hoa dir ligu. Khoa cting da dugc nghién ctlru, san xuét va dua vao st dung rong
khiap trong linh vuc cong nghé thong tin néi chung va an toan thong tin ndi riéng
& trong cling nhu ngoai nude. Cac nganh nhu cong nghé phin mém, ngén hang,
an ninh bao mat... cling nghién ctru va str dung cac thiét bi khoa cimg va e-

Token trong viéc bao mat, chéng sao chép, chir ky so...

Hién nay, mot sb cong ty thir nghiém giai phap dung khoa ctng trong
bao vé dir li€u va bao vé ban quyén phén mém, mot sd loai nhu Hasp,
Rockey, Unikey, USB-token, SecureDongle,... Tuy nhién, day déu 1a cac san
pham nhap khau, vi vay kha ning phat trién nhiing img dung c6 st dung khoa
cting phai phu thudc vao nha cung cap nudc ngoai va cac thiét bj nay khong
dam bao c6 bi 16i cong hau (backdoor) hay khong. Gan diy khoa cimg bao vé

phan mém ciing da bj bé khoa nho céng nghé gia 1ap khoa ctng.

Véi mong mudn ap dung cic phuong phap ma hoa vao viéc bao mat di
lidu va trao d6i thu dién tir, ddng thoi timg bude tim hiéu, lam chil cong nghé
khoa cimg, tac gia chon dé tai: “Nghién civu thiét ké, irng dung khéa dién tiv
ddm bdo an toan thong tin trong cdc giao dich dién tir” nham nghién ctu, dé
xudt giai phap ung dung khoa ctng véi cac chirc ning: la thiét bi luu trit ma
khoa, dam bao nho gon, két ndi voi may tinh théng qua cong USB, két hop
dugc v6i phan mém ma hoa, c¢6 ID riéng cho timg thiét bi, c6 bo nhé di 16n
dé Iwu trit ma khoa, luu trix dit liéu, thuan tién trong su dung; xay dung phén
mém két hop véi khoa cing dé thyc hién viéc quan 1y ma khoa va mi hoa dix
liu.

Muc tiéu cia luan van

Nghién ctru san pham khod ctng tng dung trong viéc md hoa dir liéu

trén may tinh va khi trao d6i thu dién tir (email).
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Nghién ctru xay dung phan mém két hop véi khoa ctng thuc hién ma
hoa/giai ma dir li€u trén may tinh.
Nghién ctru thiét ké modul ma héa va giao tiép voi may tinh thuc hién

mi hoa ludng dir liéu khi thyuc hién giao tiép giita khoa ctng va may tinh.
Ting bude 1am chu thiét bi an toan bao mat co tich hop bén trong cac
thuat toan ma va giai ma.
Co s& khoa hoc va tinh thue tién ciia ludn viin

Xuat phat tir vai tro cia mat ma trong cac giai phap an toan thong tin -
nghién ctru va ung dung mat ma dé bao vé thong tin. Cu thé 1a nghién ciru
phuong phap mi hoa AES (Advanced Encryption Standard — chuan ma héa
nang cao) dugc Vién Tiéu chuan va Cong nghé Hoa Ky (NIST) chinh thirc
cong bd ngay 02/10/2000 va phuong phap ma hoa khoa cong khai RSA; cac
mo hinh thyc hién ma khdi trén nén céng nghé nhing, trong luan vin Gng

dung thuc hién trén chip vi xir 1y 16 bit tdc do cao.

Nghién ctru san pham khoéa ctng Gmg dung cac phuwong phap mé hoa
hién dai nham: bao vé dit liéu trén may tinh va khi trao ddi tin; 1am chu cong

nghé cac san pham an toan bao mat thong tin mang nhan hi¢u Vigét.

Két qua nghién ctru ctua dé tai gop phan lam rd cdc phuong phap ma
hoéa mai c6 tinh bdo mat cao, dua ra mot gidi phap cho viéc bao vé dir li€u

trén may tinh va khi trao doi thong tin.
NOi dung cia luan van dugec chia thanh cac chwong sau:
Chuwong 1: Dit vin dé

Trong chuong nay, nghién clru tong quan vé mat ma hoc, vai tro ctua

mat ma trong bdo ddm an toan bao mat dir liéu, mdt sO nguy co mat an toan

S6 héa boi Trung tam Hoc liéu — Pai hoc Thdi Nguyén http://www.Irc-tnu.edu.vn



