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LOI CAM DOAN

T6i xin cam doan, day 1a cong trinh nghién ctu cua riéng toi. Céac sb liéu va
két qua trinh bay trong luan an 1a hoan toan trung thuc va chua co tac gia ndo

cong b trong bat cir mot cong trinh ndo khéc.

Nguoi cam doan

Hoang Vin Thuc



LOTI CAM ON

Luan an nay duoc thuc hién tai Vién Khoa hoc va Céng nghé Quan sy -
B6 Qudc phong. Tdi xin bay to 10ng biét on sau sic téi Tién si Léu Pirc Tan,
Phé gido su - Tién si Bach Nhat Hong da tan tinh hudng dan va giap do toi
trong sudt qua trinh hoc tap, nghién ciru va hoan thanh luan an nay.

T61 xin cam on Vién Khoa hoc va Cong nghé Quan su la co sé dao tao
va don vi quan ly da tao moi diéu kién, hd tro, giup do toi trong qua trinh hoc
tap, nghién cuu.

Xin cam on Ban Co yéu Chinh phu, Hoc vién Ky thuat Mat md, Phan
vién Nghién ctru Khoa hoc Mat ma d& dong vién, hd tro, tao diéu kién cho toi
duogc hoc tap, nghién ctu.

T6i ludn ludn ghi nhé cong on ciia b me, gia dinh va xin danh 1o cam
on dic biét tdi vo con, nhitng ngudi da ludn & bén canh, dong vién va la chd
diwa vé moi mit gitip t6i vuot qua kho khin dé hoan thanh céc noi dung
nghién ctru.

Loi cubi cling, cho tdi bay to 10ng biét on chan thanh téi cac thay, cac
cd cua Vién Khoa hoc va Cong nghé Quan su, cac nha khoa hoc, dac biét 1a
nhitng nha khoa hoc c6 tham nién nghién ctru lau nam vé linh vyuc luan an
dang nghién ctru cling ban be, dong nghiép d4 ludn dong vién, chia sé, gitp
d toi trong sudt thoi gian qua.

Tac gida
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Vi

DANH MUC CAC KY HIEU, CAC CHU VIET TAT
Céc ky higu

d: S6 mii bi mat RSA.
e: S6 mii cong khai RSA.
F,: Truong cac so nguyén vai phép cong va phép nhan dugce rat gon

theo modulo p.
- Nhém nhéan cuc dai cia F,.
gcd(a,b):  Uéec sd chung 16n nhit cua a va b.

Imc(a,b):  Boi sb chung nho nhét cua a va b.

O(B): V6 cung 16n ¢& B, x = O(B) ton tai mdt hing sé dwong ¢ sao cho
Xx<cB.

ord,a:  Bac clia phan tir a trong nhom nhéan Z}, .

N: Tap cac sb ty nhién.

N: RSA modulus.

nlen: b6 dai RSA modulus tinh theo bit.

n,: b¢ dai p, tinh theo bit.

n: b¢ dai p,tinh theo bit.

n,: b¢ dai p, tinh theo bit.

n,: bo dai g, tinh theo bit.

n,: b¢ dai g, tinh theo bit.

n: b¢ dai p,, tinh theo bit.

N : b¢ dai gy, tinh theo bit.

P, Q: Cac s nguyén t6.

P, : U'6c nguyén té 16n nhat caa |p - q.

P, Udc nguyén té 16n nhit caa p - 1.



Vil

p,: U6c nguy@n t6 16n nhat caa p + 1.
Py U'éc nguyén t6 16n nhat cia p, —1.
0, U6c nguyén té 16n nhat cia q - 1.
ds,: U6c nguy@n té 16n nhat cua q + 1.
Oy U'éc nguyén t6 16n nhét cta g, —1.
plen: Do dai sb nguyén tb p tinh theo bit.
glen: Do dai s6 nguyén t6 q tinh theo bit.

Proof(p):  Chang nhan tinh nguyén té caa p.
Prob{x : y}: X&c suat xay ra bién cb y véi gia thiét x.

x modulo p: Phan du khi chia x cho p.

x| y: Chudi két qua cua viéc nbi chudi y vao chudi x.

[ x]: s6 nguyén m nho nhat sao cho m> x.

| x]: s6 nguyén m 1on nhat sao cho m<x.

Z: Tap cac sb nguy@n.

Z,: Vanh sé nguyén véi phép cong va phép nhan rit gon theo
modulo N.

Z,: Nhém nhén cyc dai cia vanh Z .

A(N): Bac (order) I6n nhat cta cac phin tir trong nhom 7,

o(N): S6 cac s6 nguyén 0<a< N thoa min ged(a, N) =1.

Céc chir viét tit

AES (Advanced Encryption Standard): Chuin ma ho4 tién tién.

ANSI (American National Standard Institute): Vién tiéu chuan qudc gia My
CA (Certificate Authority): Tham quyén ching thuc.

CBC (Cipher Block Chaining): Ché d6 m& mdc xich trong ma khi.



viii

ECDSA (Elliptic Curve Digital Signature Algorithm): Thuat toan chit ky sb
duong cong elliptic.

DES (Data Encryption Standard): Chuan ma hoé di liéu.

DH (Diffie-Hellman): Tén mot thuat toan trao d6i khoa.

DPA (Differential Power Analysis): Phan tich nang luong sai khac.

DSS (Digital Signature Standard): Chuan chir ky sd.

ECM (Elliptic Curve Method): Phuong phap phan tich sé dua trén duong
cong elliptic.

FIPS (Ferderal Infomation Processing Standard): Tiéu chuan xu Iy thong tin
lién bang (My).

FTP (File Transfer Protocol): Giao thuc truyén tép tin.

IE (Internet Explorer): Tén mot trinh duyét Web cta hdng Microsoft.

IETF (Internet Engineering Task Force): Nhom dic trach vé ky thuat
Internet.

IFC (Integer Factorization Cryptography): Mat md dua trén bai toan phan
tich s6 nguyeén.

l1S (Internet Information Server): Tén mot phan mém Web server ctia hdng
Microsoft.

ISO/IEC (Internatinal Organization for Standardization/International
Electrotechnical Comission): T6 chirc ban hanh chuan quéc t&/Uy ban dién tir
qudc té.

MD?5 (Message Digest): Tén mot ham bam mat ma.

MAC (Message Authentication Code): Ma xac thuc thong bao.

NFS (Number Field Sieve): Sang truong so.

NIST (National Institute of Standard and Technology): Vién cac tiéu chuan va
cdng nghé qubc gia (M¥).

NSS (Network Security Service): Dich vu bao mat mang.



