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LOI CAM ON

Em xin chan thanh cam on sy chi bdo tan tinh cia TS Phung Van On,
ngudi da tan tinh hudng dan, giup d& em trong sudt thoi gian thuc hién luan van.

Em xin chan thanh cam on PGS. TSKH Nguyén Xuan Huy — nguoi da
tan tinh giang day hudng dan, hudng dan hoc phan “An toan va bao mét
thong tin”, “phuong phap nghién ciru khoa hoc” 12 ngudn kién thirc chinh cho
luan van nay.

Em xin chdn thanh cam on thay, cd Vién Cong nghé thong tin cing quy
thay, co Truong DPai hoc Cong nghé thong tin va truyén thong — Pai hoc Thai
Nguyén da giang day, gilp d& dé chling em c6 duoc nhitng kién thirc quy bau
trong nhirng ndm hoc qua.

T6i xin chan thanh cam on cac ban dong nghiép Khoa Cong nghé thong
tin — Trudng Cao dang Kinh t - K§ thuat Vinh Phtic dd cung cip s6 liéu hién
trang hé théng théng tin nha trudng VA cing t6i tim hiéu hién trang bao mat hé
thong thong tin ctia nha truong, dua ra giai phap khac phuc cac nguy co bao mat.

Con cam on Cha, Me va gia dinh, nhitng ngudi di day d, khuyén khich,
dong vién con trong nhiing lic kho khin, tao moi diéu kién cho chiing con nghién
ctru hoc tap.

Mic du dd ¢b ging hét stic cing voi su tin tim cla thay gido hudng dan
song do trinh d§ con han ché, noi dung dé tai rong, mdi nén Luan van khoé tranh
khoi nhitng thiéu sot va han ché. Do vay em rat mong nhén duoc sy thong cam va
gop Y kién cua thay cb va cac ban.

Thai Nguyén, thang 01/2014
HOC VIEN

To Quang Hiép
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LOI CAM DPOAN

Tbi xin cam doan ludn vin “Nghién ciru vin dé bdo mat théng tin va
dé xudt gidi phdp bdo mat cho hé théng thong tin Truwong Cao ding Kinh té
- Ky thudt Vinh Phiic” nay 13 két qua nghién ctru cua riéng t6i. Céc sd liéu sir
dung trong luan van 13 trung thuc. Cac két qua nghién ctru duoc trinh bay

trong ludn van chua timg dugc cong bo tai bat ky cong trinh nao khac.
Thai Nguyén, thang 01/2014

HOC VIEN

To6 Quang Hiép
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ADSL Asymmetric Digital Subscriber Line

AES Advanced Encryption Standard

BCB Cipher Block Chaining

BSD Berkeley Software Distribution

CFB Cipher Feedback Mode

CPU Central Processing Unit

CTR Counter mode

DES Data Encryption Standard

DNS Domain Name System

DOS Disk Operating System

ECB Electronic code book

FEAL Fast Encryption Algorithm

FTP File Transfer Protocol

GNFS General Number Field Sieve ().

HAS Human Auditory System

ICMP Internetwork Control Message Protocol
IDEA International Data Encryption Algorithm)
IP Internet Protocol

ISA Internet Security Accelerator

LAN Local Area Network

MIPS Million instructions per second

NIST National Institute of Standards and Technology
NNTP Network News Transfer Protocol

NSA National Security Agency

NTFS New Technology File System

OFB Output Feedback Mode

PKCS Public Key Cryptography Standards
RSA Revised Statutes Annotated

SMTP Simple Mail Transfer Protocol
TCP/UDP Transmission control protocol/ User Datagram Protocol
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MO DAU

Véi su phét trién nhanh ctia cong nghé thong tin, hién nay da s dir liéu
duoc sb hoa va luu trix trong may tinh da tao nén sy thuan ti¢én cho con nguoi.
Su phat trién ciia mang may tinh da gitp con nguoi khai thac thong tin mot
cach dé dang nhung bén canh d6 ciing nay sinh van dé rat quan trong vé viéc
bao vé cac thong tin riéng cua ci nhan hay cua tap thé. Thong tin riéng (ca
nhan) co thé 1a mat khau ding nhap vao hé théng, chién luoc kinh doanh, cac
phéat minh sang ché chua duoc cong bd, ké hoach quan sy ... thdng tin nay
rat quan trong, néu bi 10 co thé s& anh huong 16m dén c4 nhan, to chirc, hé
théng vé moi mat nhu kinh té, chinh tri, thoi gian, con nguoi ...

Khi c6 duoc thong tin ding nhap hé théng théng tin thi co thé s& co
nhiéu quyén véi hé thong d6. Khi d6 cac thong tin trén hé thong co thé bi sira
ddi, chuyén cho nguoi khac, tham chi con co6 thé bi pha ca h¢ théng. Nhu vay
di lién voi phat trién hé théng thong tin thi bao vé hé thdng thong tin ciing 1a
van dé quan trong. DPé mot hé théng thong tin hoat dong chinh x4c, tin cay, an
toan dap (mg duoc nhu ciu cta ca nhan, tap thé thi can thiét phai 4p dung bién
phap, chinh sach bao mat. Bao mat thdng tin & cac phwong thirc nhim bao vé
tinh bi mat ctia thong tin. Phuong phép chil yéu 1a bién dbi thong tin dé ngudi
khac khong thé doc, khong thé hiéu dugc. Chi ngudi co tham quyén méi co
thé bién d6i nguoc lai dé doc duoc noi dung cuia thong tin do.

Tir xura con nguoi da c¢6 nhiéu cach bién do6i thong tin nham dam bao tinh
bi mat khi giri di nhu thay thé béng cac biéu tuong, ky hicu, viét nguoc, viét
vao gb sau d6 phu sap 1én, viét vao day quan quanh gy, dung hoa chat dé viét
khi ho néng s& hién chit ... Néu mot ngudi co dugc thong tin bién doi va biét
dugc phuong phap bién ddi thong tin thi dé dang biét cach dé doc dugc thong
tin. Vay dé giir bi mat thong tin can phai gitt bi mat ca phuong phap bién doi

thong tin.
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