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LOI CAM ON

Loi dau tién, em xin duoc gui 161 cam on sau sic dén TS.Nguyén Duy Minh,
nguoi thay da gitp d& em trong sudt qua trinh 1am khoa luan, dong thoi cling 1a
ngudi thiy da huéng dan em nhiing bude di dau tién dé kham pha maot linh vure day
bi 4n va thach thac — linh vuc an toan va bao mat di liéu.

Em xin dugC cam on céc thdy, cac c6 di giang day em trong sudt qua trinh
hoc tap. Nhitng kién thuc ma cac thay cac ¢ da day s&é mai 1a hanh trang gitp em
viing budc trong tuong lai.

Em ciing xin dugc gui 161 cam on dén tap thé 16p CK11G, mot tap thé 16p
doan két véi nhirg ngudi ban khong chi hoc gioi ma con ludn nhiét tinh, nhitng
ngudi ban da giup d& em trong sudt qua trinh hoc tap.

Cubi cung em xin duoc gui 16i cim on siu sac téi gia dinh em, nhitng nguoi
ludn kip thoi dong vién, khich I¢ em, gitip 46 em vuot qua nhitng kho khan trong
cudc sbng.

Thai Nguyén, thang 08 ndm 2014

Hoc vién

Vii Quéc Thinh
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PINH NGHIA, VIET TAT
Advanced Encryption Standard (AES) Tiéu chuan tién tién
Asymmetric key cryptography M4 hoa bat di xtng
Authentication Tinh xac thuc
Cipher text Ban ma
Concatenate frequency of pairs Tan s b d6i moc xich
Confidentiality Tinh bao mat
Cryptannalysis Tham mé
Cryptography Mat ma
Cryptology Mait ma hoc
Data Encryption Standard (DES) Tiéu chuan ma hda dit lidu
Decryption Gial ma
Encryption Ma héa
Frequency Tan s6
Integrity Tinh toan ven
Key seed Mam khoéa
Most Likelihood Ratio (MLR) Ty s6 hop 1y cuc dai
Non — repudation Tinh khong thé chdi bo
Plain text Béan 1o
Private key Khoa bi mat
Public key Khéa cdng khai
Relative frequency Tan sb trong d6i
Rivest, Shamir, & Adleman (RSA)
Symmetric - key cryptography M3 héa ddi xtng

S6 hoa bai Trung tdm Hoc liéu — Pai hoc Thai Nguyén http://www.lrc-tnu.edu.vn/




MUC LUC

0] 07N K0 ) RO i
DINH NGHIA, VIET TAT oottt eeee e eee et etese et e s s s eeease s esen s nneesens iv
IMUC LUC w.e ettt sttt en st v
DANH MUGC HINH VE. ...ttt s et en st eneseneeneeas viii
LOLNOIDAU......oooeeeeeeeeeeee oottt ss s s en s s s 1
CHUONG 1: TONG QUAN VE MAT MA KHOA CONG KHAI VA THAM MA .3
(O T TR 1A T 1<l TR TR 3
1.2. CAC KNl NIEM CO DAN c..ecviiiiiieicrie et 3
1.2, 1. IMIAE A ottt n et s et s ee e en e 3
1.2.2. MAEMA NOC....ciiiiiiiiiiic et b e ebbe e eareas 4
A B = 7: 1 1 (o BSOS 4
O =7 1 11 1 SRR 4
12,5, M RO, .ttt n et 4
1.2.68. GHAI ME ..ottt st n s s ee e en e 4
1.2.7. KA NIEM NE MAL MA ....ooiiiicie e 5

1.3. Phan 10ai CAC hE MAL MA.......ccociiiiiiii e 6
1.3.1. M hOa 81 XUNQ ...cvoveveeiceeeeiereeseeese st es s esteses s esnensnes 6
1.3.2. M N0 DAL AOT XUNG ....ocvoveeeeeeeeeveeeeeeeeeee s eeseesees st ses e 7

1.4. Tieu chuin d4nh id hé MAL MA........coveveieiieeeeeee s 10
1.5. HE MAL MARSA ..ottt ettt enannd 10
1.5.1. MO tA N8 MAL RSA ...ttt 11
1.5.2. TRUC thi NE RSA ...ttt 13
1.53. D6 antoan CUa hE RSA .......oo o 14

IO ST I =10 (1 1 T VO 15
1.6, 1. KNAT MM ..ottt 15
1.6.2. Cac budc co ban dé tién hanh thAM MA .........cccvveieeeeeeee e, 19

L7 KEETUAN oottt tenaed 26
CHUONG 2: CAC PHUONG PHAP THAM MA HE MAT MA KHOA CONG
S 7 O 27

S6 hoa bai Trung tdm Hoc liéu — Pai hoc Thai Nguyén http://www.lrc-tnu.edu.vn/




Vi

2.1. Tinhan toan cia hé MAL MA ......c.oooiiiii e 27
2.1.1. An t0An VO dHEU KIBN ....vvvveiecicciecesece et 27
2.1.2. An toan dugC Ching MINN........ccoiiiiii s 27
2.1.3. AN t0aNn tINN tOAN .......ociiiecec e 27

2.2. CAC KIEU thAM MA........ovviveiicieiie e 28
2.2.1. T4n cdng dang 1: Tim cach xac dinh kh6a bi Mat........ccccccvvvevvevrennennee. 28
2.2.2. Tan cong dang 2: Tim cach xac dinh DAN 18 .......c.oevvvevveeieieceeeeen, 30

2.3. Mot s6 s0 hd dan dén tan cOnNg hé MAt RSA ... 32
2.3.1. Biét (1) tim GUOC P, Qurrvreereeeerieseeeeeeeieet et eses st 33
2.3.2. BI&t SO Ml ZIAT B.v.vvvveovereececeeeeesese ettt ss st 33
2.3.3. Giao thirC €ONG CAUNG ..o s 34
2.3.4. Giao thirc 56 mil cONG Khai 1O ......cvvevcveeeeeeeesceee e 35
2.3.5. Giao thirC $6 mii bi MAL NNG .....coucvvivieeiecie s, 37
2.3.6. Trudng hop cac tham s6 p-1 va g-1 c6 cac udc nguyén té nho............. 39

2, KELTUAN ..ottt ettt ettt ettt ettt eneeenn 42

CHUONG 3: THU NGHIEM PHUONG PHAP THAM MA VOIHE RSA............ 44

3.1. M6 ta bai toan tan cong RSA str dung modul Chung ..........cceeeveevevnvrernenen, 44

3.2. Thuat toan tan cong giao thirc Modul N CAUNG........c.cvveveeveeereceeeceeeeeeeeeen, 44

3.2.1. Kiéu tan cong thir nhat: Tan cong dya trén cac s6 mi ma hoa nguyén td
CUNG NMNAU ...ttt st sttt e e ne e snesbe b e 44
3.2.2. Kiéu tan cong thir hai: Phan tich sé modul n bang cach tim cin bac hai
Khong tam thuong Cla 1 MO Ne.......c.veeeeeeeceeeeeeeee e 45
3.2.3. Kiéu tan cong thir ba: Str dung khda cong khai va bi mat ciia minh dé

sinh ra khda bi mat ctia ngudi ding KNAC .......ocooveieiiiiie, 47

3.3. Thir nghiém churong trinh..........cooeiiiiiiii s 48
3.3.1. CO SO IY ENUYRE oot 48
T [V F: 1 8 (0T o T 49
3.3.3. Danh gid Két QUA.......ccovverrereererereieene. Error! Bookmark not defined.
3.3 4. TG NGNIEM 1. ae e 51

38 AL TUAN oo 60
KET LUAN <.ttt ettt e et e et e et et et ee et s et et et et eteneeeen et eeaerenaens 61

S6 hoa bai Trung tdm Hoc liéu — Pai hoc Thai Nguyén http://www.lrc-tnu.edu.vn/




TAI LIEU THAM KHAO
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LOI NOI PAU

Tir khi con ngudi ¢6 nhu cau trao doi thong tin, thu tir véi nhau thi nhu cau
gilt bi mat va bao mat tinh riéng tu cta nhiing thong tin, thu tir d6 cling ndy sinh.
Hinh thire thong tin trao d6i pho bién sém nhat 13 dudi dang cac van ban, dé giir bi
mat cta théng tin ngudi ta d sém nghi dén cach che ddu ndi dung cic vin ban bang
c4c bién dang cac vin ban d6 dé nguoi ngoai doc nhung khong hiéu duoc, ddng thoi
¢6 cach khoi phuc lai nguyén dang ban ddu dé ngudi trong cudc van hiéu duge; theo
cach goi ngay nay thi dang bién doi ctia van ban dugc goi 1a mat mi cua vin ban,
cach 1ap ma cho mdt van ban dugc goi 1a phép 1dp ma, con cach khoéi phuc lai
nguyén dang ban dau goi 1a phép giai ma. Phép 1ap ma va phép giai ma dugc thuc
hién nho mot chia khoa riéng nao dé6 ma chi nhitng ngudi trong cude duoc biét va
n6 dugc goi 1a khoa 1ap ma. Ngudi ngoai du ¢ ldy duoc ban mat ma trén duong
truyén ma khong c6 khoa mat ma thi ciing khong thé hiéu duoc ndi dung cua vin
ban truyén di.

Trong sd cac phuong phap dam bao an toan thong tin thi phuong phap mat
ma héa (Cryptography) duoc st dung rong rii va dam bao an toan nhat. Tuy nhién
phuong phap mat ma hoa khong tot (mic du viée quan 1y khda ma duoc gia thiét 1a
an toan) thi rat nguy hiém. Vay lam thé nao dé danh gia duoc chét luong ciia mot hé
mi 1a t6t? C6 nhiéu phuong phap danh gia chat lugng ciia mot hé mat nhu phuong
phéap Entropy cua Shannon, nhung phuong phap tot nhat va truc quan nhat, d6 1a
phuong phép phan tich tryc tiép ban mi khi khong c6 khda ma trong tay ma ngudi
ta thuong goi 1a thdm ma (Cryptannalysis).

Hi¢n nay thdm ma cling 1a moét linh vuc cling thuong dugc quan tdim nghién
ctru nhung it khi duoc cong khai, hodc cong khai khong ddy di. Su hiéu biét vé cac
phuong phap tham ma hién nay & trong nudc néi chung dang con rat han ché. Tuy
d3 c6 nhiéu cong trinh nghién ctru vé thim ma nhung viéc dua ra hé quy trinh tham

mi va chuong trinh thim ma van ¢ muc do hep va kho khian trong tmg dung thuc té.

S6 hoa bai Trung tdm Hoc liéu — Pai hoc Thai Nguyén http://www.lrc-tnu.edu.vn/




Xuat phat tir thuc té d6, dé gop phan ting cuong d6 an toan cho cac hé mat
ma hién dai nham goép phan bao vé an ninh thong tin trong tinh hinh méi nén em da
chon dé tai “Tim hiéu mét sé phwong phdp tham ma hé mdt ma khéa cong khai
teng dung trong bdo mdt dir ligu” nham nghién ctru va tng dung.

Trong khuon khé dé tai dugc giao, luan vin duoc trinh bay trong 3 chuong.
Co phﬁn mé dau, phﬁn két luan, phén muc luc, tai liéu tham khao. Céac ndi dung co
ban cda luan van duogc trinh bay nhu sau:

Chuong 1: “Téng quan vé mdt ma khéa cong khai va tham ma”. O chuong
nay, luan van trinh bay chi tiét vé lich st cling nhu cac khai niém vé cac hé ma
thudc dong ma truyén thong ciing nhu dong ma dbi xiang, ma bat ddi xung gitp
chung ta hiéu co s& 1y thuyét vé cac hé mat ma. Van dé tham ma néi chung va tham
mi dbi voi hé mat RSA ciing dugc em trinh bay k§ trong chuong nay.

Chuong 2: “Cac phwong phap thim ma hé miat ma khéa cong khai”.
Trén co s& hiéu cac hé mét duoc trinh bay & chuong 1, dé c6 cai nhin tong quan vé
van dé tham ma d6i voi hé mat RSA va trén co so trinh bay cac phuong phap tham
ma da téng két lai cac phuong phap va danh gia két qua cua phuong phép nhu: cac
tan cong co ban - modul chung, tin cong vao s6 mii cong khai hodc sé mii bi mat
nhd, giao thuc cong chung...

Chuong 3: “Thir nghiém phwong phap tham ma véi hé RSA”. Qua nghién
clru cac phuong phap tham mi trong chuong 2, chuong 3 dé xuat phuong phap tan
cong giao thirc sir dung hé mat ma RSA c¢d modul n chung. Pé minh ching cho
phuong phap nay, ludn van xay dung thuat toan va cai dat chuong trinh thur nghi¢ém
trong hé bao mat.

Do mitc d6 phuc tap cua cong viéc tham ma 1 rat [on nén bai toan dat ra véi
gia thiét ngudi tham ma biét duoc céc thong tin va ban ma duoc ma hoa boi RSA tir
ban r6 twong ng 14 mot thong diép dang Text. Tur gia thiét nay xay dung thuat toan

dé xac dinh knda mat K da st dung dé ma hoa ciing nhu tim ra ban rd twong (ng.
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