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GIAO THUC TRUYEN THONG COAP TRONG MANG CAM BIEN KHONG DAY

Pham Thinh Nam’, Dao Manh T_uﬁn, Nguyén Thj Thao
Trutmg Dat hoe Cong nghé Thong tin va Truyén thong - DH Thdi Nguyén

TOM TAT

Viée 4p dung edng ngh¢ 1PV6 trong mang vo tuyén ¢4 nhén tiéu thy nang lugng thp trong d6 c6
mang cim bién khéng ddy da tao diéu kién thuan lgi cho tién trinh tich hop cac mang ndy vio
mang Internet. Song song véi viéc s dung IPV6 trong cdc mang nay, giao thirc CoAP
(Constrained Application Protocol) cfing dugc phét trién dé hé g cho viéc truy cdp cac tai nguyén
dir ligu cia cAc mang nay bing céch sir dung céc tinh nang cua cong nghé RESTful Web va tir d6
gitp cho viée tich hop céc mang nay vao Web.

Bai bdo ciia chiing t6i t4p trung vao cdng nghé RESTful WSNs. Trinh by vé giao thire CoAP, lam
di bat Ién nhimg diém khdc biét chinh gitra giao thic CoAP va HTTP déng thoi dua ra cac kér
qua cia mél trién khai thyc nghiém dom gidn chi ra nhimg wu diém cia giao thirc CoAP trong céc
diu kign vé mit nang lugng so sénh véi giao thic HTTP. Trong bai bio chiing 14i trién khai giao
thirc CoAP ciing véi cong nghé 6LowPAN trong hé diéu hanh Contiki 2.6 véi cac nit mang cam

bién khéng diy Tmote Sky.

Tir khéa: Mang cam bién khong ddy, Web applications, Web of Things, REST, CoAP

GIOI THIEU

Nhirng tién b ghn day trong viéc phat trién
céc img dyng trong Iinh vuc mang cam bién
khong day (WSN) cing voi viée sir dung
cong nghé P trong viéc xic d|nh dja chi
nguon tai nguyen mang cam bién da tao ra
nhirng thay di 16n trong mang Internet. Hang
ty céc thiét bi théng minh s& dugc két ndi vao
mang Internet dudi mét dang chung goi la
cdng nghé Internet of Things (1oT). Cong
nghé 10T s& cho phép két ndi gita méi truong
vt ly véi méi trudng sb (mang Intemet), tao
ra cac kha ning cing cac thach thic thu vj
cho c4c mién img dung da dang, chéng han
nhu: céng-to do ning lugng thdng minh, giam
sat stc khoe thong minh, nha tu dong héa...
Viéc sir dung cong nghé gan dia chi [P trén
cdc thiét b dién tr nhing gin diy dugc dé
xudt boi lien minh IPSO (IP cho cic dbi
tugng théng minh), lién minh cdc nha vién
thong — cong nghé théng tin va cac nha phat
trién trong linh vuc mang cam bién khong
diy. Ciing trong thoi diém nay, IETF da tién
hanh chuan héa giao thic 1Pv6 danh cho cic
mang khéng day c4 nhan ¢ mat mat va tiéu
thy ning lugng thip (LLNs) trong dé co

* Email: ptnam@ictu.cdu.vn

mang cam bién khéng déy, chuin ndy dugc
goi 12 6LoWPAN [9]. Chudn mdi nay cho
phép sir dung dia chi [Pv6 cho cic mang nang
lugng thép va cdc mang ¢6 hiéu nang han ché,
cic mang vO tuyén ndy theo chuin IEEE
802.15.4 [11]). Ngoai chuAn 6LoWPAN,
nhém 1am viée IETF ciing tién hanh chuin
héa mét giao thic dinh luyén méi cho chc
mang c6 mit m4t va tiéu thy nang lugng !hép
nay goi la giao thirc RPL (10].

Mt trong nhitng uu diém chich cia giao thirc
IP cho cic mang khong diy tiéu thy néng
lugng thip dé 13 cho phép str dung céc kién
triic dich vu Web chudn ma khéng cAn phai
sir dung cdc gateway trung gian. Do d6, cac
thiét b théng minh (smart objects) trong d6
¢6 cac nit mang cam bién khong diy khong
chi duoc tich hop vao mang Internet mi con
duge tich hop vao Web. Viéc tich hop nay
dugc goi la cong nghé Web of Things (WoT).
Uu diém cua cong nghé WoT dé 12 céc (mg
dung cia chc thiét bj théng minh nay duogc
xdy dyng trén kién trac REST [1]. Trong mdt
kién tric REST, mot ngudn tai nguyén 1a mot
ddi tugmg triru tuong dugc diéu khién boi
mdy chi va duge nhén dang bai dja chi URI.
Cac ngubn tai nguyén cia céc déi tuong
thdng minh ndy dugc trinh by duéi cac dinh

77



Pham Thanh Nam va Dig

Tap chi KHOA HOC & CONG NGHE

132(02) 77 - 82

dang tily ¥ nhu: XML hogic JSON. Ngudn ti
nguyén nay dugc truy cip va thao tac bai mdt
giao thirc 16p img dung dyra trén céc tuong tic
clienVserver va cic thi tyc request/response.
Kién traic REST khéng bi phu thude vao mdt
glao thie 16p ung dung cy thé nao, tuy nhién
phin 1gn céc kién troc REST hign nay déu
dua trén giao thac HTTP. Giao thic HTTP
thao tic tai nguyén da trén cac phuong thic
GET, POST, PUT,...

Kién triac REST cho phép chay cAc img dyng
IoT va cac tuong tic M2M (machine-to-
machine) dugc phét trién trén dinh cla céc
dich vy Web, c6 kha ning chia sé va sir dung
lai duge. Cac nlit mang cam bién tr& thanh
cic ngudn tai nguyén triru twong duge nhin
dang bdi cac dia chi URJ, duoc trinh bay véi
dinh dang dif liéu tuy y va dugc thao téc dir
liéu voi ciing phuong thire nhu HTTP.

IETF da xdy dyng mét nhom 1am viée 4é tién
hanh chudn héa mét kién troc REST trong céc
mdi trudng mang bj han ché (constrained
networks) goi la CoRE Working Group.
CoRE da dua ra mdt kién tric hinh thap cac
dich vy Web danh cho mang cic dbi tugng
thiét bj dién tir thang minh. CoRE da dinh
nghia mdt giao thirc truyén din dit ligu gitra
mang cac dbi tugng thiét bj dién i théng
minh va Web dya trén kién tnic REST goi 2
CoAP. CoAP bao gbm cac chirc nang gidng
voi HTTP, céc chirc nang nay dugc thiét ké
lai dé phi hop v&i méi trudng mang cb cong
sudt xur ly va tiéu thy nang lwong thip trong
cac thiét bi dién tir nhing nho nhu 13 cac nat
mang cam bién. D& giao thirc nay phi hop véi
cong nghé 10T va cac img dung M2M, mét sé
chic nang khac duge thiét ké danh riéng cho
giao thirc.

Clng v6i cong nghé 6LoWPAN ngdy cang
trg 1én kha dung, cong nghé WoT s& ngay
cang dong vai trd quan trong trong cdng ddng
nghién ciru. Da c6 nhidu nghién ciu khac
nhau v kién tric REST/HTTP cho mang cam
bién khong ddy gin ddy dwoc phac trién.
Trong nghién ciru [2] da A€ xuét mét kién trite
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REST cho phép cac thiét bi truc tiép quing bi
dit liéu cia ching. Trong (3], tic gid dé xuht
mdt khung lam viéc REST/HTTP ap dung
cho Iinh virc nha ty 8gng (home automation)
Trong [4] da d& xudt mét toolkit cho phép
ngudi ding tao ra cac dich vy Web cung cﬁp
boi mat thiét bi cy thé va tu déng khai pha
ching theo giao dién REST APL. Céc tac gia
trong 5} chi ra phuong thirc cac tng dung
khéc nhau c6 thé duge dyng 1én tai dinh cia
kién tric RESTful WSNs. Trong nghién cin
[6] minh hoa mét trién khai thye té cia cia
kién troc RESTful WSN.

Cé mét dic diém chung 1a cdc nghién ciu
truée chi tap trung vao nghién ciru kién tric
RESTful WSN tuy nhién chua sir dung giao
thirc CoAP. Nhém CoRE gin day mai bt diu
tién hanh chuin héa va xdy dung giao thirc
CoAP vi thé né mai bt déu duge xem xét
dén trong céc nghién ciu v& kién ric
RESTful WSN.

Trong nghién ciru ndy, ching tdi trinh bay v
kién tric RESTful WSN dya trén giao thic
CoAP. Chiing t3i trinh bay theo cac phin sau:
trong phin 1l ching 13i gidi thiéu vé giao thic
CoAP - lich sir phat trién va cac kién tric cia
giao thirc; phan 111 chung t6i trinh bay trién
khai ctia giao thirc CoAP trong hé diéu hanh
Contiki ddng thai ciing trinh bay cach trién
khai giao thic HTTP trong hé didu hanh
Contiki tir 46 dua ra céc so sanh danh gi4;
phan 1V 12 két luan cua nghién ciru.

GIAO THUC TRUYEN THONG COAP

Vo thang 3 nam 2010, nhom lam viée IETF
CoRE Group da tién hanh chuin héa giao
thitc CoAP. CoAP 1a mot giao thic truyén
dan dit lidu Web duoc tdi uu danh cho mang
¢6 tai nguyén han ché trong cic img dyung loT
v M2M. CoAP dua trén kién tric REST
trong d6 c4c ngudn tai nguyén duge cung cip
b&i cac may chi triru tugng va ching dugc
xéc djnh boi cac dija chi URL Cac taj nguyén
c6 thé duge thao tac theo cic ! rong thic
gibng voi giao thire HTTP: GT, Py T, POST
va DELETE.
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Giao thirc CoAP khéng phai mang muc dich
nén HTTP. N§ bao gém mdt tip con clc tinh
nang cia giao thirc HTTP nhumg di dugc
thiét ké lai dé phi hgp cho cac thiét b c6
cong suit xir ly vA nang lugng tiéu thy thip
nhur la céc ndt mang cam bién. Thém vao dé,
cic co ché khic nhau d3 dugc diéu chinh va
mét vai chiric ning méi da dugc thém vao dé
tao ra mdt giao thirc phd hop vdi cac ng
dung loT va M2M. Ngin xép giao thirc HTTP
v CoAP dugc minh hoa theo so dd hinh 1.

HTTP Request/Response CoAP

Transaction
TCP UDP
P B6LOWPAN

Hinh 1, So sdnh ngén xép giao thicc HTTP va CoAP
Sur khéc nhau ddu tién gita HTTP v CoAP
chinh la I6p giao vin. HTTP dua trén giao
thire diéu khién chuyén phat TCP. Co ché
didu khién ludng ctia TCP khéng thich hop
véi cac mang bj han ché vé mal cong suAt xir
ly va n;'mg lugng tiéu thy thip, cung vGi chi
phl truyén tin I6n, thoi gian trao ddi dir llcu
ngﬂn Ngoai ra TCP khéng hd trg truyén
multicast va tuong ddi nhay cam v6i cac nit
di déng. Giao thirc CoAP su dung phuo‘ng
thic truyen UDP do d6 né ¢6 chi phi truyén
tin thap va hé trg viée lruyen multicast.

Giao thirc CoAP dugc 16 chirc theo hai 16p.
Lép Transaction xir ly cac bén tin don dugc
trao ddi giita cac diém dAu cudi vcn nhau. Cic
ban tin trao ddi trén lép nay gdm bén loai:
Confirmable (CON) - can ¢6 ban tin phic dap
Ack, Non-confirmable (NCON) - khong cin
ban tin Ack, Acknowledgment (Ack) - ban tin
diing dé phuc dap lai qu4 trinh trayén bén tin
CON, Reser ~ dé biéu thj rang mdt ban tin
CON di duge nhin tuy nhién né bj 13i trong
qué trinh xir ly. Lop Request/Response chju
trach nhiém cho viéc truyén phat céc yéu ciu
va cic ddp ung danh cho viéc thao tac va
lruyén dén tai nguyén mang. Dy la 16p dugc
thiét ké theo kién tric REST. Mot yéu cau
REST thudng 1a ban tin CON hosic NCON,
trong khi mét dap img REST thudng lién
quan 16i ban tin Ack.

Viéc sir dung hal 16p ndy cho Phép giao thirc
CoAP cung cap co ché truyén tin cady ma
khong cén sir dung giao thic TCP. Trén thuc
1é, mot ban tin CON duwoc truyén phat lai sit
dyng mot thei glan cho mac d|nh va (uﬁn theo
phan b ham sé mi giita cac lén truyén, cho
dén khi bén nhan giri lai ban tin Ack. Ngoai

ra né con cho phep truyén khéng dong b6,

day chinh la yéu cdu chinh cia cic ing dung
IoT va M2M. Khi mét mdy chi CoAP nhén

duoc mét yeu ciu ma khong thé xur ]y ngay
lap tirc, n6 ddu tién thira nhdn viée tiép nhin
ban tin va gtri nguoc tra lai dap img. Cac lhe
bai duoc sir dung cho viée phdi hop (ruyen
nhin cac request/response trong truyén din

khéng déng bj.

Mot trong nhimg muc dich cua viéc thiét ké
giao thirc CoAP la duy tri chi phi giri tin nho
nhét c6 thé va han ché viéc sur dung phan

manh. Giao thirc HTTP luén ¢4 chi phi gui tin

16n. Diéu ndy ngy y viéc phan manh géi va

suy giam hiéu sut cia cac mang LLN. Giao
thirc CoAP sir dung mét khéi co d dai cb
dinh 4 byte nhi phén dung cho header theo
sau boi cac thy chon nhj phan. Mot yéu chu
théng thudng cb d§ dai header tr 10 — 20
bytes. Phin tiép theo chi ra nhimg uu diém

noi bat vé chi phi truyén tin cua giao thurc
CoAP so sanh véi HTTP trong diéu kién cac
nit mang sir dung ngudn nui 14 pin.

Nguén tai nguyén trén mot may cha CoAP
thudmg thay d6i lién tuc theo thai gian, giao
thirc cho phép quan st fién tuc su thay déi
ciia ngudn 1ai nguyén ndy tir mot may chent.
Diéu ndy duoc thuc hién theo cich sau: may
client (may quan sat) s& dang ki n6 véi ngudn
1ai nguyén (ddi tuong quan sat) bing cach giri
mét yéu chu GET dén méay chi. May chi
CoAP thiét 1ap mdt méi lién hé quan sét gitra
may client va nguén 13i nguyén né nim giur.
Thoi gian cia viéc duy tri méi lién hé nay
dugc tuan theo thi tuc dang ki [14].

Mic du giao (hl’lc CoAP vin con dang trong
qua trinh phit trién nhung da c6 nhiéu dang.
trién khai khac nhau cia né. Hai hé diéu hanh
duqc biét dén nhiéu nhét danh cho mang cam
bién khéng day 4 1a Contiki OS va Tiny OS
43 hd trg sin mot dang trién kbai cua giao
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thite CoAP (chiing i s& giGi thiéu chi tiét
trong phan sau). Thém véo d6, c6 hai thu vién
ma nguén md duoc thiét ké dac bist danh cho
mang cam bién khéng day do la: licoap dugc
viét biing ngén nga C va CoAPy [20] dugc
viét bing ngén ngir Python.

DANH GIA SU TIEU THY NANG LUGNG
CUA GIAO THUC COAP

Mang cam bién khéng déy véi cdc nit mang
thi ngudn ning lugng cung cép cho cac nit
niy chi yéu 13 sit dyng pin Viée sit dung giao
thic UDP 1am giao thirc giao vén va viéc
giam Kich thudc tiéu dé header cia goi tin
lruyén da mang lai y nghia quan trong trong
viéc cat thién cbng sudt tiéu thu va thai gian
sbng ciia pin trong mang cim bién khong day.
Dé danh gi4 higu nang cia giao thirc CoAP so
sénh vai giao thirc HTTP, ching t5i trién khai
mét thyc nghlem don glan Diéu tién ching (6i
tao ra nhiéu chc yeu chu dang céc dich vy
Web giira hé théng méy client va CoAP
server (chinh la cdc nit mang cam bién). Tiép
sau d6 la cac may client va HTTP server.
CoAP server dugc trién khai béi cdc nut
mang cam bién Tmote Sky chay trén hé diéu
hanh Contiki v&i chuén 6LoWPAN/RPL cia
16p mang va giao thirc CoAP & 16p ing dung.
Viéc trién khai giao thirc CoAP di c6 sin
trong h§ diéu hanh Contiki bao gdm bu hét
cac dic didm cia né, vi du nhu: ci phap va
nglr nghia cac message (CON, NON-CON,
ACK, RESET); cac phuong thirc (GET, PUT,
POST, DELETE...); cdc ma dap img; cic
trudng tdy chon; cdc dia chi URI va phuong
thirc kham pha tai nguyén dif ligu. May CoAP
client dugc trién khai b?mg cich chay thu vién
libcoapl] trén hé diéu hanh Linux Ubuntu véi
viée sir dung mot cong USB Contiki-gateway
d& két ndi v6i mang cam bién khéng day.

[T @

/ Database
ToFrom e ToFrommp
et s wen

Hinh 2. M6 hinh thiec nghiém déanh g giao thirc
CoAP va HTTP
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M4y chu HTTP server cfing tuong tu 14 cic
niit mang cam bién Tmote Sky va ciing duge
trién khai trong h¢ diéu hanh Contiki. Viée
trién khai giao thic CoAP va HTTP duoc
chiing tbi trién khai trén hé di¢u hanh Contiki
2.6 vi dua trén thu vién coap-07 internet-
draft. My HTTP client duge tao ra bing cach
thay thé thu vién libcoap [18] bing c¢URL
[19], né 12 mét dang cira sd dong 1énh dé tao
ra cac chirc ning cta HTTP. Trong ca hai
thuc nghiém ndy, mdy client s& tham do tii
nguyén tai may server sau mdi khoang thdi
gian 10 gidy trong vong 20 phit bing cich
g céc request vé dir liéu nhiét d6 va do im
ciha nit mang cam bién dang nim gitr. Khi s
dung giao thirc CoAP thi mt request sé€ tuan
theo dinh dang sau: GET
coap'//{<node_ip_address>]:<port_number
>/readings, trong d6 node_ip_address chinh
12 dja chi TPv6 cua nit mang cam bién (thong
thudmg s€ dudi dang dja chi IPv6 rat gon);
port_number 14 dia chi cbng cia nit (véi
CoAP thong thudng 13 5683; readings chinh
13 131 nguyén dir Jiéu ma may client gui yéu
chu (trudmg hop nay la nhiét 46 va do Am).
Khi str dung giao thirc HTTP thi yéu cu cia
né s& tuan theo dinh dang sau: GET
hitp://{note_ip_address]:<port_number>/rea
dings trong 86 y nghia cac tham s gic‘mg nhr
trong truémg hop giao thirc CoAP.
Trong ca hai truong hop, may server s& tra vé
céc dép (g chinh la tai nguyén cua nat mang’
cam bién trong mét t¢p JSON (Java Script
Object Notation). JSON 12 mét dbi tuong
dang céc ky tir danh cho vige trao déi di liéu
gitra clienUserver. Mat vi du v& tai trong
payload cia dap (mg tra vé& nhu sau:
{“sensor”.: “0212:7400:0002:0202 ”,
“readings”:{"hum".31, “temp”:23.1)},
trong d6 nit mang cam bién duge xac dinh
béng bdn nhom cudi trong dia chi IPv6, hum
la di¥ liéu 48 m va temp 1a dir liéu nhiét do.
Giao thirc CoAP cung hd trg viée dinh dang
dir liéu theo chudn khic nhr 13 XML
(Extendsible Markup Language). Tuy nhién,
SU ruom ra va viée phan tich ca phap phirc 1ap
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ctia XML d3n dén ngén ngir nay khéng thich
hop danh cho cic déi nrong 14 cdc nit mang
cam bién.
Béang 1 minh hoa sy so sanh giira giao thirc
HTTP v CoAP trong diéu kién vé sé byte
dugc truyén trong mdi phién truyén, cbng
suit tiéu thy va thdi gian sdng cia pin. Ca hai
giao thirc nay déu dugc trién khai trén cdc nit
mang cam bién Tmote Skype véi ngudn nuéi
la Pin.
Cong sudt tiéu thy duge tinh todn sir dyng
cong cu Energest, day la mdt céng cu cho
phép tinh to4n cbng suét tiéu thu ciia nat cam
bién Tmote Sky[16].

Bang 1. So sdnh giiza giao thirc COAP va HTTP

Application  Bytes per- .
Protocol transaction Power  Lifetime

CoAP 154 0.744mW 151 days

HTTP 1451 1.333mW 84 days

cac img dung ToT va M2M, nhu 13 truyén
multicast, truyén théng khéng dong bo.
Khéng gidng vai HTTP, CoAP sir dung
phuong thirc truyén din UDP do d6 s& giam
chi phi ciia géi tin. Bai bao niy cia ching t8i
cling minh hpa mt so sanh danh gi4 vé mit
ning lugng tidu thu vi sb byte sir dung cho
viée truyén tin giita giao thac CoAP va
HTTP. So sanh cta ching 16i dugc tién hanh
rén cic nit Tmote Sky. Va dugc trién khai
trén hé diéu hanh Contiki 2.6. Két qua cta so
sinh cho thdy giao thic CoAP sir dyng sb
byte dé truyén dir lidu ft hon va cé thoi gian
hoat déng cia pin cac nit mang cam bién ldu
hom so véi viée sir dung giao thirc HTTP.
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CONSTRAINED APPLICATION PROTOCOL

IN WIRELESS SENSOR NETWORK

Pham Thanh Nam®, Dao Manh Tuan, Nguyen Thi Thao
College of Information and Communication Technology - TNU

Our paper focuses on RESTful Web technology in WSNs. Description CoAP protocol and its
architecture, highlighting the main differences between the protocols HTTP and CoAP and give
the results of an experiment carried out simply the advantages of CoAP protocol in terms of
energy compared with the HTTP protocol. In the paper we implement CoAP protocol with
6LoWPAN technology in Contiki OS 2.6 for the Tmote Sky wireless sensor network motes
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