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I GIAO THirc TRUYEN T H 6 N G C O A P TRONG MANG CAM BIEN KHONG DAY 
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Trudng Dai hoc Cong nghe Thong tin vd Truyen thong - DH Thdi Nguyen 

TOM T A T 

Viec ap dung c6ng ngh^ IPv6 trong mang v6 tuyfin ck nhan tieu thu nang lugng thSp trong do c6 
m^g cam bian khong day dS tao di6u ki?n thuSn Igi cho tiSn trinh tich hgp ckc mang n^y vao 
mang Internet, Song song vdi viec sii dung IPv6 trong cac mang nay, giao thtrc CoAP 
(Constrained Application Protocol) cung dugc ph t̂ triln dl h6 trg cho viec truy cSp cac t̂ i nguyen 
da lifu cua cac mang nay bang cdch su dung cac tinh nang cua cong nghe RESTful Web vk tu do 
giilp cho viec tich hgp ckc mang n^y vao Web. 
Bai bio cua chiing toi tap trung vko cong ngh6 RESTfiil WSNs. Trinh hky vl giao thiic CoAP, lam 
noi b t̂ lan nhOng dilm khac biet chinh giua giao thac CoAP va HTTP d6ng thoi dua ra cac kit 
qua cua mgt triln khai thuc nghifm don gian chi ra nhung uu dilm cua giao thuc CoAP trong cac 
dilu ki|n vl mat nSng lugng so sdnh vol giao thiic HTTP. Trong b î bio chiing toi triln khai giao 
thuc CoAP Cling v6i c6ng nghe 6LowPAN trong he dilu hanh Contiki 2.6 vai cdc nut mang cam 
biin khong day Tmote Sky. 
Tu- kh6a: Mgng cdm biin khong day, Web applications, Web of Things, REST, CoAP 

Gl6l THIEU 

Nhung tien bo g4n day trong vi8c phat trien 
cac ung dung trong ITnh vuc mang cam biin 
khong dSy (WSN) cung vai vi$c su dung 
cong nghe IP trong viec xac djnh dia chi 
nguon tai nguyen mang cam bien da tao ra 
nhCfng thay dSi lan trong mang Internet. Hang 
ty cac thiet bj thong minh se dugfc kit n6i vao 
mang Internet duai mot dang chung gpi la 
cong nghe Internet of Things (loT). C6ng 
nghe loT se cho phep ket noi giira moi trudng 
v3t ly vdi moi trudng s6 (mang Internet), tao 
ra cac kha nang cung cac thach thiic thii vi 
cho cac mien ling dung da dang, chang h^n 
nhu: c6ng-to do nang lugng thong minh, giam 
sat sue khoe thong minh, nha tu dong hoa... 
Viec sir dung cong nghe gan dja chi IP trSn 
cac thiet bj dien tii nhung gan d3y dugfc de 
xuat bdi lien minh IPSO (IP cho cac doi 
tugng thong minh), lien minh cac nha vien 
thong - cong nghe thong tin va cac nha phat 
trien trong ITnh vuc mang cam bien khong 
day. Cflng trong thdi diem nay, IETF da tien 
hanh chuan hoa giao thiic IPv6 danh cho cac 
mang khong day ca nhan co m4t mat va tieu 
thy nang lugng thSp (LLNs) trong do c6 
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mang cam bien khong day, chuan nay dugc 
goi la 6L0WPAN [9]. Chuan mdi nay cho 
phep sir dung dia chi IPv6 cho cac mang nang 
lugng thap va cac mang co hieu nang ban che, 
cac mang v6 tuyln nay theo chuin IEEE 
802.15.4 [11]. Ngoai chuan 6L0WPAN, 
nhom lam viec IETF cung tien hanh chuin 
hoa mgt giao thiic djnh tuyen mdi cho cac 
mang c6 mat mat va tieu thu nang lugng thip 
nay ggi la giao thiic RPL [10]. 
Mgt trong nhirng uu diem chinh ciia giao thiic 
IP cho cac mang khong day tieu thu nang 
lugng thap do la cho phep su dung cac kiln 
triic dich vu Web chuan ma khong can phai 
su dung cac gateway trung gian, Do do, cac 
thiet bi thong minh (smart objects) trong do 
CO cac nut mang cam bi6n khong day khong 
chi dugc tich hgp vao mang Internet ma con 
dugc tich hgp vao Web. Viec tich hgp nay 
dugc ggi la cong nghe Web of Things (WoT). 
LTU dilm ciia cong nghe WoT do la cac ling 
dung cua cac thilt bi thong minh nay dugc 
xay dung tren kien triic REST [1]. Trong mgt 
kien tnic REST, mgt nguon tai nguyen la mot 
doi tugng triiu tugng dugc dieu khien bdi 
may chu va dugc nhan dang bdi dja chi URL 
Cac nguon tai nguyen ciia cac doi tugng 
thong minh nay dugc trinh bay dudi cac djnh 
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dang tiiy y nhu: XML hoac JSON. Nguon tai 
nguyen nay dugc truy cap va thao tac bdi mgt 
giao thuc Idp ling dung dua tren cac tuong tac 
client/server va cac thu tuc request/response. 
Kiln true REST khong bj phu thugc vao mgt 
giao thiic Idp ung dung cu the nao, tuy nhien 
phin Idn cac kiln triic REST hien nay deu 
dua tren giao thiic HTTP. Giao thuc HTTP 
thao tac tai nguyen dua fren cac phuang thiic 
GET, POST, PUT,... 

Kiln triic REST cho phep chay cac ling dung 
loT va cac tucmg tac M2M (machine-to-
machine) dugc phat trien tren dinh cua cac 
dich vu Web, co kha nang chia se va sii dung 
lai dugc. Cac mit mang cam biin trd thanh 
cac nguon tai nguyen triru tugng dugc nhan 
dang bdi cac dia chi URI, dugc trinh bay voi 
dinh dang du lieu tiiy y va dugc thao tac dir 
lieu vdi ciing phuang thuc nhu HTTP, 
IETF da xay dung mgt nhom lam viec de tien 
hanh chuan hoa mgt kien true REST trong cac 
moi trudng mang bi ban che (constrained 
networks) ggi la CoRE Working Group. 
CoRE da dua ra mgt kien triic hinh thap cac 
dich vu Web danh cho mang cac doi tugng 
thiet hi dien tir thong minh. CoRE da djnh 
nghTa mgt giao thiic truyen dan dii lieu giira 
mang cac doi tugng thiet bi dien tir thong 
minh va Web dua tren kien tnic REST ggi la 
CoAP. CoAP bao g6m cac chiic nang gi6ng 
vdi HTTP, cac chiic nang nay dugc thiet kl 
lai de phii hgp vdi moi trudng mang co cong 
suat xir ly va tieu thu nang lugng thap trong 
cac thiet bi dien tu nhung nho nhu la cac nut 
mang cam bien. De giao thiic nay phii hgp vdi 
cong nghe loT va cac ling dung M2M, mgt so 
chiic nang khac dugc thiet ke danh rieng cho 
giao thirc. 

Cling vdi cong nghe 6L0WPAN ngay cang 
trd len kha dung, cong nghe WoT se ngay 
cang dong vai trd quan trgng trong cgng ddng 
nghien ciiu. Da co nhieu nghien ciiu khac 
nhau va kien triic REST/HTTP cho mang cam 
bien khong day gan day dugc phat trien. 
Trong nghien ciiu [2] da de xuit mgt kiln triic 
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REST cho phep cac thilt bi true tilp quang ba 
du lieu ciia chiing. Trong [3], tac gia dl xuit 
mgt khung lam viec REST/HTTP ap dung 
cho ITnh vuc nha tu dgng (home automation)^ 
Trong [4] da dl xuit mgt toolkit cho phep 
ngudi dimg tao ra cac djch vu Web cung cap 
bdi mgt thilt bi cu thi va tu ddng khai pha 
chiing theo giao dien REST API. Cac tac gia 
trong [5] chi ra phuong thiic cac ling dung 
khac nhau co thi dugc dung len tai dinh cua 
kiln true RESTful WSNs. Trong nghien ciru 
[6] minh hga mgt triln khai thuc t l cua cua 
kiln true RESTful WSN. 
Co mgt dac dilm chung la cac nghien ciiu 
trudc chi tap trung \ko nghien ciru kiln true 
RESTful WSN tuy nhien chua sir dyng giao 
thii'c CoAP. Nhom CoRE gin dSy mdi bat diu 
tiln hanh chuan hoa va xay dung giao thirc 
CoAP vi thi no mdi bat diu dugc xem xet 
den trong cac nghien cii'u ve kien triic 
RESTful WSN. 

Trong nghien cii'u nay, chiing toi trinh bay ve 
kien triic RESTful WSN dya tren giao thiic 
CoAP. Chung t6i trinh bay theo cac phin sau; 
trong phan II chiing toi gidi thieu ve giao thiic 
CoAP - lich sir phat triln va cac kiln true cua 
giao thirc; phan III chiing toi trinh bay triln 
khai ciia giao thiirc CoAP trong he dilu hanh 
Contiki dong thdi cung trinh bay each trien 
khai giao thiic HTTP trong he dilu hanh 
Contiki tir dd dua ra cac so sanh danh gia; 
phan IV la ket luan ciia nghien ciru. 
GIAO THUC TRUYEN THONG COAP 
Vao thang 3 nam 2010, nhdm lam viec IETF 
CoRE Group da tien hanh chuin hoa giao 
thuc CoAP. CoAP ia mgt giao thiirc truyin 
din da lieu Web dugc tdi uu danh cho mang 
CO tai nguyen ban chi trong cac ung dung loT 
va M2M. CoAP dua tren kiln true REST 
trong dd cac ngudn tai nguyen dugc cung cip 
bdi cac may chu triru tugng va chiing dugc 
xac djnh bdi cac dia chi URI. Cac tai nguyen 
CO the dugc thao tac theo cnc pl^rong thirc 
gidng vdi giao thuc HTTP: GliT, PUT, POST 
va DELETE. 
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Giao thiic CoAP khdng phai mang muc dich 
nen HTTP. Nd bao g6m mgt tap con cac tinh 
nang cua giao thuc HTTP nhimg da dugc 
thiet ke lai dl phii hgp cho cac thilt bj co 
cong suat xii 1̂  va nang lugng tieu thy thip 
nhu la cac mit mang cam bien. Them vao dd, 
cac CO che khac nhau da dugc dilu chinh va 
mgt vai chiic nang mdi da dugc them vao dl 
tao ra mgt giao thiic phii hgp vdi cac irng 
dung loT va M2M. Ngan xIp giao thirc HTTP 
va CoAP dugc minh hga theo so d6 hinh 1, 

Request/Response J' 
Hinh 1, So sdnh ngdn xep giao thirc HTTP vd CoAP 
Su khac nhau dau tien giiia HTTP va CoAP 
chinh la Idp giao van. HTTP dua tren giao 
thirc dieu khi8n chuyen phat TCP. Co che 
dieu khien ludng ciia TCP khong thich hgp 
vdi cac mang bi ban che ve mat cong suat xu 
ly va nang lugng tieu thy thap, ciing vdi chi 
phi truyen tin Idn, thdi gian trao doi du lieu 
ngSn. Ngoai ra TCP khong ho trg truyen 
multicast va tuong d6i nhay cam vdi cac nut 
di dgng. Giao thiic CoAP su dung phuong 
thiic truyen UDP do dd no co chi phi truyen 
tin thip va h6 trg viec truyen multicast. 
Giao thiic CoAP dugc to chiic theo hai Idp. 
Lap Transaction xir ly cac ban tin don dugc 
trao d6i giiia cac diem dau cu6i vdi nhau. Cac 
ban tin trao doi tren Idp nay gdm bon loai: 
Confirmable (CON) - can co ban tin phuc dap 
Ack, Non-confirmable (NCON) - khong can 
ban tin Ack, Acknowledgment (Ack) - ban tin 
diing dl phiic dap lai qua trinh truyin ban tin 
CON, Reset — de bieu thi rang mgt ban tin 
CON da dugc nhan tuy nhien nd bi loi trong 
qua trinh xir ly, Ldp Request/Response chiu 
trach nhiem cho viec truyen phat cac yeu cau 
va cac dap ling danh cho viec thao tac va 
truyen dan tai nguyen mang. Day la ldp dugc 
thilt kl theo kien triic REST. Mgt yeu ciu 
REST thudng la ban tin CON hoac NCON, 
trong khi mgt dap ihig REST thudng lien 
quan tdi ban tin Ack. 

Viec sir dung hai Idp nay cho phep giao thirc 
CoAP cung cap co che truyen tin cay ma 
khong cSn su dung giao thiic TCP. Tren thuc 
te, mgt ban tin CON dugc truyen phat lai sir 
dung mgt thdi gian chd mac dinh va tuan theo 
phan bo ham so mu giiia cac lan truyin, cho 
den khi ben nhan giri lai ban tin Ack. Ngoai 
ra no con cho phep truyin khong dong bg, 
day chinh la yeu cau chinh cua cac irng dung 
loT va M2M. Khi mgt may chu CoAP nhan 
dugc mot yeu cau ma khong the xir ly ngay 
lap tuc, nd dSu tien thira nhan viec tiep nhan 
ban tin va gui ngugc tra l̂ i dap ung. Cac the 
bai dugc sir dung cho viec phoi hgp truyen 
nhan cac request/response trong truyin dan 
khong ddng bg. 

Mgt trong nhirng muc dich ciia viec thiet ke 
giao thiic CoAP la duy tri chi phi giii tin nhd 
nhat cd the va han che viec sii dyng phan 
manh. Giao thiic HTTP luon c6 chi phi giii tin 
Idn. Dieu nay ngy y viec phan manh goi va 
suy giam hieu suat cua cac mang LLN. Giao 
thirc CoAP sir dyng mgt khoi co do dai co 
dinh 4 byte nhi phan diing cho header theo 
sau bdi cac tuy chgn nhj phan. Mgt yeu call 
thong thudng co do dai header tii 1 0 - 2 0 
bytes. Phin tilp theo chi ra nhirng uu diem 
noi bat ve chi phi truyen tin ciia giao thirc 
CoAP so sanh vdi HTTP trong dieu kien cac 
niit mang sir dung nguon nuoi la pin. 
Nguon tai nguyen tren mgt may chu CoAP 
thudng thay ddi lien tuc theo thdi gian, giao 
thiic cho phep quan sat lien tuc sy thay d6i 
cua nguon tai nguyen nay tur mgt may client. 
Dilu nay dugc thuc hien theo each sau: may 
client (may quan sat) se dang ki no vdi nguon 
tai nguyen (ddi tugng quan sat) bang each gui 
mgt yeu cau GET den may chii. May chu 
CoAP thiet lap mot m6i lien he quan sat giira 
may client va ngudn tai nguyen nd nam gitf. 
Thdi gian ciia viec duy tri moi lien he nay 
dugc tuan theo thii tyc dang ki [14]. 
Mac dii giao thiic CoAP van con dang trong 
qua trinh phat triln nhung da co nhieu dang. 
trien khai khac nhau ciia no. Hai he dilu hanh 
dugc biet den nhieu nhit danh cho mang cam 
bien khong day do la Contiki OS va Tiny OS 
da ho trg san m6t dang triln khai ciia giao 
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thiic CoAP (chiing toi se gidi thieu chi tiet 
trong phin sau). Them vao do, co hai thu vien 
ma ngu6n md dugc thiet ke dac biet danh cho 
mang cam biin khdng day do la; licoap dugc 
vilt bing ngon ngir C va CoAPy [20] dugc 
viet bang ngon ngii Python. 
DANH GIA Sy' TIEU THU NANG L U Q N G 
C O A GIAO THlTC COAP 
Mang cam bien khong day vdi cac nut mang 
thi nguon nang lugng cung cap cho cac niit 
nay chii yeu la sir dung pin Viec six dung giao 
thiic UDP lam giao thiic giao viin va viec 
giam kich thudc tieu de header cua goi tin 
truyen da mang lai y nghTa quan trgng trong 
viec cai thien cong suat tieu thy va thdi gian 
s6ng cua pin trong mang cam bien khong day, 
De danh gia hieu nang ciia giao thiic CoAP so 
sanh vdi giao thiic HTTP, chiing t6i trien khai 
mgt thuc nghiem don gian. Dau tien chung toi 
tao ra nhieu cac yeu cau dang cac dich vy 
Web giua he thong may client va CoAP 
server (chinh la cac nut mang cam biSn). Tiep 
sau do la cac may client va HTTP server, 
CoAP server dugc trien khai bdi cac nut 
mang cam bien Tmote Sky chay tren he dieu 
hanh Contiki vdi chuan 6L0WPAN/RPL cua 
Idp mang va giao thurc CoAP d Idp ling dyng. 
Viec trien khai giao thiic CoAP da co san 
trong he dieu hanh Contiki bao gom hSu het 
cac dac diem cua no, vi du nhu: cii phap va 
ngii nghTa cac message (CON, NON-CON, 
ACK, RESET); cac phuang thiic (GET, PUT, 
POST, DELETE...); cac ma dap ling; cac 
trudng tuy chgn; cac dia chi URI va phuong 
thirc kham pha tai nguyen dir lieu. May CoAP 
client dugc trien khai bang each chay thu vien 
libcoapW tren he dieu hanh Linux Ubuntu vdi 
viec sir dyng mgt cong USB Contiki-gateway 
de ket noi vdi mang cam bien khong day. 

- ^ Dalabase >» 

Web server CoAP client 

Hinh 2. Md hinh thuc nghiem danh gid giao thicc 
CoAP vd HTTP 

May chu HTTP server cung tuong tu la cac 
mit mang cam biin Tmote Sky va cung dugc 
triln khai trong he dilu hanh Contiki, Viec 
triln khai giao thiic CoAP va HTTP dugc 
chiing toi trien khai tren he dieu hanh Contiki 
2.6 va dua tren thu vien coap-07 internet-
draft. May HTTP client dugc tao ra bing each 
thay thi thu vien libcoap [18] bang cURL 
[19], no la mgt dang cira so ddng lenh de tao 
ra cac chirc nang ciia HTTP. Trong ca hai 
thuc nghiem nay, may client se tham do tai 
nguyen tai may server sau moi khoang thdi 
gian 10 giay trong vong 20 phiit bang each 
giri cac request ve dii lieu nhiet do va dg am 
ciia mit mang cam biin dang nim giu'. Khi sir 
dung giao thiic CoAP thi mgt request se tuan 
theo djnh dang sau: GET 
coap-//[<node_ip_address>]:<port_number 
>/readings, trong do nodeJp_address chinh 
la dia chi IPv6 cua niit mang cam bien (thong 
thudng se dudi dang dia chi IPv6 riit ggn); 
portjiumber la dja chi c6ng ciia mit (vdi 
CoAP thdng thudng la 5683; readings chinh 
la tai nguyen dCr lieu ma may client giri yeu 
ciu (trudng hgp nay la nhiet do va do im). 
Kfhi su dyng giao thiic HTTP thi yeu ciu cua 
nd se tuan theo djnh dang sau: GET 
http://[noteJp_address]:<port_number>/rea 
dings trong do y nghTa cac tham s6 gidng nhu 
trong trudng hgp giao thirc CoAP, 
Trong ca hai trudng hgp, may server se tra ve 
cac dap ling chinh la tai nguyen ciia mit mang' 
cam bien trong mgt tep JSON (Java Script 
Object Notation). JSON la mgt doi tugng 
dang cac ky tu danh cho viec trao d6i dir lieu 
giira client/server. Mgt vi du vl tai trgng 
payload cua dap ting tra vl nhu sau: 
{"sensor": "0212:7400:0002:0202 ", 
"readings ":{"hum ":31. "temp ":23.}}}, 
trong do niit mang cam biin dugc xac djnh 
bang b6n nhom cu6i trong dia chi IPv6, hum 
la dir lieu do am va temp la da lieu nhiet do. 
Giao thirc CoAP cung h6 trg viec dinh dang 

dir heu theo chuin khac nhu la XML 
(Extendsible Markup Language). Tuy nhien, 
su rudm ra va viec phan tich cu phap phirc tap 
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ciia XML dan din ngon ngu nay khong thich 
hgp danh cho cac ddi tugng la cac niit mang 
cam bien. 

Bang 1 minh hga su so sanh giira giao thiic 
HTTP va CoAP trong dilu kien vl s6 byte 
dugc truyen trong mdi phien truyin, cong 
suat tieu thy va thai gian s6ng ciia pin. Ca hai 
giao thiic nay diu dugc triln khai tren cac nut 
mang cam bien Tmote Skype vai nguon nuoi 
la Pin. 

Cong suit tieu thy dugc tinh toan sii dung 
cong cu Energest, day la mgt cong cu cho 
phep tinh toan cong suat tieu thy cua niit cam 
bien Tmote Sky[16]. 

Bang \.So sdnh giiia giao thuc COAP vd HTTP 

Application Bytes per-
ProtOCOl transaction 

Power Lifetime 

CoAP 
HTTP 

154 0.744mW 151 days 
1451 I.333mW 84 days 

Cac tham s6 danh gia bao gom Bytes per-
transaction la sd byte truyen trong mgt phien, 
power la c6ng suat tieu thu, lifetime la thdi 
gian ho^t d6ng cua pin theo moi giao thirc. 
Nhu trong bang I, mdt phien truyin HTTP cd 
sd byte tdn gap 10 lan so vdi phien truyen 
CoAP. Dilu nay dat dugc la do trong CoAP 
da nen tep tieu dl header. Viec truyen dan vdi 
so byte Idn ban nay dua ra mdt suy luan la 
giao thiic HTTP se sii dung nhieu hoat dgng 
cho viec truyln/nh|in tdi niit mang cam biin 
hon va tieu thu cong suat Idn hon (1.33 mW 
trong HTTP so vdi 0.74 mW trong CoAP). 
Nhd sir dung luge do cong suit tieu thy ma ta 
cd the udc tinh dugc thdi gian boat dgng cua 
pin trong HTTP la 84 ngay ngin hon nhieu so 
vdi CoAP la 151 ngay. 
KET LUAN 

Trong bai bao nay chiing toi da trinh bay ve 
giao thiirc truyen thdng CoAP, mgt giao thiic 
Idp ling dung dugc thiet ke danh cho cac 
mang tieu thu nang lugng thap LLNs vdi kien 
true REST. Giao thiic CoAP cung cap viec 
thao tac nguon tai nguyen tuong tu nhu giao 
thiic HTTP. Ngoai ra, giao thiic CoAP con h6 
trg day dii cac chiic nang thdng thudng ciia 

cac ling dung loT va M2M, nhu la truyen 
multicast, truyen thong khdng ddng bd. 
Khdng gi6ng vdi HTTP, CoAP sii dyng 
phuong thiic truyen dan UDP do dd se giam 
chi phi ciia gdi tin. Bai bao nay ciia chiing toi 
ciing minh hga mdt so sanh danh gia ve mat 
nang lugng tieu thy va s6 byte sir dyng cho 
viec truyen tin giira giao thiic CoAP va 
HTTP. So sanh cua chiing toi dugc tiln hanh 
tren cac mit Tmote Sky. Va dugc triln khai 
tren he dieu hanh Contiki 2.6. Kit qua ciia so 
sanh cho thiy giao thiic CoAP sir dung sd 
byte de truyin dii Heu it hon va co thdi gian 
boat dgng ciia pin cac niit mang cam bien lau 
hon so vdi viec su dyng giao thiic HTTP. 
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SUMMARY 
CONSTRAINED APPLICATION P R O T O C O L 
IN WIRELESS SENSOR N E T W O R K 

Pham Thanh Nam , Dao Manh Tuan, Nguyen Thi Thao 
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Our paper focuses on RESTful Web technology in WSNs. Description CoAP protocol and its 
architecture, highlighting the main differences between the protocols HTTP and CoAP and give 
the results of an experiment carried out simply the advantages of CoAP protocol in terms of 
energy compared with the HTTP protocol. In the paper we implement CoAP protocol with 
6L0WPAN technology in Contiki OS 2.6 for the Tmote Sky wireless sensor network motes 
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