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PAT VAN DPE

Trong thoi gian gan day chung ta thudng nghe noi vé Wifi (Wireless Fidelity)
va Internet khong day. Thuc ra Wifi khong chi dugce dung dé két ndi Internet khong
day ma con dung dé két ndi hau hét cac thiét bi tin hoc va vién thong quen thudc
nhu may tinh, may in, PDA, dién thoai di d6ng ma khong can day cap ndi, rat thuan
tién cho nguoi sir dung.

Mang khong day 1a mot budce tién 16n ciia nganh may tinh. Truy cap Internet
tré thanh nhu cau quen thudc déi voi moi ngudi.

Tuy nhién, dé co thé két ndi Internet nguoi sir dung phai truy cap Internet tir
mot vi tri ¢d dinh thong qua mot may tinh két néi vao mang. Diéu nay doi khi gay
ra rat nhiéu khé khin cho nhitng nguoi sir dung khi dang di chuyén hodc dén mot
noi khong co diéu kién két ndi vao mang.

Xuat phét tir yéu cau ma rong mang Internet, WLAN di dugc nghién ciru va
trién khai ung dung trong thuc té. V&i nhiing tinh nang hd trg dap ung duoc bang
thong, trién khai lap dat dé dang va dap ung duoc cac yéu cau ky thuat, kinh té.
Chang han viéc sir dung cong nghé Internet khong day Wifi cho phép moi nguoi
truy cap va lay thong tin & bat ky vi tri nio nhu bén xe, nha ga, san bay, quan café,
trong co quan, khu ky tiuc xa hoc sinh sinh vién hay tham chi la cac khu du lich, san
golf, cac khu cong nghiép... & bat ky dau trong pham vi phu song cua Wifi.

Do dic diém trao d6i va khai thac thong tin trong khong gian truyén séng nén
kha nang thong tin bi 10 ri ra ngoai 1a diéu d& hiéu. Néu ching ta khong khac phuc
dugc diém yéu nay thi moi trudng mang khong day sé tré thanh muc tiéu cia nhitng
hacker xdm pham, gay ra nhiing su that thoat vé thong tin, tién bac....

Do d6 viéc quan tri h¢ théng mang khong day ludn duoC Sy quan tim cua
nhiéu cac cong ty va cac to chizc doanh nghiép va 1a mot van dé rat nong hién nay.

D6 ciing chinh 13 Iy do toi chon dé tai: ""Gidi phdp qudn tri nguwoi sie dung hé
théng mang Wifi dwa trén nén tang dich vu Radius va #ng dung tai Truwong Pai

hoc Lam nghiép"
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1. Poi twong nghién ciru
- Nghién ciru tong quan vé kién trac hé théng mang Wifi.
- Cac cong nghé, moé hinh quan tri mang.

2. Pham vi nghién cwru

- Thu thap cAc tai liéu lién quan, phén tich cic thong tin lién quan dén dé tai.
3. Phuong phap nghién ciru

- Két hop phuong phap nghién ciru tai liéu, phuong phap nghién ctru diéu tra
va phuong phap nghién cttu thuc nghiém.

- Trong luan vin st dung phwong phap nghién ciru tai liéu lién quan dén viéc
bao mat va ké thira két qua nghién cru caia mot s6 luan van, dé tai nghién ctu khoa
hoc. Trén co sé nghién ctru 1y thuyét co ban vé quan tri trong mang Wifi va tién
hanh xay dyng mé hinh quan trj thir nghiém xéc thuc ngudi dung bang Radius .

4. Hwéng nghién ctru caa dé tai

- Tim hiéu mé hinh kién trtc, giao thirc ctia mang WLAN 802.11.

- Nghién ctru cac phuong phap bao mat va cach bao mat trong hé théng mang
WIan 802.11.

- Toan bo ndi dung luan van dugc trinh bay trong 3 chuong:

Chuong 1.TONG QUAN VE MANG KHONG DAY

Chuong 2. QUAN TRI MANG WIFI DUA TREN NEN TANG DICH VU
RADIUS

Chuong 3. GIAI PHAP QUAN TRI HE THONG MANG WIFI TAI
TRUONG PAI HOC LAM NGHIEP
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Chwong 1. TONG QUAN VE MANG KHONG DAY
1.1. Gi6i thiéu chung vé mang khéng diy
1.1.1. Gigi thigu

Wifi viét tit tir (Wireless Fidelity) hay mang 802.11 hoic ciing c6 thé dugc sir
dung voi tén la mang Lan khong day (WLAN).

La hé thong mang khong day st dung séng vo tuyén, gidng nhu dién thoai di
dong, truyén hinh va radio. Hé théng nay da hoat dong & mot s san bay, quan café,
truong hoc, khach san... Hé thong cho phép truy cap Internet hoic chia sé va khai
thac dir liéu dung chung tai nhitng khu vuc cé song cua hé théng nay, hoan toan
khong can dén cap ndi. Ngoai cac diém két ndi cong cong (hotspots), Wifi co thé
dugc thiét 1ap ngay tai nha riéng.

1.1.2. Lich siz mang khong day
1.1.2.1. Lich si tén goi Wifi

Tén goi Wifi duoc bat ngudn tir viéc hop nhat cac chuan két n6i khong day tai
MY, khoi ngudn tir nim 1985. Nho su thanh cong ctia mang hitu tuyén Ethernet,
mot s6 cong ty bat dau nhan ra rang viéc xac 1ap mot chuan khong day chung 14 rat
quan trong.

Sau mot thoi gian thuong thdo, 6 cong ty bao gom Intersil, 3Com, Nokia,
Aironet (vé sau dugc Cisco sap nhap), Symbol va Lucent da tuyén bd lién két véi
nhau dé tao ra Lién minh twong thich Ethernet khong diy WECA. WECA ra doi voi
muc dich xac nhan san phdm cua nhitng nha cung cap mang phai twong thich thuc
su vO1 nhau.

Tuy nhién, cac thudt ngtt nhu “twong thich WECA” hay “tudn thu IEEE
802.11b” van gy bdi rdi dbi voi ca cong ddong. Cong nghé mébi can mot cach goi
thudn tién ddi v6i nguoi tiéu dung. Cac chuyén gia tr van dé& xuit mot sb cai tén nhur
“FlankSpeed” hay “DragonFly”... nhung, moi chuyén van ddm chan tai chd.

Cudi cung, mot cai tén “may mén” nhan duoc su déng thuan cta tit ca cac
phia: D6 1a tén goi Wifi. Nguoi ta Iy giai rang, cach goi “Wifi” don gian, d& nhé lai
nghe nhu c6 vé cong nghé chat luong cao béi nd gan véi tir hi-fi. Thé 1a cai tén Wifi

ra doi. Cach giai thich “Wifi c6 nghia 1a Wireless Fidelity” vé sau nay ngudi ta méi
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nghi ra. Chinh vi thé, thuc chit tén goi Wifi chi 1a mot cai tén dat ra cho dé goi
chtr khong c6 nghia gi ban dau.
1.1.2.2. Sw ra doi cia cong nghé Wifi

Wifi duong nhu con dic biét hon néu ban nhin vao xuit x&r cta nd: Trén thuc
té n6 da duoc sinh ra béi mot co quan Chinh phit My, tir mot ving quang phd vo
tuyén vén dugc nhiéu nguoi coi 1a "nhitng dai tin v6 nghia". Nhiéu khi, cic nha
kinh doanh céng nghé thuong phai dua vao Chinh phu dé cé thé tién hanh mot sé
phan viéc quan trong cua ho, d6 13 tai tro cho nghién ciru co ban va sau d6 1a mua
céc thanh pham khi chiing noi 1én trén thi truong. Nhung trong truong Wifi, Chinh
phi dudong nhu di rét tich cuc thuc hién mot sy d6i méi dan duong, nhu Mitchell
Lazarus, mot chuyén gia diéu hanh trong linh vuc vién thong di phat biéu: "Wifi 1a
mét tao hoa cua luat phap, né duoc tao ra chi yéu boi cac nha luat su hon 14 boi cac
Ky su".
1.1.2.3. Qud trinh di vao cugc song

Cong nghé két ndi cuc bo khong day da dugc chuin hoa, co tén théng nhét va
d3 dén lac can mot nha vo dich dé thuc day né trén thi truong. Wifi dd tim duoc
Apple, nha san xudt may tinh ndi tiéng voi nhitng phat minh cap tién. “Qua tao”
tuyén b6 néu hing Lucent c6 thé san xuit mot bo diéu hop adapter vé6i gia chua day
100 USD thi ho c6 thé tich hop mot khe cim Wifi vao moi chiéc may tinh xéach tay.
Lucent dap tng duoc diéu nay va vao thang 7/1999, Apple cong bd sy xuat hién cua
Wifi nhu moét su lya chon trén dong may iBook mdi ctia ho, sit dung thuong hi¢u
AirPort. Diéu nay d3 hoan toan lam thay ddi thi trudng mang khong day. Cac nha
san xuat mdy tinh khac 1ap ttrc 0 at lam theo. Wifi nhanh chong tiép cin v&i nguoi
tiéu dung gia dinh trong bdi canh chi tiéu cho céng nghé ¢ cac doanh nghiép dang
bi han ché nam 2001.
1.1.3. Uu diém cia mgng Wifi

* Sy tién lgi: Mang khong day Wifi ciing nhu hé théng mang thong thuong.
N6 cho phép nguoi dung truy xuat tai nguyén mang & bat ky noi dau trong khu vuc
dugc trién khai (nha hay vin phong...). V6i su bung nd cua may tinh xach tay va
cac thiét bi di dong hd tro Wifi nhu hién nay, diéu d6 that su rat tién loi.
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* Khd ndng di dpng: Véi sy phat trién cua cac mang khong diy Wificong
cong, nguoi dung cé thé truy cap Internet & bat ctr dau. Chang han & cac quéan Cafe,
nguoi ding c6 thé truy cap Internet khong ddy mién phi.

* Higu qud: Ngudi st dung c6 thé duy tri két ndi mang khi ho di tir noi nay
dén noi khac trong vong phu song cuia mang Wifi khong day.

* Trién khai: Thiét 1ap hé théng mang khong day Wifi can it nhat 1 Access
point (AP). V&i mang c6 dién trude day 1a sir dung cap, ton thém rat nhiéu chi phi va
nhitng khé khin trong viéc trién khai hé thong cap & nhiéu noi trong toa nha.

* Khd ning mé réng: Mang khong day Wifi dap Gng tic thi khi gia ting sb
lugng ngudi diung. Ban va nhiéu nguoi khac co thé s dung cuing mot lac ma khong
can phai két ndi bang duong cap nhu cach co dién trude day. Vi hé théng co dién
trude day néu ban muébn ting thém luong ngudi s dung mang trong hé théng dong
nghia véi viéc thing thém bo chia va cap rat 1a phic tap.

1.1.4. Nhwoe diém ciia mang Wifi

Mang khong day Wifi, ngoai rat nhiéu su tién loi va nhitng uu diém duoc dé
Cap & trén thi cling c6 cac nhuoc diém. Trong mot sb trudng hop mang khong day
Wifi ¢ thé khong nhu mong mudn vi mét sé 1y do.

* Bdo mdt: Pay c6 thé néi 1a nhuoc diém I6n nhat cia mang khong day Wifi,
boi vi phuong tién truyén tin hiéu 13 séng va mai truong truyén tin hiéu 1a khong
khi nén kha ning bi tin cong cua ngudi dung 13 rat cao. Tuy vay, hién nay cac thiét
bi phat Wifi ciing d3 duoc nha san xuit trang bi cac bién phap bao mat kha hitu hiéu,
dam bao an toan thong tin ca nhan cho nguoi sir dung.

* P tin cdy: Do phuong tién truyén tin hiéu 13 song vo tuyén nén viéc bi
nhiéu, suy giam...1a diéu khong thé tranh khoi. Pidu ndy gdy anh huong dén hiéu
qua hoat dong cta mang.

* Téc dp: Toc @6 Wifi hién nay c6 thé 1én dén 450Mbps theo cac cong nghé
m&i nhung van cham hon rat nhiéu so véi mang cap thong thudong (c6 thé 1én dén
hang Gbps).

* Phgm vi ciia hé théng: Voi mot mang chuan 802.11g, cac thiét bi chuan chi

c6 thé hoat dong tét nhat trong pham vi vai chuc mét. Hé thong nay phu hop trong
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mot can hd, Vi mot toa nha 1én thi hé théng lai khong dap tmg dugc nhu cau. Giai
quyét van dé nay can phai mua thém Repeater hay Access point, dan dén chi phi gia
tang 1én rat nhiéu.
1.2. Céc chuin théng dung cia mang khong day

Nim 1997, IEEE dua ra chuan mang noi bo khong day (WLAN) dau tién -
duoc goi 1a 802.11 theo tén cua nhom giam sat su phat trién cua chuan nay. Luc
nay, 802.11 st dung tan s6 2,4GHz va dung k¥ thuat trai phd truc tiép (Direct-
Sequence Spread Spectrum-DSSS) nhung chi hd tro bang thong tdi da 1a 2Mbps -
tdc do kha cham cho hau hét cac tng dung. Vi Iy do d6, cac san pham chuan khong
day nay khong con dugc san xuat nixa.
1.2.1. Chudn IEEE 802.11b

Thang 7 ndm 1999, IEEE bat dau mé rong chuan 802.11 ban dau va tao ra cac
dic ta ky thuat cho 802.11b. Chuan 802.11b hd tro toc do 1én dén 11Mbps, ngang
Vv6i toe do Ethernet thoi bay gio. Pay 1a chudan WLAN dau tién dugc chap nhan trén
thi truong, sir dung tan sé 2,4 GHz. Chuan 802.11b sir dung k thuat diéu ché khoa
mi bu (Complementary Code Keying - CCK) va dung ky thuat trai pho truc tiép
giong nhu chuan 802.11 nguyén ban. Vi loi thé vé tan sé (bang tan nghiép du ISM
2.4GHz), cac hang san xuét sir dung tan s6 nay dé giam chi phi san xuat.
1.2.2. Chudn IEEE 802.11a

Song hanh v6i 802.11b, IEEE tiép tuc dua ra chuan mg rong thi hai ciing dua
vao 802.11 dau tién 1a 802.11a. Chuan 802.11a sir dung tan s 5GHz, toc do
54Mbps tranh duoc can nhiéu tir cac thiét bi dan dung. Pong thoi, chuan 802.11a
cling st dung ky thuat trai pho khac véi chuan 802.11b - ki thuat trai pho theo
phuong phap da phin chia tin sb tryc giao (Orthogonal Frequency Division
Multiplexing-OFDM). Pay dugc coi 1a ki thuat troi hon so véi trai pho tryc tiép
(DSSS).Do chi phi cao hon, 802.11a thuong chi dugoc st dung trong cac mang
doanh nghiép, nguoc lai, 802.11b thich hop hon cho nhu cau gia dinh. Tuy nhién, do
tan s6 cao hon tan s6 cua chuan 802.11b nén tin hiéu cua 802.11a gap nhiéu kho khin

hon khi xuyén tudng va cac vat can khac.
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Do 802.11a va 802.11b sir dung tan sb khac nhau, hai cong nghé nay khong
tuong thich voi nhau. Mot vai hang san xuat bat dau cho ra doi san pham "lai"
802.11a/b, nhung cac san pham nay chi don thuan 1a cung cip 2 chuan séng Wifi cing
lac (may tram ding chudn nao thi két néi theo chuan do).

1.2.3. Chudn IEEE 802.11g

Nam 2002 va 2003, cac san pham WLAN hd trg chuan méi hon duoc goi 1a
802.11g ndi 1én trén thi truong; chuin nay cb gang két hop tét nhat 802.11a va
802.11b. 802.11g hd tro téc do 54Mbps va st dung tan sé 2.4GHz cho pham vi phu
song 16n hon. 802.11g twong thich nguwoc vai 802.11b, nghia 1a cac diém truy cap
Access point 802.11g s& lam viéc véi card mang Wifi chuan 802.11b.

Thang 7/2003, IEEE phé chuan 802.11g. Chuan nay ciing s dung phuong
thizc diéu ché OFDM tuong tu 802.11a nhung lai dung tan sé 2,4GHz giéng Voi
chuan 802.11b. Piéu tha vi 1a chuan nay van dat toc d6 54Mbps va c6 kha ning
tuong thich nguoc véi chuan 802.11b dang pho bién khi do.

1.2.4. Chuin 802.11i

Pay 1a chuan bd xung cho 802.11 a, b, g nham cai thién vé mat an ninh cho
mang khong day. An ninh cho mang khong day la mot giao thic c6 tén la WEP,
802.11i cung cap nhing phuong thirc ma hoéa va nhiing thu tuc xac nhan, chang thyc
mai ¢6 tén 1a 802.1x.

1.2.5. Chudn IEEE 802.11n

Puoc IEEE phé chuin thang 06/2009 va hau nhu tit ca cac thiét bj Wifi hién
nay trén thi truong déu hd tro chuan nay, 802.11n duogc thiét ké dé cai thién tinh
nang ctia 802.11g vé tong bing thong duogc hd tro bang cach tin dung nhiéu tin hiéu
khong day va anten (goi la cong nghé MIMO-multiple-input and multiple- output).
Chuén 802.11n hd tro tbc d ban dau 13 150Mbps (pho bién trén thi trudng hién nay
c6 cac thiét bi 150Mbps, 300Mbps va 450Mbps). 802.11n ciing cho tim phii séng
t6t hon cac chuan Wifi trude d6 nho ting cuong do tin hidu. Cac thiét bi 802.11n s&
tuong thich ngugc véi 802.11g.

Chuan nay co thé hoat dong trén ca hai bang tan 2,4GHz 1an 5GHz va néu thiét bi

hd tro thi hai bang tin nay c6 thé cting dwoc phat sdng song song nhau.
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1.2.6. Chudn IEEE 802.11ac

IEEE 802.11ac ra doi trong naim 2013. So vé6i cac chuan trudc do, 802.11ac hd
trg toc do toi da hién 12 1730Mbps (hién nay trén thi trudng da co thiét bi hd tro tdc
d6 dén 2400Mbps) va chi chay & bang tin 5GHz. Mot sb muc téc do thap hon (ing
v6i s6 ludng truyén dit liéu thap hon) bao gdm 450Mb/s va 900Mb/s.

Vé mat 1y thuyét, Wifi 802.11ac s& cho tbc do cao gip ba lan so voi Wifi
802.11n & cung sb ludng (stream) truyén, vi du khi dung ang-ten 1x1 thi Wifi ac cho
tbc do 450Mbps, trong khi Wifi n chi 1a 150Mbps. Con néu tang 1én ang-ten 3x3
v6i ba ludng, Wifi ac ¢6 thé cung cip 1300Mbps, trong khi Wifi n chi 13 450Mbps.
Tuy nhién, nhitg con sd néi trén chi 1a toc do toi da trén 1y thuyét, con trong doi
thuc thi toc do nay s& giam xudng tiy theo thiét bi thu phat, moi truong, vat can,
nhiéu tin hiéu...

Hién nay, hau hét cac router Wifi trén thi truong ¢ ho tro chuan 802.11ac s& hd
tro thém cac chuan cii, bao gdm b/g/n. Chiing ciing s& co hai bang tan 2,4GHz 1an

5GHz. Dbi v6i nhimg router ¢6 kha ning chay hai bang tin cing lac (simultaneous),

bang tan 2.4GHz s& dugc sit dung dé phat Wifi n, con 5GHz sé dung dé phat Wifi ac.
Bang 1.1. Cac dic diém ky thuit cia IEEE 802.11

Chuan 802.11a | 802.11b | 802.11g 802.11n 802.11ac
. Théng Théng Théang Thang
Nam phé chuan Nam 2013
7/1999 7/1999 7/2003 6/2009
Téc db t6i da 54Mbps | 11Mbps | 54Mbps | 150Mbps | 1730Mbps
DSSS; DSSS;
\ . DSSS;
Dicu che OFDM ceK CCK; CCK; OFDM
OFDM OFDM
Dai tan s trung tan 2,4GHz; 2,4GHz;
5GHz 2,AGHZ | 2,4GHZ
(RF) 5GHz 5GHz
S6 ludng cho phép 1 1 1 4 8
20MHz;
20MHz;
Do rong bang thong | 20MHz | 20MHz | 20MHz 40 MHz;
40MHz
160 MHz
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