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LOI CAM POAN

To1 xin cam doan luan van “Phat hién xam nhap dua trén thuat toan K-
Means” 1a cong trinh nghién ctru do toi thuc hién dudi su huéng dan cua PGS.TS.
Nguyén Vin Tam. Cac ndi dung dugc trinh bay trong ludn vin 1 nhimg két qua dat
dugc trong thoi ti gian thuc dé tai dudi sy hudng cua tip thé gido vién huéng din,
t6i khong sao chép nguyén ban lai két qua cia cac nghién ctru di timg dugc cong bd
va day ciing 1a két qua cua qua trinh nghién ctru, hoc tap va 1am viéc nghiém tac cia
t6i trong qua trinh hoc cao hoc. Bén cach d6, trong mdt s6 ndi dung luan vin 1a két
qua phan tich, nghién ctru, tong hop tir nhiéu ngudn tai liéu khac. Cac thong tin tong
hop hay cac két qua ldy tir nhidu ngudn tai liéu khac da duoc t6i trich din mot cach
day du va hop 1y. Nguon tai tai liéu tham khao c6 xuat xi rd rang va duoc trich dan
hop phap.

Céc s6 liéu va thong tin sir dung trong luan vin nay 1 trung thuc.

Théi Nguyén, ngay 20 thang 07 nam 2015

Nguoi cam doan

Pinh Manh Cuwong
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T6i xin chan thanh cam on céc thdy, cd trong Vién Cong nghé thong tin,
Truong DPai hoc Cong nghé thong tin va Truyén thong - Pai hoc Thai Nguyén da
tham gia giang day, gitp d& t6i trong sudt qua trinh hoc tap nang cao trinh d6 kién
thire dé phuc vu cho cong tac giang day cta toi hién tai va sau nay.

T6i xin bay to long biét on chan thanh téi PGS.TS. Nguyén Vin Tam, cic Thay
da tn tinh hudng dan hudng din toi trong sudt thoi gian thyc hién luan van.

Vi diéu kién thoi gian va trinh d§ c6 han nén luan van ciing khong thé tranh
khoi nhitng thiéu sot. Toi xin kinh mong cac Thay, Co gido, cac ban dong nghiép
dong gop ¥ kién dé dé tai dugc hoan thién hon.

To1 xin chan thanh cam on!

S6 héa bsi Trung tam Hoc liéu - PHTN http://www.Irc-tnu.edu.vn/




MUC LUC

MO DAU ...t 4
Chuwong 1: KHAI QUAT BAI TOAN PHAT HIEN XAM NHAP........................... 4
1.1. Dinh nghia vé phét hi¢n XaAm RRGD............cooveeeeeeereeeeeeeeeeseeeees e 4
111 Dinh RGRTA. ... 4
1.1.2. Su khac nhau gitka IDS/IPS. ...........c.ccoocoiiiiiiiiiiiiiiic 4
1.2. Cdc thanh phan va chire nang ciia hé thong phdt hién tham nhdp. ................ 5
1.2.1. Thanh phan thu thGp GOi Hill..........ccoeeeeeeeseeeeeeseeeeeeeeeesee s 6
1.2.2. Thanh phan phat Rién @Oi til...........cceeveeevesresreseereessssssessessesses s issisnens 6
1.2.3. ThARA PRAN PRGN ROi ... 6
1.3. Phan logi phat hién XaAm NAGD ........cccooeeiiiiiei e 7
1.3.1. Network based IDS — NIDS ...t 7
1.3.2. Host based IDS — HIDS .........ooiiiee e 9
1.4. Cdc phuong phdp phdt hién XaAm nAGD...........ccoeveiiieeiiiieisie e 11
1.4.1. M6 hinh phat hién sy 1am dung .............ccccovvveeiiiie i 11
1.4.2. M6 hinh phat hién sie DAL tRUEONG........coeveevereeeeereereesesessssessensenieniseinnes 12
1.4.3. So sanh gitta hai MO RINA ..........cccooveiiiiiiiiiiiieeee e 15
Chuwong 2: PHAT HIEN XAM NHAP DUA TREN THUAT TOAN K-MEANS.17
2.1 Thudt toan K-MEANS ........cccuveieeeeeeeiiiiiiireee e e e e e e e s esittrrere e e e e e s s ssaarrrreeeeeeessanananeees 17
2,11 CAC KRAT TIGIN ...t 17
2 1.2 TRUQL LOAN. ... 20
2.1.3 Nhuwoe diém ciia K-Means V& CACh khdc pRUC ...........ovceeeeeeeeeeeeeran, 35
2.2. Thudt toan K-means voi phat hién Xam nAGp. ............ccooevvveiiiiiieiiiieiiiee, 35
2.2.1 Phdn tich tap dit 1iéu KiGm thik. ...........c.cocoeoveoeeeeeeeseeeseseeeeeeeeeser e 35
2.2.2 M6 hinh phat hién bdt thuong duwa trén thudt todn K-means. .................. 39

Chuong 3: XAY DUNG CHUONG TRINH PHAT HIEN XAM NHAP DUA
TREN THUAT TOAN K-MEANS...........ccoooiieeeeeeeeieeeeeeeeeseeeves s sesaesssnes s 47
3.0 MO 1@ DAL FOAN ... 47
3.2 MO 1G QiF liGU GAU VAO ... 47
3.2.1 M6 ta cdc thuéc tinh trong file dit liéu dau VAo .........oocoovveeeevseeeeanne, 48
3.2.2 Gidm s6 liwong ban ghi trong dit liéu AAu VAO: ........cocovveeereerersiersrenenn, 50
3.3 Cai dat thuat toan K-Means va thur nghiém trong phdan cum phdn twe di biet .53
3.3.1 GiGi thiéu vé mOi tritOng CAL AL ....ovevveveerverereireererersrseessessesses e 53
3.3.2 Cdc chirc nang cua chieoOng trinh ...........ccccocevoiiiiiiiiiiiei e 53
3.4. Nhan xét, danh gida chuwong trinh thit RGRIGM............cccoevviviiiiiiiiiie e 59
KET LUAN VA HUONG NGHIEN CUU ..............cccoeveoeveeeeserersieesrenirnin, 60
TAI LIEU THAM KHAQ ..............oooooveoeeeeeeeeeseseeseee e 61
PHAN PHU LUC ..o sn s sanan s 62

S6 héa boi Trung tam Hoc liéu - PHTN http://www.lrc-tnu.edu.vn/




DANH MUC HINH ANH
Hinh 1.1: Cdc vi tri dat IDS trong mang. ..........c..coueceevueieresinaiesesesieesiesesseesessessens 4
Hinh 1.2: M6 hinh kién triic hé thong phat hién xam nhdp (IDS). .......coovcveeveeeeveenne. 5
HINh 1.3: MO hINh NIDS ... 7
Hinh 2.1 Vi du vé Phan nhom doi BUONG ..........ccceoeeeeseeeeeeeeeeeeseeeeeeeeeeeerses s 17
Hinh 2.2: Cdc thiét lgp dé xdc dinh ranh giéi cdc cum ban dau ...............c..o..oee.... 18
Hinh 2.3: M6 ta dé do khodng cdch giita cdc d0i UEONG. .......c.cooveveveeveeeeeseeean, 19
Hinh 2.4: So d6 thudt todn phan NhOM K-Means..............ccceevvrererveeesieneseeseieeeenns 21
Hinh 2.5: M6 ta truc quan qua trinh phdan cum die lieu. ............ccoccovecveiveieiinennnnn, 22
Hinh 2.6: Biéu dién Cac déi twong trén mdt phang t0a @0 X, Y ceoeeeeerevveveevrevernenn. 25

Hinh 2.7: Biéu dién cac doi twong, phan tir trung tam trén mdt phdng toa dé X, y 26

Hinh 2.8: Biéu dién cdc doi twong, phan tir trung tam trén mdt phang toa dd x, y

(VORG LAP 1) .ecccvviiiiiiiiiiii ettt ettt nnb e 29
Hinh 2.9: Biéu dién cac doi twong, phan tir trung tam trén mdt phdang toa dé x, y 31
(VONG LGP 2) .ottt et be et e e te e be e teeteereenee e 31
Hinh 2.10: Biéu dién cac doi twong, phan tir trung tam trén mdt phang toa dé X, y

(VONG LD 3) ettt ettt ettt ettt et e e te et e e te e teere e e 33
Hinh 2.11: M6 hinh hé thong phdt hién bat thuong sir dung thudt todn K-means ..40
Hinh 2.12: Bén quan hé cua mot cudc tan COMG oovvieiiiie e 42
Hinh 2.13: M6 ta hoat dong ciia mO@un tOng RO ........cveeeeeeveeeersresresesenerernnon, 44
Hinh 3.1: Gidm s6 ban ghi cho file dau vao ciia chitong trinh...........co.oeeveevvenenns 51
Hinh 3.2: Xem va chinh sita cho file dau vdo ciia chiong trinh néu can. .............. 52
Hinh 3.3: Dii liéu ciia chuwong trinh mé bang Notepad. .............oeeeeeeerevreveevrenenn. 52
Hinh 3.5: Giao dién chon b dit [i€u...............ccouvevcieeiiiieeiiieeciee e 54
Hinh 3.6: Hién thi chi tiét dit liu dAu VAO. ...........c..ouvvenerrreerirnerinsessereeeseie 55
Hinh 3.7: Form thuc hién thudt toan K-MEaANS. ...........ccoueeeveeeiiieeicieeeeirie et 56
Hinh 3.8: Két qua thuc hién thudt todn K-MEaNS. ..........cc.ccoveeeeeeerresrerserrerernnen. 57
Hinh 3.9: S6 ban ghi két noi thugc Ve MOi ClmL. .......vevveveeeeeeeeerereresresres e 58
Hinh 3.10: Két qua thuc hién thudt toan K-Means voi bo dir liéu co 494020 ban ghi
KCE MOL. ..ot 58

S6 héa boi Trung tam Hoc liéu - PHTN http://www.lrc-tnu.edu.vn/




DANH MUC BANG

Bing 2.1: DaNN muc CAC d0i NG c..ouveeveeeeeeeeeeeeeerereseeeseser s seses s 24
Bing 2.2: Bang biéu dién cdc thudc tinh trén mdt phang X,y ......ccoeeeeeeercereseenene. 24
Bing 2.3: Khéi tao CAC phan ti trong TAM ...........coeveeeeeeeeeereseesesensses s 25
Bdng 2.4: Bang khoang cach Euclidean (vong lap 1) .........ccccoovevviviiiiiiiciininnninn 28
Bing 2.5: Tim khodng cach min giita cac khodng cach (Vong lap 1) .......c..c......... 28
Bing 2.6: Két qua phan nhom Cac doi tieong (VONG 13D 1) covvevvveeeeeseeeesenenean, 28
Bing 2.7: Phan tir trong tam (VORG IAD 1) c....cveoveeeeeeeeeeeoeeeeeeseeee s, 29
Bang 2.8: Bang khoang cach Euclidean (VONG [ap 2) ..ccccvcovevevviieeieieeieece e, 30
Bdng 2.9: Tim khodng cach min giita cac khodng cach (Vong lap 2) .......c..cc....... 30
Bing 2.10: Két qua phan nhom cac doi tuong (VONG 1P 2) .coveveveeverereesersnenean, 31
Bing 2.11: Phdn tir trong tAM (VONG 1D 2) ....cevvveeeeeeeeeeeseeee e esens e, 31
Bdng 2.12: Bang khoang cach Euclidean (vOng lap 3) ........ccocevvviiiviiciiiiinniiinnenn, 32
Bdng 2.13: Tim khodng cdch min gitra cdc khodang cach (vong lgp 3) .........c......... 32
Bing 2.14: Két qua phan nhém cdc doi tuong (VORG IGp 3) covveeeeevevereseevererinnnns 33
Bing 2.15: Phan tir trong tam (VORZ AP 3) w.c.veveeeeeeeeeeeeeoeeseeeeesssssses s 33
Bing 2.16: Két qua phan nhom cac doi tuwong (VONG 1P 4) c..eveveveeveeeeereeinnnan, 34
Bing 2.17: Bdng két qud PhAN NNOM tAUOC..........ceeeeeeeeeererereeeeeeers s 34
Bdng 2.18: danh S&ch cdc canh bao chua riit GON ..........c.ccoovviieiiiiiiiiiie 45
Bdng 2.19: Danh sach cac canh bdo sau khi da rit @on .............ccccoevvveiiiiiicennn, 46
Bing 3.1: Cdc thuéc tinh co ban (nhém nay chira tdt ca cdc thudc tinh ¢é dwoe tiv
MOt KCE NOT TCP /IP) .oovoeoeeseeeeseeeees e sss sttt 48
Bing 3.2: Cdc thudc tinh luu thong (nhém nay bao gom cdc thudc tinh ma né dwoc
tinh todn v6i khodng thoi ian MOt CIEA SO) ......v.evevevvreerererisessersreseeesesssssenensnias 49
Bdng 3.2: Cdc thugc tinh noi dUng ..............cccouoiiiiiiiiiiiii e 49

S6 héa boi Trung tam Hoc liéu - PHTN http://www.lrc-tnu.edu.vn/




iv

BANG TU VIET TAT
IDS Intrusion Detection System
IPS Intrusion Prevention Systems
HIDS Host-based IDS
NIDS Network-based IDS

S6 héa boi Trung tam Hoc liéu - PHTN http://www.lrc-tnu.edu.vn/




MO DAU

Ngay nay, hé thng mang may tinh da tré nén rit phd bién va dugc ing dung
trong hau hét cac hoat dong kinh té-xa hdi cua nudc ta. Tuy nhién, mang may tinh
cling phai duong dau voi nhiéu thach thirc, dic biét 13 vin dé an toan va bao mat dir
li¢u trén mang. Trong cac mbi de doa ddi véi an ninh mang thi vi¢c xadm nhap mang
dé thay doi thong tin, lay cip dit liéu va pha hoai ha ting mang 1a nghiém trong
nhat. Chinh vi vay, viéc phat hién va ngin chan xdm nhap mang may tinh 1a chi dé
dang dugc quan tAm nghién ciru va phat trién tng dung manh mé hién nay. Phat
hién va ngan chan duogc hiéu 1a xac dinh xam nhdp va ngan chan mot cach nhanh
nhat khi n6 xay ra. Hién nay khong c6 phuong phép phat hién truy nhap trai phép
nao 1a hoan hao boi cac ki thuat xAm nhap ngay cang tinh vi va luén ludn dugc ddi
m&i. Khi phuong phap phat hién xam nhap duoc biét dén thi nhimng ké xam nhép s&
stra nhirng chién lugc va thir mot kiéu xam nhap moi.

Trong qué trinh hoc tip va nghién ctru tdi da tim hiéu duoc mot sb kién thire
vé phat hién xam nhap va tim hiéu céac thuét toan dé phat hién xam nhap dé nham
dam bao thong tin trao d6i duge dam bao an toan. Chinh vi thé t6i da lua chon chu
dé “Phat hién xAm nhap dwa trén thuit toan K-means.” 13 dé tai nghién ctru cho
luan van cua minh.

* CAu trac cua luan van bao gdm 3 chuong nhu sau:

Chuwong 1: Chuong ndy trinh bay nhung kién thirc co ban vé phat hién xam
nhap nhu: dinh nghia, cac thanh phan va chirc ning ctia hé thong, phan loai, va cac
phuong phap phét hién xam nhap.

Chwong 2: Chuong nay trinh bay vé viéc phat hién xam nhap dya trén thuat
toan K-means. N§i dung cta thuat toan, vi du minh hoa thuat toan, tap dir liéu kiém
thir va mo6 hinh phat hién xam nhap dya trén thuat toan K-means.

Chuong 3: Chuong niy la két qua cai dat bai toan phat hién xam nhap dwa

trén thuat toan k-means.
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Chuong 1
KHAI QUAT BAI TOAN PHAT HIEN XAM NHAP
1.1. Pinh nghia vé phat hién xAm nhap
1.1.1. Pinh nghia

Hé thdng phat hién xam nhap (IDS) 13 hé thong c6 nhiém vu theo déi, phat
hién va (c6 thé) ngan can sy xdm nhdp, ciing nhu cac hanh vi khai thac trai phép tai
nguyén cua hé théng duogc bao vé ma c6 thé din dén viéc 1am ton hai dén tinh bao
mat, tinh toan ven va tinh sin sang ctia hé thong.[6]

Hé théng IDS s& thu thap thong tin tir rat nhidu ngudn trong hé thong duoc
bao vé sau do tién hanh phan tich nhiing thong tin d6 theo cac cach khac nhau dé
phat hién nhirng xam nhap trai phép.

Khi mot h¢ théng IDS ¢6 kha ning ngan chin cac nguy co xAm nhap ma nd
phat hién dugc thi n6 dugc goi 1a mot hé théng phong chéng xam nhap hay IPS.

Hinh sau minh hoa céc vi tri thuong cai dat IDS trong mang:

SO i

”mﬁééé gééé

Hinh 1.1: Cdc vi tri dat IDS trong mang.
1.1.2. Sy khac nhau giira IDS/IPS
C6 thé nhan thiy su khac biét giira hai khai niém ngay & tén goi: “phat hién”
va “ngan chan”. Cac h¢ théng IDS dugc thiét ké véi muc dich chu yéu la phat hién
va canh bao cac nguy co xdm nhap ddi v6i mang mdy tinh né dang bao vé trong khi

d6, mot hé thong IPS ngoai kha ning phat hién con c6 thé ty hanh dong chong lai
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