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LOI CAM ON

Trén thyc té khong c6 thanh cong ndo ma khong gin lién véi nhitng su hd
trg, giup dd. Trong sudt thoi gian tir khi bat ddu hoc tap tai truong dén nay, em
da nhan duogc rat nhiéu su quan tim, giup d& cua quy Thay Co trudong Pai hoc
Cong nghé Thong tin va Truyén thong — Dai hoc Thai Nguyén di cung voi tri
thirc va tdm huyét cia minh dé truyén dat von kién thic quy bau cho ching em
trong sudt thoi gian hoc tap tai truong, va luén luén tao moi diéu kién tot nhat
cho chiing em trong sudt qué trinh theo hoc tai trudng. Em xin chan thanh cam
on quy Thay C6 va Ban lanh dao nha trudng!

V6i long biét on siu sac nhat em xin gui 1oi cam on t6i PGS.TS Nguyén
Van Tam, vién Han Lam Khoa Hoc Viét Nam, 1a can b0 truc tiép huodng dan
khoa hoc cho em. Thay di danh nhiéu thoi gian cho viéc hudng din em cach
nghién cuu, doc tai liéu, cai dit cac thuat todn va gitip d& em trong viéc xay
dung chuong trinh, em xin chan thanh cam on Thay!

Mic du t61 da c6 nhi€u c6 gang hoan thién luan van bang tat ca su nhiét tinh
va nang lyc cia minh, tuy nhién khong thé tranh khoi nhiing thiéu sot, rat mong

nhan duoc nhimg dong gop qui bau cia qui thay co va cac ban.

Ha ndi , ngay 25 thang 08 nam 2015
Hoc vién

LE DUC HUY
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LOI CAM DOAN

T6i xin cam doan luan van 1a két qua nghién cru cua toi, khong sao chép
cua ai. Noi dung luan van cé tham khao va sur dung cac tai liéu lién quan, cac
thong tin trong tai liéu duoc dang tai trén cac tap chi va cac trang website theo
danh muc tai liéu cua luan van.

Téc gia luan van

Lé btc Huy
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Tir Viét Tit

Tir Viét Pay Du

Nghia

AES

Advanced Encryption Standard

Chuan ma hoa dit li€u cao cap

ARQ Automatic Repeat Request Tu dong ldp lai yéu cau
ADSL Asymmetric Digital Subcriber Line Puong day thué bao s6 bat doi
xung
BPSK Binary Phase Shift Keying Khoa dich pha nhi phan
BER Bit Error Rate Ty s 13i bit
BPSK Binary Phase Shift Keying Diéu ché pha nhi phan
BS Base Station Tram gdc
CID Connection Identify Nhan dang két n6i
CSMA Carrier Sense Multiple Access Da truy nhap cam ung song
mang
CS Channel Switched Chuyén mach kénh
DHCP Dynamic host Configuration Protocol Giao thire ciu hinh Host dong
DSL Digital Subcriber Line Puong day thué bao sd
DES Data Encryption Standard Tiéu chuan mi hoa dit liéu
IEEE Institute of Electrical and Electronics Vién ky ngh¢ Dién va Dién tir
Engineers
WMAN Wireless Metropolitan Area Network Mang vo tuyén khu vuc do thi
OFDM Orthogonal Frequency Division Ghép phan chia tan s tryc giao
Multiplexing
NLOS Non light of Sight Khong tam nhin thing
SOFDMA Scalable Orthogonal Frequency Division Kha nang mo rong da truy cap
Multiple Access phan chia theo tan sd truc giao
TDD Time Division Duplex Song cong phan chia theo thoi
gian
FDD Frequence Division Duplex Song cong phén chia theo tan s6
TDMA Time Division Multiple Access Pa truy nhap phan chia theo
thoi gian
MAC Medium Access Control bicu khién truy nhap moi
truong
PMP Point to Multipoint biém-da diém
SA Security Association Lién két bao mat
TEK Traffic Encryption Key Khoa bao mat dir liéu
UMTS Universal Mobile Telecommunication Hé thong vién thong di dong
seytem toan cau
IBE Indetity Base Encryption Ma hoéa dua trén dinh danh
QPSK Quadrature phase-shift keying Diéu ché pha cau phuong
SS Subcriber Station Tram thué bao
PDA Personal Digital Assistance T}liét bi hd tro ca nhan ki thuat
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LOI NOI PAU

Cong nghé thong tin vo tuyén tao ra su thay doi sau sic theo cach ma moi
nguodi twong tac véi nhau va trao doi thong tin trong xa hoi chiing ta. Mot thap
ky qua, cdc md hinh dang thinh hanh cho ca cac hé théng dién thoai va cac mang
may tinh 1 cac mé hinh ma ngudi st dung tiép cin mang — td hop dién thoai
hodc tram may tinh dwoc ndi bang day tdi co s& ha ting lién mang rong
hon.Ngay nay, cac mé hinh d6 da dich chuyén dén mot mé hinh noi ma mang
tiép can nguoi su dung bat ki khi nao ho xuét hién va st dung chiing. Kha nang
lién lac thong qua cac may dién thoai theo md hinh t6 ong trong khi dang di
chuyén 1 thuc hién dugc va cac hé thdng cho truy nhap Internet khong day ngay
cang pho bién.

Nganh cong nghé vién thong da chung kién nhiing phat trién ngoan muc
trong nhitng nim gan day, dic biét 1a truyén thong khong day bang thong rong.
Khi ma cong nghé mang thong tin di dong thé hé tht ba 3G chua c6 du thoi gian
dé khang dinh vi thé cia minh trén toan cdu, ngudi ta dd bat dau nodi vé cong
nghé Wimax tir nhirg nim gan day.

Tiém ning cung cip két ndi mém déo, moi lic moi noi va cac kha ning
moi cia thong tin vo tuyén cho ngudi str dung va céac to chirc 13 rd rang. Cung
thoi diém do, viée cung cép cac co sd ha tang rong khip cho thong tin vo tuyén
va tinh toan di dong ciing xuat nhiing nguy co mdi, dic biét 1a trong linh vuc an
ninh. Thong tin vo tuyén lién quan dén viéc truyén thong tin qua moi truong
khong khi, dién hinh 1a bang cac song vo tuyén hon 14 thong qua méi truong day
dan khién cho viéc chin hodc nghe 1én cac cudc goi khi nguoi sir dung thong tin
v6i nhau tré nén dé& dang hon. Ngoai ra, khi thong tin 13 vo tuyén thi khong thé
sir dung vi tri két ndi mang ctia ngudi st dung nhu 1 mot phan tir dé danh gia
nhan dang ching. Dé khai thc tiém ning clia cong nghé nay moi nguoi phai co
thé chuyén vung tu do voi cac thiét bi truyén théng di dong dugc va do d6 moi
ngudi ¢ thé xuat hién ty do trong nhiing vi tri méi. Trong khi cdc dic tinh nay
cung cip cho nguoi st dung céc tién ich mdi thi nha cung cdp dich vu va nha
quan trj hé théng phai d6i mat véi nhitng thach thirc vé an ninh chua c6 tién 18.

Do dic diém trao d6i thong tin trong khong gian truyén séng nén kha
nang thong tin bi ro ri ra ngoai 14 hoan toan dé hiéu. Hon nita, ngay nay voéi su
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phat trién cao ctia cong nghé thong tin, cac hacker c6 thé d& dang xam nhap vao
mang hon bang nhiéu con dudng khac nhau. Vi vdy c6 thé néi diém yéu co ban
nhit ciia mang di ddng Wimax d6 1a kha ning bao mat, an toan thong tin. Thong
tin 12 mot tai san quy gid, dam bao dugc an toan dit li€u cho nguoi sir dung la
mot trong nhimg yéu cau dugc dit ra hang dau.

Xuét phét tir nhitng 1y do trén, t6i dd chon dé tai “K§ thuat xac thyc va ma
hoa dit liéu trong cong nghé WIMAX”. Chu dé quan tdm ¢ day 1a linh vuc an
ninh thong tin trong mang khong day bang thong rong, ma diém méau chét 14 tim
hiéu céc ky thuat, cong nghé dé dam bao sy an ninh d6. D6 thuc su 1a linh vuc
rat rong 16n va phure tap.

Luan van gom c6 cac ndi dung nhu sau:

Chuong 1 : Tong quan vé Wimax va van dé an ninh trong Wimax.

Chuong 2 : Ky thuat xac thuc va ma hoéa dir 1iéu trong cong nghé¢ Wimax.

Chuong 3 : Xay dung chuong trinh moé phong dya trén thuat toan xac thuc
cai tién RSA.
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