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L.OI CAM DOAN

T61 xin cam doan ban luan van “Chir ky s6 va cac van dé bao mat
thong tin” 13 cong trinh nghién ctru cta toi, dudi sy huéng dan khoa hoc
cua PGS.TS DPoan Van Ban, tham khdo cac nguén tai liéu da duoc chi rd
trong trich dan va danh muc tai liéu tham khao. Cac ndi dung cong bd va
két qua trinh bay trong luan vin nay 1a trung thuc va chua duoc ai cong bd

trong bat ky cong trinh nio.

Thai nguyén, ngay 10 thang 10 nam 2010

Nguyén Thi Héng Minh
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LOI CAM ON

Trudc tién toi xin giri 101 cam on chan thanh nhat dén thay
PGS. TS Poan Vin Ban d3 dinh hudng va nhiét tinh huéng dan, giup do toi rat
nhiéu vé mit chuyén mon trong qua trinh 1am luan van.

Téi xin giri 101 biét on sdu sic dén cac thdy, cac co di day dd va truyén
dat nhitng kinh nghiém quy bau cho ching toi trong sudt hai nim hoc cao hoc
tai khoa Cong ngh¢ thong tin - Pai hoc Thai Nguyén.

T6i xin cam on ban be, dong nghiép va gia dinh, nhiig nguoi luén gan

glii dong vién, chia sé cung to1 trong sudt thoi gian lam luan van tot nghiép.

Thai Nguyén, thang 11 nam 2010
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DANH MUC CAC TU VIET TAT

AES Advance Encryption Standard
ASCII American Standard Code for Infornation
Interchange
ANSI American National Standards Institute
CA Certificate Authority
DES Data Encryption Standard
FIPS Federal Information Processing Standard 46
IDEA International Data Encryption Algorithm
IEEE Institute of Electrical and Electronic Engineers
ITU International Telecommunication Union
ISO International Organization for Standardization
MAC Message Authentication Code
MARS Multicast Address Resolution Server
MD5 Message Digest 5
NIST National Institute Of Standards And Technology
OCSP Online Certificate Status Protocol
PKI public-key infrastructures
RSA Rivest, Shamir, Adleman
SHA Secure Hash Algorithm
TCP/IP Transfer Control Protocol/Internet Protocol

URL Uniform Resource Locator


http://vi.wikipedia.org/w/index.php?title=OCSP&action=edit
http://vi.wikipedia.org/wiki/URL
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CAC Ki HIEU DUNG TRONG LUAN VAN

C Ban ma.

X Khong gian cac ban ma.

D, Dx Ham giai ma, ham gidi ma véi khoa k.

d, da SO mil giai ma, s6 mil giai ma cua ca thé A.
E, Ex Ham ma hod, ham ma hoa vo1 khoa k.

e, ex SO6 miima hoa, s6 mii ma hoa cta ca thé A.
IDao  Dinh danh ctia c thé A.

k Khoa ma.

M Khong gian ban rd

P Ban tin r0.

P Ham s6 hoaban 1. P: M > Z,

(n; €) Cip so : n, e la cac s6 nguyén duong.

(e, d) Uéc chung 16n nhét cua hai sé nguyén duong e va d.
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1. Ly do chon deé tai

Internet ngay nay da tro thanh mang truyén dit liéu duogc sir dung phd bién
trén toan thé gi61. N6 duoc st dung dé truyén thu dién tr, truy cap cac website,
két ndi ti cac truong hoc, cong so, giam sat hé thong tir xa, truyén tép... Trong
tuong lai, Internet s& tr& thanh moi trudng truyén thong phd cap cho toan thé
gioi.

R rang tiém nang cua mang Internet 13 rat 16n nhung né lai bi han ché bai
thiét ké md ctia minh. Nhu ta biét giao tiép qua Internet chii yéu st dung giao
thire TCP/IP. Céc goi tin truyén tir diém ngudn téi diém dich s& di qua rat nhiéu
may tinh trung gian, vi vdy no rat dé bi xam pham, can thiép, theo doi va gia
mao trén dudng truyén va bién phap bao mat bang mat khau 1a khéng dam bao
vi ¢6 thé bi nghe trdm hodc bi do ra nhanh chong; vi thé da chuyén sang xu
huéng ma hoa.

Nho thong tin duoc ngudi giri ma hod trude khi truyén qua mang Internet
nén du ké trém co “chin” ciing khong thé doc. Khi téi dich, ngudi nhan sé st
dung mot cong cu dic biét dé giai ma. Phuong phap mi hoa va bao mat pho
bién nhéat dang duogc thé giéi ap dung 1a chir ky sé (Digital signature). Véi chi
ky s0, nguodi str dung c6 thé ma hoa thong tin mot cach hiéu qua, chong gia
mao, x4c thuc danh tinh nguoi gii. Ngoai ra chit ky sb con 14 bang chimg giup
chéng chéi cii ngudn gdc, ngin chin ngudi guri chdi cii ngudn gde tai liéu minh
da gui.

Déi voi cac hoat dong trén moi trudng mang ngay cang phat trién nhu hién

nay, chit ky sb 1a mot hinh thirc dé bao dam tinh phap 1y cta cac cam két. Mt



