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LOI NOI PAU

Quan tri va bao mat mang la mot linh vuc vé cung réng lon. Do do, trong
khuon khé quyén sach, tac gia chi di sau nghién ciru ky mot khia canh cua quan
tri mang khong day va bao mat mang, d6 1a cdc thudt todn mdt ma - vi day chinh
1a nén tang cdt 15i nhét.

Trong quyén sach nay trinh bay cac ky thuat mit ma dugc phd bién rong rai
nhu DES, RSA, ECC... Bén canh viéc nghién cru nguyén ly hoat dong, tc gia
s& phén tich cic diém manh va diém yéu cua cac thudt toan cung phuong phéap
tin cong chung Song song do, tac gia con bd sung mot sé thuat toan khac dé
hiéu thém vé céc cach thic ma héa dir liéu.

Ngoai cdc thudt toan mt ma, quyén sach ciing gi6i thiéu mot sb hé thong
truyén thong khong day, dac biét 1a hé thong thong tin di dong toan cau (GSM)
Tac gia s€ phén tich su phu hop cia ting thuit todn cho céc hé thdng nay rdi tir
d6 chon ra mgt thudt toan tot nhat, 4p dung cho hé thong GSM...

Noi dung quyén sach gém 17 chuong, cu thé nhu sau:

Chuong 1: Gidi thiéu mat ma

Chuong 2: Mgt s6 thudt todn mat ma

Chuong 3: Tong quan vé hé thong GSM

Chuong 4: Cdc thudt toan mét ma hién diing trong GSM

Chuong 5: Tén cong cadc thudt toan mat ma

Chuong 6: A'p dung cdc thudt toan mdt ma vao hé th5ng GSM

Chuwong 7: Mang khong déy

Chuong 8: Cdc thiét bi ha tang mang khong day

Chuwong 9: Bao mdt mang khéng day

Chuong 10: Tim hiéu IDS trong LAN va IDS trong mang khéng day

Chuong 11: Cdu hinh trong mang khong day

Chueong 12: Thiét ké hé théng phdt hién xdam nhdp WIDSPro



Chuwong 13: Tim hiéu vé VPN

Chuong 14: Giao thirc bao mdt SSL

Chuong 15: Tim hiéu vé OpenVPN

Chuong 16: Trién khai mang VPN sir dung hé théng OpenVPN

Chuong 17 Xay dung cong cu trién khai OpenVPN

Quan tri va bao mét mang khong day 1a mén hoc quan trong tai Hoc vién
Cong nghé Buu chinh Vién thong néi riéng va céc truomg dai hoc cé chuyén
nganh Pién tir Vién thong va Cong nghé Théng tin noi chung. Ngoai ra, quyén
sach con 14 tai liéu tham khao thiét yéu dé phuc vu cho cac ky sur va nghién ctru sinh
trong cong tac chuyén mon.

Trong qué trinh bién soan, mic du tac gia da co nhiéu c6 ging song kho
tranh khoi nhitng thiéu sot, rit mong nhan dugc sy cam thong va y kién déng gop
cua quy vi doc gia dé 14n xuét ban sau s& b sung hoan chinh hon.

Moi y kién déng gop xin giri qua e-mail: conghung@ptithcm.edu.vn.

Xin tran trong gioi thiéu cung ban doc.

TP.HCM, thang 4 nam 2013
PGS.TS. Tran Cong Hung


mailto:conghung@ptithcm.edu.vn

MUC LUC

12, T T —— 5
MUC TUC ..., 7
Chuong 1: GIOI THIEU MAT MA .......oooviiiiiioecoeeeeeeeoeeeeeeeeeeeeeeeeee e 15
1.1. Gidi thigu tong quan V& MAt MA................cooveorveeeereereereseeereeereesreree. 15
1.2. Ma hoa $6 liéu (Data ENCOdiNg) ...........ooveovveeoveeoreeeeeeeeeeeeeeeeeeeereeeee. 16
1.2.1. Ma NRZ (Non Return t0 Zero)...........ccccocevueeeveveeieeeceeeeeeeeeeen 17
1:2:2; MB 00 Phialeccsimissmissi i immmmmmmsanrsssmssssonssasssonsnsnrsssnsssasasasoness 17
1:2.3. ME MIllerscamimmmmmmmmnimmsesaramsmmmmasssi i oins sansrassssasnes 18
1.2.4, Ma nhi phan da MG :..cummsmmsnmmammmmsmimmmmisiiaiasmmomne 20
1.2.5. Ma HDBn (High Density Bipolar n) .........cccccccovveneviniiniciiien, 20
1.3. Phat hi€n VA SUA SAlL......coovieiiieeiieiieieeeeeeeeeeee e 21
1.3.1. LRC
1.3.2. CRC
1.3.3. Ma stra sai Hamming ...........cccooeivioiiiiiiieecieceeceeeeeen 25
1.3.4. MaNén Huffman ..., 26
Chuong 2: MOT SO THUAT TOAN MAT MA ......ooooiioioeeeeeeeceee 29
2.1, Khai QIeMICRONG.....ovismsssvvmsmmssmsmmossismasmprmimssssmrsmims st ioasions 29
2.2. Su twong quan giira 6 khoa va chia KhOa.............co.ccovevvvveeereercrerreenen, 31
2.3. Phan loai cac thudt todn mat MA..............cocooevieviiieeee e 32
2.4, Cac cach ma hoa CoObAN.......ccocoiiiiiiceicceeeee e
2.4.1. Nguyén ly Kerckhoff ...........ccooiiiiiiiiiieee e,
2.4.2. Mat MA NOAN VI ..o
2.4.3. MAt ma thay thé .........coovvvvoioeeeveeeeeeeeeeee e
2.4.4. MAtMA MO ROP ...
2.5. Hé thong mat ma DES .......oooioveoiieoooeeee oo
2.5.1. Cau triic hé thdng DES .........oo...ovooooeeeeeeeeeee oo
2.5.2. Phan tich va thiét ké S-box
2.5.3. Khao sat sy phu thudc cia dit liéu.........c.ccoevevieeeieieeecieeeeeeeeeee, 46

2.5.4. Cac hé thong DES trong thire té ............cooovoooovveereeereeseeeereeesersesnnns 53



8 Quan tri va bao mat mang khong day

R0 10 L U — 58
5 6.4, Chutiic BE O BB .commmmmimsnessansmonmemmmmaes 58
2.6.2. Phan tich ddc diém cia hé théng RSA ........coovvvrrivrieeeieciiecienens 59

2.7. Hé théng mat ma Merkle Hellman Knapsack ...........cccccoooiriniiniinniinninnenn. 61

2.8. Hé thong mat ma dang EIp (ECC) ....cvveumrveuerierreinnrnenressiesiesnisneies 66
2.8.1. Nguyén ly hoat dong cua thut toan ...........cceeivnininniciiniis 66
2.8.2. Kha nang bao mat ciia thuat todn............cooeveiiiniiiiniinns 70

2.9, NI, BADIS......cocuonecsmssssunsecnsesemsrmmmmsnsensmsnsmmssssnssasasasessiss AR ERBERR SRR ARG 70

2.9/0), THORE TOBESTIAL cvorscenmem covensmsrsenonsearsassossssiiissssioiasi s sssass e s smEses 30 73
2 10,1, Gid B0 AONE GUAD irerrississsssmmmsissmsssmsssmsssssemmmsspsssssmsassione 73
2.10.2. Mot sb dic didm cua cac thuat todn SHA...........coveverureeicniciienees 74
2.10.3. C4c phép toan dugc dung trong thudt todn SHA ..., 74
2.10.4. Cac ham va héng s6 duoc sir dung trong thuat todn SHA .............. 75
2.10.5. QUA trNh AN XU 1Y cooooeeoeoeeee e eecsseesssssessssssessesssesenniens 77
2.10.6. Thufit todn BAM ........ccveeiricccsricissisnesessnsssessnssnssssssssssssssasassnssasissassss 80

2.11. Céc thudt toan ding d8 XAC thUC ........ccvvereerrereresreriseesiecessesssesssasssnans 115
9,111, BIE thOnp BIGAIAL......eeuseemmnssssissiisssaciisssssssissssissisosssmmsissasnemstsssoss 116
2.11.2. Dang thirc khéac cua hé théng Elgamal ............coocovvvrrerevcineiennnns 118
2.11.3. Hé théng Ong-Schnorr-Shamir (OSS).........cccurrumrmmcminiiirieenne. 119
2.11.4. Dang thirc khac ctia hé thong OSS .........covvurircrierieierireerienianns 120

D 1D, UL 15 KGR o carvocenoameemmnsnones s 5775 S RS IRRNS 122
2.12.1. Giéi thiéu vé cAu trac hé théng quan 1y Khoa...........ccovreneeeecuinncs 122
2.12.2. Quy trinh ta0 KhOa ..c.ccciusiuimicsnsmssrivsasivnassmsasmonsaonsasssusssssssssassasseserens 123
2.12.3. Quy trinh phan phdi KhOa ..........ccveuerveruieiecriecriieciseniensissisens 124

Chuong 3: TONG QUAN VE HE THONG GSM........ccoovummmmrmiinninnssssiiss 129

3.1. CAu tric téng quat ciia hé thng GSM..........ccumruerenirrireririnarrinees 129
3.1.1. Tram di dONZ (MS) ...oouvvvererveeeeeeseeereseeesssesssesesssessssssssssssssnssssses 129
3.1.2. Hé théng tram g6C (BS)........covvrerereeseresessseessecsssssssssssssssssssssssasennes 130
3.1.3. Hé théng chuyén mach mang (NSS) ......c.ceevurrrmimecmmmerernensinnnsiiens 131
3.1.4. Hé théng khai thac bao dudng (OSS).....cc.eeurererecesscessesssmmnsssrens 131

3.2. M6 hinh OSI ctia hé thdng GSM .........coooomeremrreerireriiesiieeeieeiisseeesninaaas 132

Chuong 4: CAC THUAT TOAN MAT MA HIEN DUNG TRONG GSM ..... 133

4.1. Céc dic didm bao mat ciia hé thong GSM........c.oceeerevvrveinicniinciiinneees 133

4,1.1. Trung tAm X4c thire (AUC): . i cusmssssinssisssssstssasssassonsnssesusmsssnrassises 134



